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Abstract 
The last couple of years have seen a growing m o m e n t u m  toward using the Internet 
for conducting business. Web-based electronic commerce applications are one of 
the fastest growing segments of the Internet today. A key enabler for e-commerce 
applications is the ability to setup secure private channels over a public network. 
The Secure Sockets La er protocol provides this ca  ability and  is the most widely 

working principles behind SSL with an eye on performance. We benchmark two of 
the popular Web servers in wide use in a n u m b e r  of large e-commerce sites. Our 
results show that the overheads due to SSL can make Web servers slower by a 
couple of orders of magnitude. W e  investigate the reason for this deficiency by 
instrumenting the SSL protocol stack with a detailed profiling of the protocol pro- 
cessing components. In light of our observations, we outline architectural guidelines 
for large e-commerce sites. 

used security protocoYin the Internet .  In this artic P e w e  take a close look at the 

ccurity is important on the Internet. Whether shar- 
ing financial, business, or personal information. pco- 
plc want  to know with whom they a r e  
communicating (authentication), to cnsure that what 

is sent is what is received (integrity), and to prevcnt others 
from eavesdropping on their communications (privacy). The 
Secure Sockets Layer (SSL) protocol [ 11 providcs one niciins 
of achieving these goals. I t  was designed and first iniplcmcnt- 
ed by Netscape Corporation as a security enhanccmcnt for 
their Web servers and browsers. Since thcn, almost all vcti- 
dors and public domain software developers havc integratcd 
SSL in their security-sensitive client-server applications. At 
present, SSL is widely deployed in many intranets as well 21s 
over the public Internet in the form of SSL-capable sci-vers 
and clicnts. and has become the dc facto standard for trans- 
port layer security. Recently, the Internet Engineering Task 
Force ( I E T F )  s tar ted an  effort to standardize SSL a s  an 
IETF standard under  the name Transport Layer Sccui-ity 
(TLS) protocol [2]. 

One o f  the treasons SSL has outgrown other transport and 
application laycr security protocols such 21s SSH [3], SET [4]. 
and S M l M E  [j] i n  terms of dcploymcnt is that i t  is applica- 
tion-protocol-indcpcndctit. Conceptually. any application that 
runs ovcr TCP can also run ovcr SSL. Thcre are many exam- 
ples of applications such as TELNET and FTP running ti-ans- 
parcntly ovcr SSL. However, SSL is most widely used a s  the 

sccut-e transport laycr below Hypertext Transfcr Protocol 
(HTTP) [O]. A large number of e-commerce sites dealing with 
privatc and sensitive information use SSL as the securc trans- 
port layer. This nunibcr is expected to grow as more and more 
busincsscs and users embrace electronic commerce. As securi- 
ty bcconics a n  intcgral feature of Internet applications and 
the use of S S L  rises, its impact on the performance of servers 
as well as clients is going to  bc increasingly important. The 
objective o f  this article is to take a close and critical look at  
the SSL protocol with an eye on performance. 

The SSL protocol is composed of two main components: 
the SSL handshake protocol and thc SSL record protocol. 
The handshake protocol is responsible for authenticating com- 
municating pccrs to cach other. I t  is also entrusted with the 
joh o f  ncgotiating cncryption and nicssagc authentication 
algorithms along with the required kcys. SSL allows thc ses- 
sion state t o  bc cached. I f  a client nccds to set up a ncw SSL 
session while its session state is cached at  thc server, i t  can 
skip the steps involving authentication and key cxchange and 
rciisc the cached session state to generate a set of keys for tlie 
new scssion. The record protocol provides two basic security 
sei-viccs: privacy ant1 nicssagc integrity. 

I n  the  rcst of the ar t ic lc ,  wc analyze tlie performancc 
impact of SSL on Web-bascd c-commerce applications and 
quantify the overhead associated with different componcnts of 
SSL. T o  mcasiirc the performance impact o f  SSL o n  Web 
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shake protocol ancl  S S L  rccorcl pro toco l  using timers 
with stili-microsecond granularity. 0 ~ 1 1 -  rc\ults indicate that  lor 
;I typical HT'rl' trans;iction (10-15 k l i y t cs ) .  tlic l i t i lk  o f  t h e  
overhead c011ics f r o m  tlic SSI., I iands l iakc protocol. For vel-y 
large I - I T I ' I '  transactions ( I  MI iy tc  o r  iiiorc). the cost o f  the 
handshakc i s  aniortizccl over the length o l  tlic transfer. a n c l  
t l ic clominiint p a r t  of the ovcrhc;id is due to  d a t a  encryption 
anc l  mcssiigc ;iutIicntic;itioii. 

Wc a I \o  invcstig; i tc tlic pci-loriii;iiicc impact o f  SSL on 
large e-coiiiiiici-cc sites wli icl i  use cl:istcrs of sc~~vcr s  101- IW-  

s o n s  of scalaliility. In ;I typical i i isti i l lxtioii. t h e  SCI-VCI' c luster  
is I'roiit-cnclccl by ;I dispatcher (F ig .  S )  I-cspoiisili lc l01- c l i s -  
t r i h u t i i i g  c o n n e c t i o n s  ;icross t h e  iiodc\ i n  t h e  c l u s t e r  I S I .  
Most  often the clispatchcl- i s  tiii;i\v;irc 0 1 '  SSI_ bcssioii-level 
inlormation. As ii result. SSL connect ion\  t h a t  caii potcnti;il- 
ly rctisc session s t a t e s  arc  routccl to cliffercnt sei-vcr n o d e s .  
Unless the scrvci- n o d e s  s1i;irc their .ion caches. dispatch- 
ing Icaels t o  pooi- SSL session rctise cf f ic icncy a n d  coiisc- 
q t ien t ly poor pc r f o r m  ;I i i cc .  We cl U ;I 11 t i fy t lie impact o f S S  I2 
session I-ciisc i i i  ii c luster  cnv i ro i i i i i cn t  ; inc l  pi .oposc tccli- 
niqucs t o  allcviatc thc pi-olilcm. 

To tindcrst;iiid the dct:iils of' the SSI- protocol it i s  usclt i l  to 
hiivc ii working knowledge of  I>iisic cryptogr;ipIiy. We r-cvicw ;I 
few basic cryptographic operatioils t1i;it ai-c used i n  SSL. Next. 
the various message flows of the SSl_ protocol :ire described. 
Wc a l s o  devote 21 section t o  t h e  evaluat ion and analysis of 
S S  L protocol  pc r f o  rmaii cc i i  ncl i t s  i iii pact  0 1 1  Wcl>-b;isecl c -  
commerce S C I - ~ ~ I ' S .  We ;iddress the impact and impoi-tancc o l  
S S L  session ~rct isc iii large c-coiiiiiicrcc sites. ; incl  finally s u n -  
niarizc the  article. 

I , 

Cryptography Basics 
Conventional cryptography (i i .k.a.  symmetric key cryptogra- 
phy)  h a s  I x c i i  uscd hy m;inkincl f o r  S C V C I - ~ I I  cci i t t i r ics. T h e  
m o s t  comnion cryptogi-iipliic techniques involve ;I secret t h a t  
i s  usecl in hoth the ciicryption iiiid d c c r y t i o n  o f  t he  message. 
I Iic message t h a t  i s  to h e  encrypted. I-ctci-rccl to plo/ i / /c,.v/ i n  
l i g .  I. i s  i n p u t  to  ;in c n c r y p t i o n  a lgor i thm.  s t i c l i  a s  1I : i t ; i  
Encryption Stai ir lart l  (IIES) 121. I n  ;idclition t o  tlic plaiiitcst. :I 
secret key. wli icl i  in the  case ol' D E S  is  ;I ?&hit binary i i i i i i i -  

hcr. i s  a l s o  input  t o  tlic encryption algori thni.  T h e  resulting 
o t i t p u t  i s  tlic encrypted 1iicss;igc. co i i imo i i l y  rc lcrrcd t o  ;IS 

ciphcr/t8.\-/. At tlic o t l i c r  c i i d .  t h e  c ip l i c r t cs t  a s  w e l l  ;is tlic 
scci-et key : ire input to ;I clcci-yption ;ilgoritIiiii. whicli o u t p t ~ t s  
the pli i i i i tcxt. 'l-ypic;illy. t l ic clccryption algori i l i i i i  i\ very s i i i i i -  
1;ir I ( I  the  ci iciyptioi i  algorithiii. and the  sccrct kc!, i s  the  siiiic 

I'or cncrvptioii ;iiicI clccryption: l ic i icc the ii;iiiic syi imctr ic key 
cryptography. A hasic iu l t i i rc i i icnt  0 1  c n c r y t i o i i  algorithms is  
I ha  I i t 5110 ti Id h e  coni p ti t;i t i o i i a l  I y vc r y  I i i i i - c l  to o l i t  a i 11 t lie 
pla i i i  t est I'rom t lie c i  plicrt ex t wit Ii( ) ti t k IIOW ledge o I' t lie sccrct 
k e y .  I c l ca l l y .  tlic c i p h e r t e x t  should a p p c i i r  :is ;I random 
scqticiicc o f  hits with vcry l itt le correlation [ ( I  tlic plaintext. I n  
aclclition. ;I good cipher sl iot i lc l  Ii;ivc the propci-ty t h a t  ;I single 

_ .  

hit change iii the  pl;ii i itcst r e s u l t s  iii ;I large numhcr o f  bits 
l ie  i iig iii od i I'i cd i ii t Ii c ci p 11 c r t est . 

Tlicrc :ire many d i l fc rcnt  kinds of ciphci-s. and they c;iIi he  
hroadly classified into: 

Block ciphers, wliich opcratc on a hlock of input data at ;I time 
Stream ciphci-s. wliich operate OII thc input on ;I bit-by-hit basis 

l o r  caamplc, DES i s  21 l i lock cipher that operates on 64 hits at 
;I time. wIicrc;is RC4 I I O ]  i s  ;I stream cipher that opcratcs on 
t he  i n p u t  on ;I hit-by-hit  I x i s i s .  A l tcrnat ivc ly  a stream cipher 
can l ie  clcfincd 21s ii block ciplici- \vIicrc the block size is I hit. 

Otic ot the clclicicncics of  ;I simple block cipher schcnic i s  
t l i i i t  it' the s;iiiic plaintest block i s  rcpcatcd. the cori-csponding 
ciphertext hlocks ;IIK a lso  rcpcatcd. This wcakcns the security 
01. t h e  cncrypt ion schcmc since i t  is often t h e  case that  t h e  
incssagc encrypted Ii;is sonic known I-cgularity. a i i c l  ;in attack- 
er  c;in iii;ikc use of this information to  gain sonic inloi-i i i ; i t ion 
a l i o t i t  t h e  sccrct keys. Block ciphers c;in h c  s t rcngt l icncd by 
applying ;I Iiitwisc XOli  o f  the output ciphertest I'i-oiii tlic pi-e- 
viouc block to tlic current pla in text  hlock. pr ior  to tlic c i i c i - y -  
t i o n  proccss. This chaining together  o l  the ciphcrtcst pi-cvciits 
rcpcatccl block.; o l  plaintext f r o m  resulting i n  iclcntical cipher- 
test  Iilocks. i i i id i s  k n o w n  a x  c i l i l i o .  /)lock c/i(/ii/i/i,q (CUC). 
Atlclitionally. the security o!' I i lock ciphers can be increased by 
c:isc;iding ;I l c w  o f  t hem togctlicr; the m o s t  common method 
i s  t i - ip lc-DES (.;-DES) [ 101. wl i ic l i  involves t h r c c  stages of 
c i i c i - y t i on  with DES. 

Although encryption gu:irantccs pi-ivacy. it docs not ciistire 
igc integrity. An advcrs;ii-!~ caii alter tlic encrypted i i ics- 

sage\ e11 i -ou tc  to t h e  1-cccivci-. Since tlic rccc ivcr  docs not 
have ;I pi - ior i  knowlct lgc o f  t h e  message, i t  canno t  cstablish 
tlic integri ty o f  t he  clcci-yptccl message. SSL ciisiii-cs mcssagc 
inregrit!! by sending ;I digest of the message to  the receiver 
along w i t h  t l ic  or ig ina l  message. Digest algorithms, such a s  
MD5 [ I I I and S H A -  I [ 121. ;ire one-way h a s h  fui ict ioi is that 
o u t p i i t  ;I t i i i iquc digest f o r  each i n p u t  m e s s a g e .  The i n p u t  
m e s s a g e  can  hc qui te  large ( u p  to  2'1' bits), b u t  thc o i i t pu t  
digest i s  o l ' a  l i x c d  s i z e :  12s h i ts  f o r  MD5 and 160 h i t s  for 
SI-IA- I. I t  i s  relatively easy to verify i i  digest givcn the  original 
mcswgc.  l iowcvcr .  reproclucing the message givcn the  digest 
is iriipossililc sincc t l ic  hash I' i inction i s  ;I many- to -one  map- 
ping. 13y incorpor;iting ;I scci-et key in to  the Ii;isIi ;ilgorithms. i t  
i s  possihlc t o  use messiigc digests t o  gtiarantcc tlic ;iuthcntici- 
ty o f  ;I message: they arc ~ -c f c~ - rcc I  to a s  /~ic.sst/gc, trrr / / ic , i / t ic .c / / i r , , r  

u)do.\, (MACS) .  SSL gu;irantccs message in tegr i ty  hy keying 
t h e  nicssagc digests w i t h  ;I scc rc t  k e y  s l i i i i -cd h c t w c c n  t h e  
sci idcr ; incl  tlic I-cccivcr. Any i i iodif ical ioi i  to the message wi l l  
~ r c s i i l t  i i i  ;I i i i i s i na (ch  I i c twccn the digests compt l tcd  1)y t h e  
sender ; i nc l  t l ic receiver. t l i t i s  cnal,ling tlic receiver to clctcct ;I 

conipi'oiiiisccl message. 
Coiivcntional ciyptogi-apliy c;iii readily Ix LISCCI t o  crciite ;I 

sccurc ;iutliciitic;itccI cIi;iiiiicI hctwccn ;I sender and ii rcccivcr 
pi-ovidccl t he re  is sonic way t o  c i isurc  t h a t  they I ioth sh;irc 21 

seci-et kc!. This  Iiowcvci-, is no t  ;in easy task. p;irticulai.ly i n  
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the context o f  the Intcrnct. wlicrc there may he no pi-ior inter- 
action hctwccn the scndcr and the receiver. One of  the hrcak- 
tlirouglis o f  the mid-1970s was the invention of public k e y  
cryptography, which allowed two partics to exchange sccret 
information without requiring a n y  a priori shared secret. Tlic 
f i  1's t p 11 b I i  ca t i  o ti of ;I p ti h I i  c kc y crypt ogr  ;I p h !! ;I I go I- i  t  h ni w;is 
t h e  Diffic-Hcllman key cxcliiingc algorithm. which appeared 
i n  1076 [ 13. 141. I t  dcsct-ihcrl i i  simplc pi-otocol by which two 
partics with no ii priori shared scci-ct could exchange sonic 
information and dcrivc ;I sccrct key o u t  of this information. 
W h i  I c t h c D i f f i  c - 1-1 c I 1  m ii ti ii Igo ri t h m was a m ;ij o r  hrc i i  k-  
through in  terms o f  cryptography, i t  did not Icnd itself readily 
to e-commerce applications. The RSA public kcy cryptosys- 
tem [ 151, named after its inventors (Rivest, Shaniir. and Adcl- 
man ), e t i  a bl ed digital sign at u rc s i  ti add i t io 11 to c i i  ci-yp t i  o ti, 
The RSA algoi-ithnis arc a critical componcnt o f  today 's  c -  
commerce transactions. 

U ti I i  kc sy m in c t I i  c kc y cryptography . pi1 h I i  c 1; cy crypt ogi-a- 
phy LISCS a pair 01' kcys. ;I public key and i i  private key. As the 
namc suggests, thc owner of the key pair publishes the public 
component o f  thc k c y  a n d  kccps  the  pi-ivatc componcnt  
secret. If the public key is iiscd to encrypt ;I message, only the 
private key can be iiscd to dccrypt i t  and vice versa. I n  SSL. 
the initiator of a session. typically the client. generates the 
secret and encrypts i t  with the public key of the pccr. typically 
thc scrvcr. The set-vet-, upon receipt of this niessagc, LISCS its 
private key to dccrypt i t .  Since the server is the only o n e  who 
posscsscs the private key. from this point oii the client and 
server share 21 secret no otic clsc knows. The encryption and 
decry p t i on  o pc rii t ions i nvolvc mod u la r cx  p o  ti e t i  t i  ;i t io ii to a 
very large base (e.g., ii 1024-bit number)  which is coniputa- 
tionally expensive. Hence. i n  most applications, public key 
cryptogi-aphy is iiscd mainly to conim~inic;itc a shared secret 
f r o m  which various keys can be derived. These keys arc uscd 
t o  establish ii scctirc channel that is protected by convcntiotial 
cryptographic algorithms. 

The key cxchangc prohlcni is solvcd, provided the client 
knows the scrvcr's ptil-clic key. While this can be stipplicd by 
the serverl the client has to bc ablc to make the conncction 
hctwcen thc public key and the t r u e  identity of the server. 
This can bc achieved by having ii trusted authority issue i i  dig- 
itally signed certificate that binds the scrvcr's public key to its 
FU I l y q u ii I i  ficd t i  ;I m c ( o r  so me o t lie r d ist i  ngii i  sh i  ng fc ;I t u  re ). 
Tlic trusted authority is commonly referred to ;is a cer-tI'cn/c~ 
au//iori!\: (CA). and  i t  is as.;iinied that there is sonic aiithcnti- 
catcd out-of-hand means Iiy which the CA's puhlic key is tlis- 
ttihtrtccl to a l l  [ l i e  clients. I n  the typical example o f  ii Wch 
hrowscr ,  the sof tware  is pr-cloaclcd with the public keys o f  
well-known CAS such 21s Vcrisign and IBM World Registry. 

SSL makes use o f  X.509 cct-tificatcs. which arc par t  of the 

;I nil i  I s pi1 I> I iC key  i n  Io riii ;I I io n. 
'l'licrc is a l s o  ;I field indicating thc 
n;inic o f  the issuing CA a s  well ;is ;I 
pel-iod of validity that restricts thc 
lilctinic of the certificate. Finally, 
the most important part of the cer- 
t i  f i  cii tc is the s ig ni l  t it re that covers 

al l  Ilic other fields i n  the certificate. The signature process 
again involves public key cryptography and is most commonly 
the RSA algorithm. The signing entity (CA) computes ii hash  
function o f  t he  data  to bc signed and cncrypts t h a t  with its 
private key. The signattire can hc vci-ificd hy  pcrforming the 
CO I- I-c s pond i I i g  d cc i-yp t i  o n o pel-a t i  on w i t li t lie pit I> I ic k cy o f  t Ii c 
CA and t hen  matching tlic result with thc frcslily computed 
hash of  the data. 

. __ 

SSI in a Nutshell" 
SSL is Iaycrcd on top of i i i i  existing rcliablc transport proto- 
col. TCPIIP. An SSL conncction involves two stages. First. the 
coni m LI ti i  cii t i  ng pa rt i  cs opt io na I I y a LI t lie n t  i  cat c c acli other and 
then exchange session keys. This phase is known a s  the SSL 
/ ! ~ i / ~ d s / i ~ i k ! .  Oncc the handshakc is conipktcd, the two partics 
sliat-c :I secret which can bc uscd to construct ii scc~irc channcl 
over which application data can bc exchanged. SSL is intrinsi- 
c;illy ;in ;isymmctt-ic protocol. It differentiates between ;I client 
and ;I scrvcr. The SSL handshake sequence may vary, depend- 
ing on whcthcr t he  RSA or Diffie-Hellman key exchange is 
L I S C ~ .  Client authcntication is optional and is omitted i n  most 
cascs .  A typical S S L  session makes LISC of the  RSA key 
cxch ii  ngc algori t 11 m with o ti I y t lie server bci ng au the II t  icatcd. 
This is by f a r  t h e  most common case a n d  is the o n l y  key 
exchange algorithm considcl-ccl in  this article. 

Figtii-c 2 shows the message flow required to  establish a 
new scssio t i .  The clic 11 t i  ti i  t ia tcs the commuii ica tion by send- 
ing ii Hello m e s s a g e  to  t h e  server .  T h e  Hello message 
includes ii random number that is used in the handshake to 
prevent replay attacks. In response to the client Hello, the 
server replies with a Hello of its own. The server Hello mes- 
sage contains ii Session ID field. which can suhscqucntly be  
used b y  t h e  client to  identify a particular session with the 
server. The server ~Hcllo message is followed Iiy an X.500 
ccrtificatc that contains the scrvcr's public kcy. Optionally. 
the server may send ii chain o f  certificates bclonging to thc 
pa rc ti t ii 11 t lio r i  t  i  cs i  t i  t lie cc r t  i  fica t io ti h i  c r;i trc h y . The cl ic n t 
vc r i  f i  cs t lie cc r t i  fica t c (o I- c h ;i i  ti o f  cc I' t i  fica tcs ) by vc r  i  f y  i  ng 
t h e  idcntity of t h e  scrvcr and checking the validity o f  the 
CA's signature. Oncc tlic client is assut-ed t h a t  it has B valid 
ccrtificatc, i t  extracts the scrvct-'s public key from this ccrtifi- 
catc .  l 'hc  client then gcncratcs ;I prc-mas ter  secret  a n d  
encrypts  i t  with the set-vcr's public key. This is sent to  the 
set-vet- i n  ;I Client  K e y  Exchange m e s s a g e .  T h e  sc rvc r  
rlccrypts the Kcy Exchange message with its private key, thus 
ol-ctaining the prc-master scct-et chosen by t he  client. Both 
tlic clicnt and the  scrvcr tisc ;I well-defined algorithm to gcn- 
cra te  i i  mastcr  sccrct t i - o m  the pi-c-master secret ;is well as 
the client and  server t-andom nuinlxr-s. Thc mastcr sccrct is 
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t Ii c 11 used t o  gcn c I-H tc sy i i i  m c t r i c  kc ys lor c ncrypt ion ;I ii d 
message atit1icntic;itioii. M o r e  generally. [lie master sccrct is 
ii sliai-ccl state hctwccn the c l ient  and server. a n c l  this cons t i -  
t u t e s  ;in S S L  session. This scssioii c;iii h e  i c lcn t i f i cd  h y  ;I 

un ique session ID  t h a t  w;is chosen l i y  tlic S C I V C I  a n d  coli- 

vcyccl t o  the  c l ient  i n  the  i n i t i a l  sei-vcr I- lcl lo message. The 
session state is  cachecl h y  hoth tlic sci-vci- ancl t he  client for  ;I 

l imi ted amount of  t ime.  
111 contrast to t h e  in i t ia l  1i;indshakc protocol. t he  rccstali- 

l i s h m c n t  of ;ii i  SSL connect ion using the cached scssion 
s ta te  is relatively s imple .  Figure 3 s h o w s  t h e  messages  
cxcliangcd to  recstabl ish ;in SSL c o n n e c t i o n .  As shown i n  
tlic f igure, thc c l ien t  s imply specifics t h e  session ID of t h e  
old or  cxisting session i t  w ishcs t o  i r c t i ~ e  when sending tlic 
Hel lo message. The scrvci- checks in its cache t o  clctci-mine 
i f  i t  has  s t a t e  associated with  th is  s c s \ i o i i .  I f  t h e  
state s t i l l  exists in  tlic caclic. i t  uses  t h e  \toi-cil mastcl- s c c ~ ~ t  
10 crcatc kcys for the sccui-c clianiicl. Tlie client repeats the 
sanic proccss atid gcncratcs i i i i  i d e n t i c a l  se t  o f  kcys.  Note 
t h a t  mul t ip le  sccurc  c h a n n e l s  h c t w e c n  the s;imc pair- of' 
h o s t s  can be cstablisliccl by reusing ;I siiiglc session statc. I n  
particular. i f  ii c l ien t  wishcs to opcii ni i i l t ip lc  sccurc c h a w  
iicls t o  ii server, it on ly  need go  t h r o u g h  t he  full 1iandsh;ikc 
pi-o toco l  l o r  t lie f i  1-s t sec ti rc  cliiiii tiel, AI I s ti hsccl tic 11 t c l i i i  ii- 
i i c l s  can l i e  set up using tlic c;icIiccI SSL session s t a t e .  This 
is 21 ra ther  key tcattirc of t h e  SSL pi-otocol tha t  i s  particular- 
l y  impor tan t  in thc contcxt o f  t he  World W i c k  Weh.  A sin- 
gle sccurc Wch page m a y  hc composed of mult ip le  inlinc 
i m ages t h a t  ai-c oli t a i  ncd t 11 ro ugh se pa ra  tc HTTP c o i l  i icc-  
t ions. T h e  ahility t o  rcusc i i i i  cxisting scssioii st:itc to set u p  
111 U It i p I c eo  11 11 cc t ions gr c a t I y I c cl ti ccs t Ii c ov e r I1 c ;id i nvolvc cl 
i 11 down loading coni plcx W ch pages. 

SSL: A Performance Pel-spective 
Although SSL can bc used with ;I variety o f  application proto- 
cols, such ;IS 'TELNET and FTP, the m o s t  important ;ind com- 
mon use ol SSL has hccn to ensure privacy and ~i i i t l icnt icat io i i  
h r  I-iTrP tr i i t iwctions. Virtually al l  comiiicrcial Wch sites that 
require privacy ancl at i t l icnt ic~i t io i i  use SSL. In this scction we 
I>cnchniark tlic pcrformancc o f  scctirc Wch sei-vets a n c l  quanti- 
fy the ovcrlicxls o f  clil'lcrcnt components of SSL. \Vc use t he  
S P EC \Vc I+) h 7 ] I x  11 c h m a r k  lie c ;I II se i t  a t  t c i i i  p I 5 to  cap  t U I- c 
rc~ i l -~vo i - ld  usage 01 ;I We17 server ;ind i s  IxiwxI on t he  analysis 
o f  SCI~VCI- logs from ;I lcw different Intel-nct ~civcrs .  

The Experimenial Setup 
O u r  tcstbccl consisted o f  ;I single I BM RS/OOOO m o d e l  431'- 
200 running AIX 4.2 working ;IS tlic server with mu l t i p le  I'Cs 
woi-king ;IS clients. The server wiis equipped with ;I PowcrPC 

SI'I-3CWch c l i e n t s  makc l-i7r'll '  requests over  SSL sessions. 
Sincc ii typical Wcli ;iccess results in several different links 
hcing fetched froiii the s:iiiic Wch server, there i s  hound to he 
sonic  rcusc 0 1  SSL sess ion  s t a t e  when setting up subsequent 
conncctions. T h e  :in)ouiit 01 '  rctisc i s  heavily couplctl with the 
way \Vel> pages ; I I K  set up. ; incl wc wou ld  like to invcstigatc 
t lie se Ivc I- t li rougli pii t w i t  li vk1i-y i iig amounts o f  session rcusc . 
Towarcl t h i s  end. w c  inti-oclucccl ;I tunohlc knob that allows 
tlic Sl'ECWcli c l ients to cont ro l  the dcgrcc of SSL sess ion  

For tlic expel-imciits reported in this section. we did not 
iiiod i f'y t h c work loa c l  gc iic I;\ t ccI Ii y S I' EC W c h. T h e  w o r k  load 
gciicratcd hy SI'ECWcli i s  tlcsigiiccl to mimic tlic workloacl OII 

I-cgulai- Wcl i  scrvcrs. Moix spccil ically. t h e  workload mix  i s  
built out ol f i l es  i i i  1onI  c l ; i a s c ~  files less than I khytc account 
101. .35 percent ol  a11 i rcq~icsts .  I'iIcs h c t w c c n  I k l i y tc  a n c l  IO 
kliytc.; account foi-  50  percent  01. i'cqticsts. 14 percent I ic twccn 
IO a n c l  100 khytcs. a n c l  f inally 1 pcrcciit bctwccn 100 khytcs 
a n c l  I Mhytc. There iirc i i inc discrctc sizes within c x l i  cI;iss ( 1  

th rough ?O kl iytcs. e t c . ) .  resu l t ing  i n  ;I total o f  30 diffci-ciit 
t i l es  (nine iii each of lour  c1;1sscs). Acccsscs witliin ;I class a r c  
not evenly distrihutcd: they ;ire :illocntccl uhiiig a I'oissoii dia- 
t r ih ti t ion ccii tc 1-c cI i i  I O U  lid t lie iii i d  po i  11 t wit  Ii i 11 t lie class. The 
resulting iicccss pattci.ii i i i i i i i ics tlic heliavior wlicrc sonic files 
(e.g.. " i i idcx. l i tml '~)  ; I I K  i i ioi-c populai- than the rest, and some 
f i l ch  (e.g., "myclog.gif") r i i ~  rarely rcqucstccl. 

Al though the "real-lil'c" workloads for  standard and scciirc 
Weli sc rvc~-s  ;IIK l i ke ly  to l i e  c l i f fcrcnt ,  wc  chose to usc t he  
stanclard SPECWch w o r k l o a d  f o r  two reasons: 

"I<cal-lifc" woi-k lo~i t ls  f o r  sccurc Web scrvcrs arc not avail- 
d d c  a t  t h i s  t inic. 
O u r  ohJcctivc is t o  compi i -c  the pcrl'ormancc ol SCCIII-C Web 
sci'vcrs wi th  t l i ; i t  ol  iioiisccurc sci'vcrs a n d  to analyze t h e  
pci-loi-iii;iiicc i i i ipc t  ol SSL. 

Usiiig t h i s  moclil'iccl SPECWchOO Ixnchmark .  we have cviilti- 

pi-isc Sci-vci- 3.5. I and Alxiclic 1.2.4 wi th SSLcay O.S. 

Ire U se. 

khytc .  2 khytsc. 011 up to 0 khytcs, t h c n  I O  k h y t c .  20  khytcs. 

iitcd I\VO 0 1  the 1iiol.c ~i~l i i i l i i~. Wcl> SCI'VCI'S - N C ~ S C ~ I ~ X  Elitcr- 

Beiicim" Resuhs 
1-igiii-cs 4 ; inc l  5 h h o w  the I;itciicy vs. the iitriiihcr o f  l4T- I l 'S  
(IH~ITI' o v e r  SSI.) i r cqucs l s  IianelIcel  b y  tlic Netscape ~ I I I C I  
A p c l i c  ~ e r v c ~ s .  respectively. 'l'hc scrvcrs arc configured with 
ccrtil'icirtcs 1.01. lO24-liit kcys. I n  ;ill 01 '  tlicsc cspcr i i i icnts .  wc 
usccl RC4 l'or cl;it;i c i ic rypt ion a n c l  MDS lor  111 

tickit ion. s i i i cc  tlicsc ;II-C t h e  most wiclcly usccl c iphers  h); 
sec i i  ire We I> a p pl ica t i 011s. I'c i- f o r  m ;I ncc ol o t lie I- c iic i- y p t  i o n  
; i i i d  iiicssxgc at i t l icnt ic; i t io i i  scliciiics i i r  

t l i c  s e c t i o n .  We v a r i e d  t h e  dcgi-cc o f  
0-100 ~ ic i - ce i i t .  \V l i cn  session i-cusc is 0 pci -cent  all SSI- scs- 
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sions set up l ic lwcen the scrvcr and  the clients require 21 full 
ha ndsha kc wit 11 t he  associ;it cd p U hl ic ii lid pr iva tc key opcr-a - 
tions. Whcn scsioii  I ~ C L I S C  is IO0 percent .  only the first SSL 
session set u p  hctwccn the scrvci- and  ii client involves ;I full 
Ii ;I ii cl  s 11 ;I k c . A I I s t i  l isc cl ti c 11 I eo  i i  11 c c t  io 11 s re U sc t lie a 1 r e  ;I d y 
est i i  li I ish ccl scss i o i i  \ t i i t  c l i e  t w cc 11 111 c sc I-vc r and  t he c l  i c 11 t .  
Whcn tlic pci-cc[itagc of session I-cusc is l i c twccn  0 and 100. 
the clients ~ C L I S C  t h e  s;iiiic session l o r  ;I certain number of 
times dcpcntling on the  valuc of tlic Ictisc percentage. This is 
done by maintaining ;I running counter that keeps track of 
the numbcr- o f  conncclions that rcuscd session state. Wlicn- 
ever this counter drops l iclow t h e  desired fraction (rcusc pcr- 
ccntagc) of to ta l  connections. t h e  client attempts to rciisc iiii 

esisting session ID.  I f  t h e  cotinlcr goes above the desired 
fraction of total  connections, [ he  client proceeds with the f u l l  
handshakc. For csamplc. when tlic rcusc percentage is set to 
50, t he  sessions sct  u p  by ;I SPECWcb client take the form 
NRNRNR .... wlicrc N s t a n d s  f o r  ;I new session and R stands 
f o r  a rcuscd session. 

From Fig. S i t  is cvidcnt that the  Apache server can handle, 
at most. 1.3 requcsts/s wlicii thcrc is no session rcusc. For the 
siiinc case, Fig. 4 indicates that the Nctscapc server can only 
handle abotit 7 i-cclucsls/s. At thcsc operating points the latcn- 
cics arc cstrcmcly high i n  hot11 ciihcs with Apachc coming i n  
a1 around ?OO tiis a n c l  Nctscapc hovering above tlic 600 m s  
m a r k .  I n  hoth figures we notice t h a t  ;IS the amount of scssioii 
rcusc is increased the performancc improves, and with 100 
percent rcusc the latency is fairly low even when the ratc o f  
connection rcqucsts is quite high. Thc iiiciisurcmciits for 100 
pcrccnt rcusc arc only provided iis ;I reference since i n  all 
practicality ;I Wch scrvcr is unlikely to experience such ;I large 
a m o u n t  of  session reuse. I n  comparison. the SPECWch96 
niciisurcmcnts for Nctscapc a n d  Apache lor regular W e b  
pagcs on tlic s a m e  server arc around .300 and 250 rcqucstsis, 
respcctivcly. 

The Iichavior 01' the Nctscapc scrvcr is fairly typical of what 
otic would expect whcii the lcvcl o f  session rcusc is viiricd. I n  
Fig. 4 wc ohscrvc t l i ; i t  tlic latency rcduccs and the sustainable 
throughput increases ;is the lcvcl o f  .ion reuse is incrcascd. 
I n  contrast, the Apiichc server a t  light l o d s  docs n o t  scciii to 
cxliihit any signif'icant diltcrcncc i i i  the  latency when the irciisc 
is incrcasccl f r o m  0 t o  SO percent. This Ixhavior may l ie ;I 
result of  h o w  scssioii I-cusc is implcmcntccl i n  t he  Apache 
Web scrvcr. Apache uses ;I process motlcl i n  its Web server 
imp I c i i i  c 11 t a t  i o 11. TI1 c W c h se I-vc I- i h  e o  in poscd o f  scvc i-ii I 
dyniiiii ica I ly crca tccl se rvc I- p ~roccsscs t 1i;i t se I-vc Wc b rcq ucsts. 
I7athcr t l i i i i i  makc ii siitglc entity rcspoiisililc lor  dispatching 
tlic rcqtic\cs to each 0 1  the server pi-occsscs. the creators o f  

Apache chose IO 1i;ivc ciicli scrvcr ~ i r o c c s s  pick u p  ;I coniicc- 
l ion ireclues1 ; i n 0  sci.vicc i t .  This pi-oviclcs lor sonic n;ilur;iI 
10;icI I~:il:ii~ciiig tciitirrcs siiicc ;I S C I ~ V C I -  p i . o ~ ~ s  only picks u p  ;I 
i~cqircst \ V I I C I I  i I  i x  ~'rc;. When ;iii SSI- client wislics IO rcusc ;I 
xcshion. i t  ii~cIu~Ics the  scsGon ID i n  llic clicii~ I-lcllo message. 
I-lowcvcr. ; i t  tlic time ~ h c  conncction is iicccplctl I>y ;I sei-vel- 
p ioccss .  i t  h a s  I I O  kiiowlcclgc 01' w h a t  t hc  schsioii I D  \vi11 h e  
since Ihc I - l c l l o  iiicssigc is rcccivcd only iil'tcr the conncc~ion 
is ;icccptcd. Uiil'(~i.tiiii~ilcly, with i i ioal  t l~ ivors  of  U N I X ,  oiicc ;I 
conncc~ioi~ i.cqiicxl is acccptcd there is no way to ~cscii~cl i t .  so 
t h e  sei-vel- pI ( i ccss  is I'orccd to scrvc t h e  rcciucst whcllicr or 
no1 i t  Iias Ihc session ID i i i  its cache. 

1'0 gel aroui~tl this problciii, the Apache scrvci- r i m  ;I scpa- 
ratc process which ;icts :is the global cache (gcache) scrvcr. 
Wlicncvcr :I scrvcr pi-occss gets ii scssion rcusc request from a 
client, i t  first sc;irchcs its own local session cache. If the local 
session cache clocs n o t  have ;in entry for the client, the server 
process contacts the gcache server. I f  the gcache server has 
the specified entry  i i i  its database, it returns the cached state 
to the scrvcr pi-occss aiid session reuse is pcrformed. Other- 
wise, ;I ~ L I I I  lianclshiikc is pcrformcd, and the session state is 
added  to hoth tlic loca l  c;icIic and the global session cache. 
Sincc Alxiclic spriwiis scvc~-;iI scrvcr Iiroccsscs for  the purpose 
of efficiency. at light loacls i t  is quite likely that a newly arriv- 
ing i-cusc request will l ie sent to ;I dil'fcrcnt server process (say 
proccss U )  than the original process (say process A) with which 
the session state was cstablishcd. As ;I result of this, B nccds to 
obtain thc session st;itc f rom the gcache server before setting 
tip t h e  i icw connection. Now B will n o t  get ii response from 
the gcache hcrvcr u n t i l  the gcache proccss is sclicdulcd and 
suhscqucntly B is schcdulcd to run again. This c m  take quite ii 
while, so foi-  light loads thcrc is 1i:irdly any apparent reduction 
in latency cvcii when thci-c is session rcusc. I n  tact, we ran a 
separate cxpcrinicnt wlicrc we rcuscd t h e  siiiiic session state 
over and over  again and noticed that after i i l>out 16 requests 
(the maximum numbcr  of scrvci- ~ ~ r o c c s s c s  was liniitcd to 16) 
the latency to establish ;I sccui-c connection dropped down sig- 
nificantly to little ovci- 3 ms. This is bccausc by this time all the 
scrvcr proccsscs hnvc ;I copy 0 1 '  the session stiitc i n  their local 
cachc and thus d o  n o t  nccd to go t o  the glob:il cache to obtain 
the session state. This cllcct ciiii a l s o  l ie sccii i n  Fig. 5 for the 
ciisc wlicrc wc have 100 percent I-cusc o f  session state. Since 
the siimc session is now being ~-cuscd a11 tlic time, each of the 
scrvcr processes h a s  the session state in its local cachc, so the 
latcncy is I-cally low (10-15 ms) even a t  fairly high rates  
(60-7O/s) of connection rcqucsts. 
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Overhead Analysis 
In  the 1x1 section. we quaiiIil ' ictl tlic pci-l'oriii:iiicc o f  
s c c t ~ ~ ' c  Wcli sei-vcrs ; incl  coiiip;ircd i t  \ v i t l i  11i;it o f  s t i i i i -  
dil Id I1 011 sec  LI Ire se I've rs II I1 clc 1- I I1c \;I tile w01-k 1O;ld. 

I1;llncly SEI'CWcl,OO. C)ur 1-csults x110\\, 111;11 tI1c pcl-l~(ll-- 

i i i;i i icc pcilalty l'or secur i ty  is ir;itIicr 1;ii-g~. 111 tli is xcc- 
tion \vc tahc ;I closcr Iooh  ;it the pcrl'ot-iii:iiicc ovct-lic;icl 
; i ssoc ia led  \ v i t h  elil'l'crcnt coml io i ic i i ts  o f  SSI.. 1,'oi. t h i s  
pu i~posc.  \vc Ii;ivc insti-trmcntctl the  SSL protocol stack 
i n  S S I x i i y  l'or clctailccl pi .ol i l ing o f  vLirioLix pi-occssiiig 
iiioclulcs iii t h e  c la ta  path. ' l l i c  instruiiieiitccl st;ick c;iii 

I ic used to capt t i rc  ;I sequential f low 0 1 '  timcst;iii ipcd 
cvciits oii tlic cl at;^ path. T h e  tinicstanips ;ire 0 1 '  s u b  
iii ictosccoiicl granular i ty ; incl :ire t a k e n  l i y  reading ;I 
rc;iI-tinic clock which is ; i n  intcgi-a1 p;irt of i l i c  I ' o w c i ~  
I'C CI'Us iiscd i i i  l<S/6OOOs. We use ;I two-instruction 
assemlily languiigc rout ine to rcad two 32-hit clock reg- 
isters with iiiiiiiiii;il ovcrhcad. I n  the f'ollowing. we pi-e- 
sent ;I dctailccl analysis of the  ovcrhcad associated with 
t 11 c SS I, Ii ii  n d s h  ii ke p rot ocol. ;I lid t lie pc r f o r m  ;i lice 
impact of  encrypt ion ; incl  ~ i~i t l ic i i t ic~i t ioi i  dur ing d a t a  
I ranslcr. 

Sessroi-i Seiup Oveiheod - T h e  SSI. sc\$ioi i  s e t u p  
overlic;id c m  he clividcd into: 

An iiicrciisc iii da ta  volume cltic to additional da ta  

Comput~itional overhead hi- crypto functions 
Data i tc m s  csclia rigccl tl ti ri 11 g SS L hanclsha kc i iicrcasc 
t h e  la tency of  H1'TP transactions. When tlic \e rve t -  
uses  ii  sclf-signcdi ccrtiI'icatc the amount of clirt:r sen t  
hv tlic scrvcr to tlic cl ient clurinv liandsliahc i s  a l iout  

i t e m .  such ;IS sctvct- certificates 
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730 Iiytcs. When tlic sei-vet scncls ;I cliaiii 0 1  cci-tificiitcs to the  
cl icni.  cacli cci-tilic;itc iidcls aliout 7.50 hytcs to tlic c l a t a  sent 
Iiy the set-vel-. T h e  amount o l  data setit liy tlic c l i e n t  is abotit 
250 hytcs. l'hc i-clativc ovcrhcad cltic to iiicrciisc i i i  data vol- 
time dcpcncls on thc nctwoi-k conncctivi ty. For c l i e n t s  con- 
ncctctl via clialup lines, the increase iii latency clue to increase 
i n  clata voluiiic may hc significant. 1-or clients conncctccl via 
I A N s .  tlic ovcrl icad cltrc to i i icrciixc in d a t a  voltiiiic p a l e s  in 
coni pi i  riso ti \vi t h t Ii c coni pi I ;it iona I o w  rli cad i iicu r i u l  Iiy t lie 
crypto ltiiictioiis. 

Figurc h shows t h e  ovcrhcacls involved i n  set t ing tip ;iii 
SSL sess ion .  There  at-c t h ree  ac ts  o l  meast i rcmcnts Iiirscd 
on  t l i c  size o f  thc  scrvcr's pulilic key ( i .e..  5 12.. 7 6 8 - .  o r  
1024-biI). As sccii i n  Fig. 6, the m o s t  cspciisivc componcnt 
in scss ion  s e t t i p  i s  t he  pr ivate key operat ion at  thc scrvcr 
side. Vc r i fica t ioii o f  I tic se I-vc I- cc r t  i fica t c (5 ) .  ii nd gc iic t-a- 
t i o i i  ai id  e n c r y p t i o n  o l  t h e  m i i s t c r  s e c r e t  ;ire t h e  m a j o r  
operat ions p c r l o r m c d  o i i  t h e  c l ien t  s i d e .  Ironically. t h e  
most cspcii~ivc o f  the crypio opcratiol is i x  1x1-formed at the  
scrvcr. wl i ic l i  significantly rccliiccs tlic nt im l ic r  of coiiiicc- 
t ions i t  ciin support .  I n  1161 we ptoposc modi f i ca t ions  t o  
SS I ~ Ii 21 n cls Ii ;I kc pro LOCO I t 11;) t s ig i i  i l i c a  ti t I y I-cd IICC t l ic  se rvc r 
sick ovcrhcad. Note that  both scrvct- and cl ient s i c k  opcr:i- 
t i o n s  ai-c more  cspciisivc whc i i  t l i c  sc rvc r  uses longer pri- 
vate keys. For U.S. domestic use 1024-hit scrvci- keys a rc  
rccoI11 I l l C  llclccl ;I n c l  11scel. 

l icusing existing session slate ciiii greatly rcducc the  cost o f  
coi i i icct io i i  \etup. Sincc thcrc  arc no pu I i l i c  key opcr;itions 
iiivolvcd when i l ic  scssioii state i s  Iicing reused. the  time taken 
to set t ip ;I sccurc cliaiincl i s  iiliout .3-4 iiis. which i s  oiic or-der 
01' iiiagnitucle less than the SSI- haiiclsh;ikc ovcrhcad. 

51 2-bit keys 768-bit keys 1024-bit keys 1 

I Client side operations Server side operations 

Step 1 : Server certificate 
verification and extraction 

Step 3: Decryption of master 
secret with server private 

of server public key key 

0 Step 2: Master secret 0 Step 4: Key generation 
encryption with server I public key 

~ Step 5: Key generation 

Dolo Ticiidei Oveiheod - Figure 7 shows the  pcrl'oi-mancc 01' 

c r y t o  Iunctions tiscd in tlic data  path to cncrypt/dccrypt i i ics- 
sages ;ind gcncr;itc/vcrily message digests. Most Wcli hrowxcrs 
;it-c hy dcf 'ault  coiif igurccl to use l iC4  l o r  data encrypt ion.  
When ;I Iiighcr IcvcI 01' security is rcqiiii-cd, DES i s  prcfcrrcd. 
For tlic highest lcvcl of' security, 3DES I 17) is the  rccommcnd- 
ed c i i c r y i t i o i i  ;i lgorithm. 1:igurc 7;i sI1ows thc pciformancc o f  
lic'4. DES. a i i c l  .?DES lor dil'fcrciit cl; i ta I i lock sizes. When 
IiC4 i s  t i \ci l  ;is [lie c i i c t - y~~ t ion /dcc ry~~ t ion  ;ilgorithm. the scrvcr 
c;in cnc rq t / c l cc i - yp t  ;it t h e  rate of  I20 Mli/s. The encryption 
rate l o r  DES i s  I x twccn 20110 MIi/s and i s  based on the block 
size. With 3DES t h e  cncryption/dccry~)tioii rate goes down to 
a h o u t  10-15 Mh/s. No te  that iii the rcsults reported i n  Figs. 4 
;incl 5 we used RC4 lor d;ita encryption. Figurc 7b shows the 
pc i-foimaiicc of t lie mcss;igc d igcst gcncra t ion and vcri fica tion 
algorithms. By clcfairlt all Wcl, lirowsc'rs use MD.5 iis the mcs- 
sage cligcst algorithni. 13rowsci-s c i in  a l s o  be configurcd to usc 
SIHA iiiid SI-IA I .  \vliicIi iii-c considered niorc sccui-e. As the fig- 
ure s h o w s .  MI13 can gciicratc/vcrify message digests at  a rate 
of' 20 M l i / s  lor S-hytc messages ancl  a t  more than IS0 Mb/s for 
messages of' 1024 I iy tcs a n c l  more.  SI-lA and  SHA I x l i icvc 
cotiip;lralilc pcrl 'ormiincc o l  ;iliotrt 20 MIi/s for  s m a l l  (8-liytc) 

igcs a n c l  u p  to 120 Mh/s lor larger messages (1024 liytcs 
a n c l  more). We sI io t i Ic I  note lici-c tha t  typical Wch transl'crs arc 
a l i o i i t  4 k l i y t cs  01- mol-e. In o t l i c i -  words.  t l i c  ovc rhcad  o f  
cnci-yptiiig a n c l  mcss;igc digest gcricr:ition of ii 4-khytc mcssngc 
oii the  xct-vci- arc 0.25 nix a n c l  0.20 ins. rcspcctivcly. comparcd 
Io i l i  iiis for  %SI. haiidshakc. -1'hc results ill I'igs. 721 and 7b 
s h o \ v  i1i;it i t  i s  n e i t h e r  t h e  encryption nor the computat ion of 
iiic\sagc digests is  the  i-c;iI I iott lcncck lor  SSL. 

Scciing ai7 €-Commerce Site 

~lcmolls i ra lc  tha1  l l i c  S S L  pl -o locol  ovcrhc~rcl 11;1s ;I proloLInd 
l ' h c  1iciicIini;ii-k 1-csul ts prcscntccl iii the  l a s t  section c lear ly  
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impact on tlic pcr1orm:incc o f  c-coiiiiiicrcc scrvcrs. A signifi- 
cant part of tlic ovcrlicad is conti-ihutcd hy t h e  SSL hand- 
shake protocol. An cffcctivc way t o  eliminate much of that 
ovcrlicad is to aggressively rctisc SSL session state whcncvcr 
possible. In this section wc focus on tcchniqucs t o  impi-ovc 
SSL session ~ C L I S C  i n  large e-conitiicrcc install;itions which use 
clusters o f  set-vets t o  liandlc niillions of ti-:insactioiis cvcry day. 
In 21 typical e-coiiimcrcc installation the scrvcr cluster is f r o n t -  
cndcd by a dispatcher (Fig. 8) 1-cspoiisihlc f o r  disti-ihuting 
conticctiotis across the nodes i i i  the clustcr [SI. The dispatciicr 
is often unaware of SSL session lcvcl inhrmation. As ;I result, 
ii connection t1i:it can potentially reuse the SSL session state 
on ;I scrvcr nodc is often routed to ;I different node. leading 
to poor SSL scssion reuse efficiency. 

To undcrstand the problem hettcr. we need t o  know how 
dispatching i n  ii server cluster MY)I-!~s. I n  ;I cluster ciiviwii- 
mcnt, all c luster  nodes share ;I comnion virtual I P  address. 
and arc known to t he  external world through this addrcss. 
Addit ional ly .  each  node i n  t h e  c l t ~ s t c r  a l so  h a s  its own 
unique address  which is used to trotitc traffic to  specific 
nodes inside the cluster.  Client rcyiicsts arc  addressed to 
the cluster virtual address and arc  intercepted by the dis- 
patcher. When the first packet of ii new connection’ arrivcs 
at  thc dispatcher, i t  decides t o  which server node the coii- 
ncction should bc routed based oti sei-ver loads a n d  other 
policy rules. The packet is then forwarded to the appropi-i- 
a te  scrvcr  node  using its uiiiquc a d ~ l r c s s .  The suhscqiicnt 
packets belonging to the same connection arc rotitcd t o  t he  
sa me sc rvc r nod c . Si ncc t 11 c d i spat  c Ii i ng m c cli 21 i i  ism docs 
not take into account a n y  SSL session Icvcl information, 
SSL connections that can potcntially rctisc tlie suiic session 
state may be routcd to diffci-cnt sei-vcr nodes. This dcfcats 
the rcuse of session state,  which is c lear ly  dct r imcntd  to 
sc rvc r perform a n  cc . 

lmproving Session Reuse 
To iniprovc SSL session rctisc efficiency. sonic dispatchers ;II-C 

configurcd to roirtc all coiinections originating from tlie same 
client to tlic saiiic scrvcr node. This cu i  easily hc d i i c v c d  hy 
looking a t  the soui-cc IP addrcsscs of‘ tlic incoming requests. 
U 11 for  t LI i i  at  c 1 y , this simp I c a pp roac Ii cloc s ti o t WO r k vc ry w c  I I 
in prxticc. Many clicnts reside hcliincl corporate firewalls and 
I n t c r tic t scrv ice prov i d c I- ( I S 1’) p rosics . CO 11 lice t i o 11 s o r  ig i 11 ii t- 
ing f r o m  a cliciit hcliiiicl i i  hi-cwall (01- p r o s y )  bcars  the 
address of thc fircw:ill ( o r  prosy) ;IS t he  source address. As ii 

result, ;I dispatcher configurctl t o  I-otrtc i i l l  connections origi- 
nating f r o m  tlic siimc client t o  ii single scr\’cr node. routes 
coiiiicct io iis o I-ig i ii;i t i  ng 1.1-o iii ;I I I cI ic 11 I C  I>c 11 i  nd :I f i  rcwa I 1  (0  r 

p r ~ s y )  to  the s a m e  sci-vci- node,  lending to  massivc load 
i m h a I a n cc. S i 11 cc a 1 ii I-gc pc r cc 11 t age of I n t c r n c t c 1 i c 11 t s are 
behind fircwalls and proxies, this poses a serious problem with 
no obvioLis solutions. 

An alternative appi-oacli t o  inipi-ovc SSL session rcusc cffi- 
ciency i n  ii cluster cnvii-onmcnt is to share tlic session cache 
a m o n g  all clustcr noclcs. While shiii-ing o f  session cache is fca- 
siblc. thcrc ~ I - C  m a n y  tcchnical ohstaclcs t h a t  makes it diffi- 
cult. First, for  security rciisoiis, i t  is not advisable t o  niakc the 
session ciiclic accessible over  the network. Even if one disre- 
gards  the security advisoi-y, a t  a minimum one has to make 
stire that Iiotli the session caches and their clicnts authenticate 
c a c 11 o t Ii c r ii p p rop  r i ii t c I y . Crc ii t i ng s ti cli a 11 i n  fras t r 11 c t it re 
rcquii-cs 21 complex configuration and is an  administrative 
i i  i  g Ii t 111 ti re . S cco n d, t 11 is ;I p p roa  c 11 re q ti i r c s modi f i ca t ions to 
tlic SSL lilirarics and standardizatioii o f  session cache intcr- 

session state information with cacli other. 
An elegant and  ii hcttcr alternative is to use an SSL scs- 

sioii-awat-c d is patclic I .  Such a dispt tchc 1- can learn the SS L 
se ss i o n - t o -e 1 tis t c ir- i i  od c m ;I p p i ngs h y s i i  oo p i ng o 11 S S L me s - 
sages and dispatch the session I-CLISC requests to tlie appropri- 
a te  scrvcr nodes using this mapping. I n  t h c  following, we 
hricfly dcscrihc the working principles of ;in SSL session- 
w a r e  dispatcher that wc arc dcvcloping I IS]. 

I7ecall that B client initiates ;in SSL session by sending a 
client I-lello message t o  the server. The client Hello message 
incltides ;I session ID field which is set to zero when a new ses- 
h i o n  is to bc initiated. The scrvcr chooses the session ID and 
commiinicatcs that t u  the client in the server Hello message. 
When tlic clicnt wants t o  rcusc a specific session state for 
another connection, i t  sets tlic session ID field in the client 

f. <ILLS . ~ .  so t h a t  diffcrcnt iniplcmcntations o f  SSL c;m share the 
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4 Figure 9. The impact of session-aware dispatching on sewerperformance. 

Hello message to the session ID of that session. An SSL ses- 
sion-aware dispatcher works like an application layer router. It 
intercepts the Hello messages from the client as well as the 
server. By snooping into the server Hello messages, the dis- 
patcher learns the session IDS chosen by the server nodes and 
creates a sever-node-to-session-ID mapping. It uses the session 
ID contained in the client Hello message to route the connec- 
tion to the appropriate server node. If the session ID field in 
the client Hello message is set to zero, a new session has to be 
established. Server affinity does not dictate the connection 
routing decision in this case. Instead, load balancing among 
the cluster nodes is used as the guiding criterion. If the session 
ID is nonzero, the dispatcher uses the mapping between the 
session IDS and the server nodes to route the connection to 
the node that contains the session state for this session. 

Session-ID-to-server-node mappings are timed out after a 
configurable timeout period. If the timeout value is chosen to 
be the same as the server's session cache timeout, it is possi- 
ble to achieve near perfect reuse efficiency. If the timeout 
value used by the dispatcher is larger than that used by the 
server nodes, a reuse request may be misrouted to a server 
node which no longer has the session state in its cache. On 
the other hand, if the dispatcher uses a smaller timeout value 
than the server, it may not have the session-ID-to-server-node 
mapping when a reuse request arrives at the system. In either 
case, a new session has to be established between the client 
and the server node. The dispatcher learns the session ID for 
this new session by snooping on the server Hello message. All 
subsequent reuse requests are routed correctly. 

Experimental Results 
Figure 9 shows the impact of session-aware dispatching on 
Apache 1.2.4 with SSLeay 0.8. For this set of experiments, we 
used three identical servers similar to the one used for earlier 
experiments. The load was generated using a PC cluster run- 
ning SPECWeb96 suitably modified to generate HTTPS traf- 
fic. Figure 9a shows the performance of the server cluster 
when the load balancer is unaware of SSL session level infor- 
mation and dispatches connections based on layer 4 informa- 
tion only. Figure 9b shows the  performance of the  server 
cluster when the connections are routed to maximize session 
reuse. In both cases, we varied the degree of session reuse 
from 0 to 100 percent. 

Note that gcache in an earlier section is a local cache as far as the chis- 
ter node is concerned. 

As Fig. 9a shows, when SSL sessions are blindly dispatched 
to nodes in the cluster, the aggregate throughput of the clus- 
ter saturates at around 30-35 connectionsls depending on the 
degree of session reuse. As expected, the degree of session 
reuse has little impact on performance. There is, however, an 
interesting anomaly that can be observed at low utilizations 
where the latency increases with the degree of session reuse. 
This is due to the fact that Apache maintains a global cache 
to store all SSL session state in addition to the per-process 
cache maintained by the server processes. While processing a 
reuse request, the server process first checks its local cache3 
for a hit. If it fails to find a match in its local cache it search- 
es the global cache for a hit. As the degree of session reuse 
increases, so does this futile search through the global cache. 
This results in increased latency for connections that request 
reuse of session state. When the utilization level is sufficient- 
ly high, a significant amount of time is spent waiting for the 
CPU, so this effect is masked a t  higher loads. Figure 9b 
demonstrates how SSL session-aware dispatching can sub- 
stantially improve the performance of the server cluster. In 
this case ,  as  the  deg ree  of reuse  increases ,  so does  t h e  
throughput of the server cluster. With 80 percent session 
reuse the three server cluster can sustain a throughput of 
abou t  100 connect ions/s ,  a lmost  t r ip le  the  th roughpu t  
achieved in the  previous experiment at  the  same level of 
reuse. With 100 percent reuse we observe a sixfold improve- 
ment in performance. 

Summary 
SSL is the de facto standard for security in e-commerce appli- 
cations. Although the security implications of SSL have been 
under the microscope ever since its inception, similar analysis 
of its performance has not been performed. In this article we 
present experimental evidence demonstrating that SSL inflicts 
significant performance overhead on e-commerce applica- 
tions. In light of this observation, we outlined a strategy to 
alleviate these overheads in large e-commerce installations. 
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