Amadeus Project

Micro-kernel Support for Migration

Martin O’Connor, Brendan Tangney, Vinny Cahill and Neville Harris, Distributed Systems Group, Dept. of Computer Science, Trinity College, Dublin, Ireland

Distributed Systems Group Department of Computer Science University of Dublin Trinity College, Dublin 2, Ireland.

Fax: +353-1-6772204

Document Status Public Distribution DSG Internal Document # TCD-CS-94-43 Publication To appear in Distributed Systems Engineering Journal

cfl 1994 University of Dublin

Permission to copy without fee all or part of this material is granted provided that the copyright notice, and the title and authors of the document appear. To otherwise copy or republish requires explicit permission in writing from the University of Dublin.

Micro-kernel Support for Migration

Martin O’Connor^�, Brendan Tangney, Vinny Cahill and Neville Harris^y, Distributed Systems Group, Dept. of Computer Science, Trinity College, Dublin, Ireland

Abstract

This paper aims to show that micro-kernels are a more suitable environment for the implementation of process migration than conventional monolithic kernels. This premise is illustrated with an implementation of migration on top of the Chorus micro-kernel. The implementation emphasises the modularisation of the various components of a migration implementation, as well as drawing a strong distinction between policy issues and migration mechanisms. This modularisation serves to illustrate the functionality required of a micro-kernel to support migration. We draw two additional conclusions from this implementation. Firstly, we conclude that migration should not be provided by the micro-kernel itself, but should instead be implemented at a level just above it. And, secondly, we identify a very small number of areas where changes may be required to existing micro-kernel interfaces to facilitate the implementation of migration at this level.

1 Introduction

A number of distributed operating systems have demonstrated the viability of process migration. The most significant implementations include the V-System [21], Charlotte [3], Sprite [8], Demos/Mp [18], Locus [22], Accent [24] and, more recently, Mach [16]; over twenty other systems have been described in the literature [10]. However, many of these systems have made considerable simplifying assumptions about their environment in order to implement migration and few could be said to provide truly transparent migration. For example, many systems do not support migration of processes that have knowledge about

�Author’s current address: IBM T.J. Watson Research Center, Yorktown Heights, NY y Email: Brendan.Tangney@dsg.cs.tcd.ie

their environment, such as the name of the host on which they are running. Other restrictions include the lack of support for processes that use interprocess communication facilities and the inability of migrant processes to spawn subprocesses. Restrictions may also be placed on processes using special files, non-standard buffers, signal catching, and file locking.

While many of these systems were used extensively for research purposes, only one system known to the authors has evolved into a commercial implementation [22]. This dearth of commercial migration systems and the restricted utility of many existing systems can at least in part be attributed to the considerable implementation difficulties that accompany migration. Many of these difficulties arise because migration is typically added to an operating system as an afterthought. It is rarely included as an integral system component from the operating system’s inception. The heavy interactions typical between any migration system and the underlying operating system often ensure that this later addition of migration is problematic.

Transparency and encapsulation have been identified as the key indexes to the amount of effort required to implement migration in a system. Both of these issues have a considerable influence on the success of a migration implementation. We discuss both in some detail before considering them in the context of micro-kernels.

1.1 Transparency

Transparency generally refers to the concealment of particular details from the user or application programmer. A distributed system may, for example, try to conceal the fact that it is distributed and aim to provide the same interface as a single-node system. In the context of migration, transparency generally refers to the ability to move processes without the process itself necessarily being aware of this movement. In general, the greater the degree of distribution transparency provided by an underlying system, the easier one can add migration to that system. As a consequence, successful migration facilities are encountered mostly in transparently distributed environments [18, 21]. A high price may have to be paid when providing migration in a system that does not exhibit a large degree of transparency. This price normally makes itself felt in the creation of residual dependencies.

A residual dependency is the dependence by a migrated process on its initial node or on any of the nodes it visited previously. Residual dependencies are caused by incomplete transfers of process state. Typically, such dependencies arise because some process state information would not remain meaningful across a migration and hence cannot be moved with the process. This state information is tied in some way to the source node of the migration. Residual dependencies often arise because the underlying system is not fully suitable for the implementation of a migration facility. For example, links and ports were used in Demos/Mp [18] and Accent [24] to provide a level of indirection when sending a message to a process; the Sprite operating system [8] does not provide this level of indirection - it uses an rpc-based communication system - so a transparency-violating home node is necessary to deal with locationdependent calls.

Clearly, the greater the degree of transparency provided by the system the fewer such dependencies will arise. However, no systems offer complete freedom from residual dependencies regardless of the amount of transparency provided. Even if a process has a transparent reference to all servers that it interacts with, those servers are typically not migrated with the process, so residual dependencies still arise.

The requirement of reducing residual dependencies emphasises the need to minimize the amount of state outside a process on which it is dependent. The reduction of residual dependencies is one of the trickiest issues in process migration.

1.2 Encapsulation

Before a process can be migrated its state must be encapsulated. This encapsulation must extract all the state information from a process and assemble it in a structure that can be shipped between machines. This state information includes all internal process state variables and may include details of the process’s interactions with other system components. Collecting this state information in one place may prove difficult. The most common source of difficulty arises because this state may be distributed throughout numerous operating system data structures. Obtaining a consistent snapshot of this state adds an extra layer of difficulty.

Clearly, a high degree of process encapsulation is required if migration is to be provided efficiently. For example, encapsulation is difficult in classical implementations of Unix^1 [1, 5, 13, 14] because these systems hold process state throughout various kernel tables. In addition, keeping this state consistent while it is being gathered is nontrivial.

1.3 Micro-kernels

Modern micro-kernels often offer very high degrees of both encapsulation and transparency [9, 20]. Many kernels, for example, enforce a level of indirection between physical and logical ipc addresses, the most typical mechanism being ports. Thus, if a process sends its messages to location-independent logical addresses, rather than to physical addresses, the operating system may transparently rebind these references when a process migrates, thus freeing the process from ties to a particular location. In addition, many implementations aim to ensure that any interactions between a process and its environment are performed via message-exchange. Ideally, they guarantee that all interaction outside a process’s address space should be performed using networktransparent inter-process communication primitives.

With these increased degrees of transparency and encapsulation, migration should be significantly less difficult to implement on micro-kernels. This paper aims to prove that this is the case. This premise is illustrated with an implementation of migration on top of the Chorus^2 microkernel. We draw two additional conclusions from this implementation. Firstly, we conclude that migration should not be provided by the microkernel itself, but should instead be implemented

1Unix is a trademark of Unix Systems Laboratories,

Inc.

2Chorus and Chorus/MiX are trademarks of Chorus

Systemès.

at a level just above it. And, secondly, we identify a very small number of areas where changes may be required to existing micro-kernel interfaces to facilitate the implementation of migration at this level.

It should be noted that a monolithic kernel exhibiting high levels of transparency and encapsulation is also an eminently suitable candidate for migration. However, if we accept that the defining characteristic of a micro-kernel is that is provides a small set of abstractions from which all services are composed then, by definition, encapsulation is improved. A similar argument can be applied to transparency since there is only a small well-defined set of communication primitives which are designed to be extensible across a network. In addition the design of the virtual memory management subsystems typically provided by micro-kernels greatly enhances their suitability for migration. Many systems, for example, provide network-transparent page access, greatly simplifying the transfer of process address spaces in migration. Hence, it can be argued that microkernels by their nature are more suited to process migration.

1.4 Roadmap

The layout of this paper is as follows. The following section describes the design of a process migration system for a micro-kernel that aims to exploit the degrees of transparency and encapsulation provided by such systems. Section 3 describes an implementation of this design on the Chorus micro-kernel. A discussion of the lessons learnt from this implementation is given in section 4. We close with a summary of our conclusions.

2 Architecture of a Migration System

The issues presented by process migration have been addressed by a diversity of approaches, the approach adopted being strongly influenced by the underlying operating system. As a consequence of this diversity, simple abstractions on which a general migration design may be based do not easily present themselves. The aim of this section is to attempt to identify these primary abstractions and to describe a process migration architecture that provides for their clean separation

Operation Description

GetConfiguration Get kernel configuration
GetStatistics Get load information
Encapsulate Encapsulate a process
Reestablish Ressurrect a process

Table 1: Kernel Module Interface

in an implementation on a micro-kernel. The design attempts to avoid specifying particular implementation details. Instead, it defines a structure within which the implementation may be carried out. A similar attempt to separate implementation details from policy issues was made by the designers of the Charlotte migration system [2].

The design focuses on three areas: process encapsulation and re-establishment, migration policies, and state shipment. These issues are separately dealt with by three modules in the design. The modules are: the kernel module, the policy module, and the transport module. Each module is self-contained and inter-module interaction is governed by well-defined interfaces. Figure 1 illustrates a typical distribution of modules in a system.

The decision to migrate a process is initiated by the policy module based on the information it has obtained from kernel modules on participating machines. If, based on this information, a policy module decides to migrate a process, it will request the transport module to ship the process state. The following subsections detail the operation of these three modules.

2.1 Kernel Module

The kernel module abstracts the low-level issues involved in the encapsulation and reestablishment of processes. It is responsible for encapsulating the state information of migrant processes and for re-establishing these processes on other nodes using this state. This module is also responsible for providing load information to policy modules to enable them to make migration decisions.

Table 1 details a sample interface to a kernel module. This interface could be provided by the addition of extra system calls. The Get- Configuration call is provided to enable policy modules to determine the configuration of the ker-

Processor Processor Processor

Kernel Module Transport Module Policy Module � � � � i

� � � � � � � � � � � � i i i i i i i i i i i i

Figure 1: Typical Organisation of Modules

nel on their node. This information will typically be used by remote policy modules to determine if a node has suitable hardware requirements for candidate migrant processes. Policy modules may obtain load information for all processes registered with them on a node via the GetStatistics call^3. When a decision has been made to migrate a process a policy module will inform the transport module, which will in turn instruct the kernel to encapsulate the process. It will then extract the process state from the kernel module and pass the state to the destination kernel module on the appropriate node for re-establishment. The Encapsulate and Reestablish calls are used in this interaction.

Ideally, all the above functionality would already be provided by the underlying kernel. However, given the fact that such functionality is not typically offered by micro-kernels, the kernel module is required. The kernel module will essentially provide the necessary features which are absent from the underlying kernel in order to support migration. It thus serves to highlight the modifications required ransf(will)e-establis225Ωt Pry order .edge 56outHarrtr noi4y(obtain)22Ωb(loadfstem)9341restrictgd on thi uscpuΩyFj(ti(tied(cali([24)tual)0shouzigh)o(t)eho(us)934gFj(se(the)iΩF)h(the)hyFr(Θ.)02501P(,)g(the)3y(pb(Kernel)17)g(detdule)934g761539y(TΩ41697g(made)fg(design)f(of)Ωf(his)h(pues)i(w)o(as)f(atricted6detduFx(,)g(the)ired.n(ansp)n(ort)f(moate.)q(cesses.)20Ωb(P)o(olicy)10b(mo)q(f(arise)y(obtain)22(hanism)yFr(Ωb(loadj39Ωy(it)e(iion)f(des)o(w-)04808y(on)d(othenable)g(them)gn)g((hanism)s)k(rshmen)o(t,ion)934Ω2483y(pOe-)0crequi61539y((the)h(Ωecision)fhpues)iis)e(i1lit)o(yedecides)j(to)fΩ(migrate)e(ation)g(t(Sys739y(a)e(p)q(olicy(inform40y(is)cpro)q(c)gΩ(mi1713yquest)k(the)eΩΩ2b(k)o(ernel)o(er)q(cess)he)g(stating)11b(the)jes)21Ωb(dΩthe)j(trlate)Ωh(theh(pro)q1040yquest)k(the)eΩ(transp)q(ort(infoq(cesemplemedi)18b(thhe)e(k)ering)e(theing)11b(fon)f(on)i(tessurrect)i(a41797y(tionsion)fhpn)g(instructsf(wo)q(cee)j(to(y)gΩ(three)(In)16b(addost)g(cn)n(y)h(e)g(to)f(theg1689y(pating)14897,)iFq(cesses.)d4y(p)q(olicyhes)e(whoo(ypicen)i(desfduF2yFam(dep)n(entabliAle)01tearo)q(ce67a(ep)q(ed)f(in)o(ts13Ωb(Organ(to)9342434y(p)q(olicy(re(ts.)3hly)h(incl(ing(the)i(conce6,)iFe)g(4y(hnd)13b(vide)(to)93424d)h(p3e.)q(cesses.)25Ωb(P)o(olicy)10i(mo)q(duΩ3b(vidf(pro)7a(Ψearo0Ω1464łg(some)gΩ(ma)o(y)d(b)q(e)(distributedh(to)f)o(unicatin(y)f(pro))f(co(inform)cprg)f(k)o1b(th(.e)c(suA040yqearofb(mo)q(f()i(migratiotati)orenot)h(y)f(the0h(en)e(thgratiof(oadfstenpro)o(vy(on)d(o483y(p(w)oy(Idh(wigh)o(tpro)o(vtion)1(approprib(mo)q(h(mo)q)g(systems)0227iΩorenot)h((the)g((th)oΩ(iion)f(ces)o(w-)04808qearng)148Ωo(el)f(duleearn)d4(mo)q(f(o(y))g(doue)h(notew)k(sta34908e)01109the)an(to)934iree)h(mo)18reland.))g(nostems,)h(fs)j(tih8qearn10b(mo)q(f)g(order)h(to)gfn(to)934ire)Ωh(theel)f(e(thekes)e(who)q(de)h(fte)g(nΩn)e(for)j(all)j64y(tcy(hibiti)tual)0)k(migr6ratiotendsc)o(h4233h(wiearn1e)h(c)o(hanges)f(mhic)o(h)g(are)g(nog(ship)ho)qΩ(Ωyr)j(all)p3e.)4y(td.)27b(Thehed)k(set)f(set1559y(42Ω2165y(The)dsc)Ωmo)q(dule)fiearn1ired.nrictions)17b(ma)y(readic)o(h)g(are)g(fify)0210Ωep)q(the)f(they)nformatian)o(t)Ω9342285)h(infr)q(cesses)e(for)j(all)jΩc)o(hitewd)i(e)jΩ(reqe(requly(or)fΩ(appli40y(isrolturn)g(nel)m)9341h(accompan)o(y)fΩ(mis,)2esses.m)k(the)4-)934212004f(the)ian)o(t)tion-(a)o(v)ob(monel)earn10b(mo)q(anges)f(mhic)o(h)g(are)g(Ωt)pa(to)g(a)g(k)o(ecifying0160(user)s)gΩ(in)able)0(not))01817Ωb(red0(user)s)gΩh(are)gp)q(orts.e)17bace)h(ak)9341739y(a)e(p)q(olile)g(tΩ)01285a4g761539y(Tenable)cision)hq(dulesbFi(G)24b(in)o(tebf(these)9y(mo)o(w-)048elt)i(of)gas)h(follo(e-)0Ω96t)i(of)g4f(theon)10restric:)f(high016y(obtain)22Ωb(load)fy)11b(b)q(ei(dealt)h(wit)o(ernels,-(`)-17(secr-)903Ω2859y(356Ω535%Page:34Ω33v761Ωb(P)o(olicy;btain)22Ωb(load)f(mori7b(in)kΩ(cess)i(342335fΩ(k)o(ernd(inclicy)1)28Ωb(0Ω263sign)9ear;h)o(t)eh)q(duΩ3t)o(w)oΩ(eenr)e(exadh(dep)q(eeaccept)ges)g(42585y(nel2Ωg(dete)934Ω2men)oq(es)h(a)h(is)f(c(It)o(w-)048el(to)934ire)(e)jΩ(resses,)i(teion)e3(greatq(orl)4-evisiteof)f(mirees)29ghnd)13b(vidg(transpat)d(tical(h)f(are4e)j(ty(on)d(o48(i)g(le)pFx(Ωb(Fi(to)9342434y(p)q(olien)oΩ(tatiΩ1314y(if)edule)fas)i(w4gΩ(migreorenot)h((the)g((th)o7iΩoomine)0Ω1b(a)h(stgan(to)93424d)h()h(prA934Ω224n)f(of)Ωf(aΩ5then)io(hitewd)i(othenable061y(cancisiona02734)pFx)f(oo(of)i(prethe)h(p)q()i(an6f(mo)q(de)o(e)i(a(order)h(to),)f(suc)jses,)2d(eminen)o(tly(to)9342434iremenhe)j(tit84y(stract)19ation)13Ω)13gstatrs)ci(En4y(tjq(e)Ωh(ar2585y(ne)h(prD)d(tica(in)gshmen85y(est7Ωbn)e(for)j(all)j6t)01grationnicatithis)c(stj(migratkq(cess)iΩ(can)f(b)Ωom)eh(mo)(frodule.)n)f(whi)f(strongl(the)jesattempt)iin(to)934iree)4y(hPed)g(t(mo)qΩ42285)7guaran)oeo(y)h(systf(pro)qt(n)o()gΩ(whce)0n)g(made)dheh(prot)o(y)m(.l)h(mo)d(F)m(or)1)j(tih8(to)934ire)(eb(mo)q(f)g17b(similar)y)fΩlaion)e(ishme)f(tcpuΩel)g(unding)f(extens(vy(on)d(o,uΩ33423n10b(mo)q(A)17b(similar)rs)i(of))h(nemo)(T)m(oparen)o(t)24bΩ(cessor)Ωb(Fid)k(set)f(of)f(co25Ωb([4].T)m(raOfsibletruccst)s013le.)b(migration)0862yjhasisations)fe)fΩlaion)(vided)flatiΩ)o(ould)j2165y(The)dsa)g(smftermine5i(ts.)3hl(to)934iree)ng)e(p)ces.)31(to)9te)d(will))e(and)jΩ(irem01086y(siid(of)i(o(fon)fhed0(user)s)gΩ-(a)o(v)ob(monan(to)934ire4b(state)b(mo)q(oy(Idme)gΩ(maided)g(s,)2ed(caemaihe)i(nece)ll)g(or)g(pafes)d(in)hl2Ω11s)k(rns.)9762c.)9)m(able)22b(1)h(details)45Ωb(This)24if(a)g(messases,93424f)g(Mo)q(r2585y(ne)2(follo)o(ls.)25Rro)qt(n)fΩstics)0gtion)d(design)i(ma36y(sues)kb(in)gg(that)26Fr(pro)qt(n)Fx(.)18o(w)oΩ(een)i(a)esces)0125na02.(4y(hI)i(on)f(the)men)o)g(tha1lit)ole)0611(simplifyw)o041y(aonfiguratΩb(in)o(ternal)22b(adope(pro)qt(nalls)hoΩ(ts)this)c(state)h(jms)h(d(b)q(e)(illust(des)g(cs)0.)Ωb(Fillo)o6ls.)25Depro)qt(n)esseStatistics)0gtion)d(design)i(j64y(b)qctions)pro)qt(n)o()o(hitecturth)h(the)h9)o(te)g(of))e(k)o.)422004y(pro)o(.)25AddTearMembeo(Encapsj.)25RrmoveTearMembeGetStatistics whuse moree Pmocess olicy

1.1Kernelandthet28bFm(kernfΩsti19122385y(also)c(are)g(fi684y(ahip(ernel(imply(The)d(requifcapsulate)h(a-)0911y2erthougate.)2edi)18s)h(a)h)ned)k(set)f(-his)h(3(difi-)eh(pro1797y(tionsion)fhpy(on)d(oth)g(refenen)o(ts)d(of)feΩ)eΩ(migak(erne93e(k)er0b(0Ωb(i.q(dule)g(state.)oo(ypical)13Ωe(ernelTΩ416hs)e(to)0writing)19(3(div)o(ec)o(e)i(acceph26b(These36y(sues)37Ωb(in)o(v)oh(for)934Ω2235yg(t)o(ypi203e(k)e)h(a-)0911res)gΩ(wΩ1b(a)h(stgancess)i(statitric)oΩ(kiesty(sues)37b(in)e)i(mw)o((3(di)k(set)f(of)f.)33Ωb(C(in)o(terna01080911y40Ωbe)934Ω2men)oq(es)h(j(migratrnd(3(dep)qa0isms.)Ω4y(tered))i)14b(dra)oΩe)f(p)q(oliattempt)976658y)m(ransf(wilfΩ(k)o(ernd(8re)iicy)1h(pro009y()i(statitof)d(b)q(oth)i(eshmen)o(t)18Ωb(he)f(pro,ernel3ost)f(ol7y(guaruest)k(the)eΩ(transp)q(54y0y(isroltholv)o(ed(and)e(stat)s)j(reg228less)ees)g(using9)m(u934218success)i(of).(jms)g(stdtheir)i(cleag)j(reg233ost)d)k(set)f(of)f(co20.)26b(Thekocess)dt2y(migrated)eyFs(1.2)56b(En38o(hing,)reduc(de)gΩ(for)g(re-e)y(capsu5Ωb(Thndations)f(re)h(is)ftered))i)14b(drΩa)o(matig(impl(migration)0el)o(er34y(instead)c(b)q(e)g(eiattempt)976Ω(endenΩ(appliIn1y(proo(teractions)scen08y,ingful)9341739y(a)e(pΩ)q(olile)g(mo)n)o)g(te)ian)oci)h(b)q(eedecides)j(to)b(in)o(ternajmsbf(thee)(In)1s)16b(state)g(tf(b)q(e)i((mori7b(is1tablion)f(cestate)e(from)e(tg(transp)q(orty(Te3sign)314y(if)edlin,pro)o(vi34233e)o(y)e(remote)h(p)q(olicic)o(h)3sign)9ear)e(pro)13ΩyF51086y(sio(y)e(hΩ(primary)il)g(dtransp)q(ort(normallyhnfact)Ωg(thaa4g761539y(the)j(n)g(mo)ndule)f(ation)10tmselvquest)k(the)eΩΩ2b(k)o(er)16em.)97quest)k(the)eg2b(k)o(ernel)h(mob(dΩth(de)f(oIn)1s)(cess)he)g(stheing)11b(fon)f(on)i(tessurrect)i((t)h(rΩ)g(sthe)oqtion)g(aen)o(tn(and)f(eh(on)f(th3y(p((ec).)33b(041rst7iΩorey(wilgFx(absy)h(to)h(ace)h(to)g(a)h(de))e(tea)e(p)q(olicy18b(ae77V157wFx1713y(tract)j(the)0y(cireh(wilactionsmatio)934Ω1838y(cesro-k)o(er0yquest)k(the)eΩ(transp)q(o)c(informa(oIn(ersq(dub(this)i(stanisms.)Ωes,)18b(the)g(state)b(Ideoll)10b(onexhiedh(t689y(pati)(encap7V1jΩ(grrey(wil0y(b)q()18b(The)12b(k)o(erneΩ)g(sr4if(a)g(uc(de)gΩ(for)f(made)f(b4f(examplee)Ωh(theh()e(p)ces3yquest)k(the)eΩ(transp)q(ortiy(andmigrathmplete)e)h(pro)q()o(v)o(gration.h(inforf)g(sthe)oble)22fon)f(on)i(ccess)i(of)cc)o(e)ikΩo(y)fhce)024b(Obtaiel)18ł)354b(re57wFx1o(cies,)18b(and)e(state)Ω(encap2lusion3.)0Ω21Mss)i(of)c4b(Iddule)f(baseemarks)1035Ω77(encyFs(1.3)56b()q(e)j70etdule)9i)1)28Ωbso(ts13Ωb(ng)e(section)i(de)idhic)o(h)h(the)g(impeer,)c(mane)f(b)2)iΩ(ab(all)e(the)j(ion)d(from)g(a)i(pro)qΩ(ces6men)oq(es)kddule)f(bag)f(the)0Ω1866)q()970etdule(on)e(on)i(a)f(mi934891thete)d(wiloed.)26bs(fte))h(desiy)g(idule)f(bagnstructsf(wo)q(c02s)g(42585y(761Ωb(0y(system)9b(ch(la)o(y)o(oug761041y((14])934Ω85hses,)2d(Ωh(amoun06910tmsel)1l(migrnctionsΩtric)oΩ(ki2345y(tion)d(price)h(ma)o(y)d(hgma)y(readic0y(cro-k)1s,)i(iy(tere)i(acceph2e(from)e(tg(i(this)03k)g(s1y(dme)d(wiloeion)7Ωb(isg(state)es)g(are6Ω(greagn2535y((bagnstructsf(wgΩ(transp)q(ortcture)k(thatisg(statdditiohe)i(ry)gΩ(hi1rmatnecesschic)o(h)f(agocess)dt2303y(from)g(thgnstructsf(wg)o(e)i(a)gΩ((on)i(26Ω(gride)18b(tdx1o(cie(order)h(tccess)i(of).(jr)h(no)qexm-)9Both)c)h(mob(dtha1(ratheΩ1866(It)e(th)o(us)g(serv)o(es)h(to)f(suc)jΩe)i(necessf)n(de)fFx(isiefenenb(dtha6)f(micro-)01b)qctione(order)h(tc(accompan)o(yiaOfseccst)s01g)f(bag)f(the)(hanism)y)f(m0Ω1866y8175y()18b(The)12tem)g([8fhce)0gyFt(Author(trannels)f(oft)g(pafee(ordeΩr)h(tanism)s)i(coly)e(refg)e(from)e(tg(transp)q(ort)g(mo)nign)i(m,)d(erino(.ie)9fg)e(from)e(tg(i)19b(basis)e(i1(b)q(nsiderable)gΩ(implemΩhi1r42vFo(Unix4e)bian(i1(b)p)n(enjmigration.)38b(Ho)cermine6b(addouggde)te)e)fΩ(k)o(eo)q(c)gman)ob(mo)s)gΩ(ikeir)h(nas)h(b)q(edFx(call)i(ioft)g(pahne(order)h(tract)19b(thhe(aimst)ces3ye(from)e(the)j(k)o(erneanges)f0yon)g(pnn(de)fFx()e(fa9ule)g(stab(i)mhip)h(t(pro)q)o(h)h(the)g(imp535y)17bhIt)e(th)oΩ(igΩ(issb92y(tgrou(stractiΩf(summo)q(ceero)qcl)o(e)7guaran)oi5y(tion)d(pry(migra))h(b)q(e)g(iy(tΩgy(can)g(tly)9Ω(y)e(in)pro)q)e(of)hΩ(61Ωb(oadfsto)q(dern)22b(mig)o(eIn(eroadfst)g(that)g(q()18b(TheF)h(the)8ero)q)g(sta3ycl)o(ertiyiΩ)o(ernele)g(min617y(lo)o(hx4eideringo(y)16b(th(inforgn)g(ont2303342335(additional)g(uc(y)f(ofdg)14899b(3)T(stating)1rder)h(tccn(y)h(9341739y(a)e(p)q(ol(in)o))n(ortihΩ(parti)o(e)f(pro)q((b)q(e)g(c(re57934Ω1141fy(do)13Ωely)hFx(carh(the)f(lo)Ωther)c(system)f(comh(mo)qero)q)gg(newhic)o(h)h(the)g(impnctionalit)et)i(e)h(ma)ocation(of)h(a(14])934Ω85h(mo)q6aimst)cy)g()gΩ(whce)0spat))18ł)3122(then(aThe)d(re1y(kno)o(wnot)0e0Ω2214y)f(the1ero)qsiscommon)q(des)g(e(of)gΩ(.)Ωb(Fit)o(ur423394y((able)22b(Hence,)e(itare)uon)o(taion)g(ag(ont[17))d(sysonsib89dules.39342008p)ces28Ωbemarks)hcyFs(1.3)56b()q(eΩ2368on)f(the)0Ω186629Fo(ChoyFj(Unix)o(y)d(b)q(,)f(pral-ti(t,0n)ged)21b(or)fΩ(ero)qbf(the64y(cad)h()m(ransf(w119he)f(lo)h(b)q((dep)Ωd(desemarks)gorus)9342734y(r0yre)Ωh(th46aims[1on)d(sy39Ωbe)934Ω1Ωb(oe)h(ma)oca)h)ne61041y(goions)cy)gΩ(iisg(state)he)f(lo)ti)o(e)251ro)q((b)q(e(61Ωb(oo(erstcces(nemo)aoΩ(h(ery)cle66yΩ.)45Ωb(Thgrlying)ea)o(y)d(b)q(eo(e)25pro)q)plee)Ωh(ts.)3hlyon)o(d)k(seΩm-)01559y(re)i(encapsulgration.)g(levi(this)03)g(proero)q)ggf(ehery)cle66gtcture)k(thath(notes277Ve)jeswhic)c)o(Ωh)0711y()h(pro)em)oΩ(e(56)q(out)p342655y72v4980Ω2Ωd(Harrus)hFt(and)d(of)a)h(is)f(cy(prf)edulro)o(v16hs)eecuon)h(tture)93h)f(bagnstructsf(wo)q(ion)10t’s)9341946y(i(forels)fc934ΩΩ1141fyges)f0yg(the)(leasjon)f(on)i(teon)i(a)f(mi(the)i(k)o(Cho5r-)903Ω2859y(367Ω636%Pagmo)q162e(p)8ut)p339g(a24228Va((a24V373Ω1VΩ3316V967201a(7026a24V2ms.1340Ω216V216Ω147((a24V1487(a24V3p1833e(p)8ut)p3p182745339heon4228Va((734V373b)q(2427Vo)qt(n)a(70267459Ω41134042o)qt(n)F5(.)18o(w)oΩ(een)i(a)esceancisiona027Ω147((734V1487(7745339327453a(�45377at)fa.)25Depro)qt(n)pΩ7023274517(“0D)pro)qt(n)o(a)dt2y(migratep147(Ω32745148732745339377453a(�4V373b3q(2427AddTearMembe)qpΩ7023734V11411340Add(it)f(dnew)b)o(y)e(remote)h(p)q(ol0el)o(er)g(syqearop147(23734V148737745339427453a(˚45377Ω40(2427VmoveTearMembe)qa(7024274502134042342734y(tg(messas(Sys739yte)h(p)q(ol0omp)q(oneo)fΩ9earop147(2427451487Ω427453a1834e(p)8ut)p654499062v1077522:es28Ωbq(cesses.)23Ωb(P)o(olicy)hl)d(Mo)q(dule)067Ω(mig)h(is)fty(pro34908e)0110h(la)o(yhThe)93f(underlying)f(op)q(eΩ(us)g(se,)e(it07trivextra)93460ationuases,9y(Te3scesro-k)o(s34Ω1Ωb(hThe)93f(underlying)ecause)d(t0Ω77Ω(migrselvtead)c(b)q(e)g(ddep)q(ejanagemen)ootes2(to)d(alljy)g(featurΩd)d(k)o(82less)ey(cin)i(tet)fΩ(suc)o(h)h(fue)24b(detailon)i(a)f(micrΩrot)o(y)mab(istems,)h(f87lessemarks)korus)9342734y(r0Ωyre)s6menncapsulation)19he)f(lo)h(b)q(it)f(de277Ve)jes)i(to)d(all)Ω92nsparency)0Ω1ing)y(proSonnicatiV)serviclyi0273tations)jΩstiemen)oo097q(diΓll)g(c)f(the)0Ω1866ep)n(Chor)hs[11n)d(sy27175(the)0Ω1866y8Fo(Chocy)gΩ(igy)17ben)o)g(th02nspa)o(h)g(us)g(se,)eΩ(eFx(callf(i)19eh(small)dddationn.)k(Man)the)h(few)oas)i(Ω107erv)o2(tphtionj((via)g(messe(ationn)o(v)of(ti(t-t)i(es)k(a)induq(cesshi1(non-b(1:)Ωb(0y(isroltury)gΩ(suc)kn)o(t.)0(the)0Ω1866gΩy()18b(The)gng)g(gatis)ftb(s7(terfacr0y3sign)9hird3122(tasΩ(wΩ1(V3.4))(encaps(a)h(decision)f(hΩ(partiat)221o)q((b)q(e)g(oy(Id(with)f)f(exhibit(ery)h(small)d(nfon)fhas)g(suitableh(0Ωbthe)gur)h(127(terIt(his)hn)o)i(t)dΩ(is)j(gC++)o(t)1831)pFx)0(the)0Ω1866iΩstiemen)ooe57y(stas7Ve)jesed)f(il-)(n)o(e)je)d(q(de)i(Ω1616tisticonn(dty(go)o(v)oecturey(pro)o(vide))g))g(nobuan)thc(y)f(oo(Ωh)is)he)f(they)nge)h(i142(onthery)cle66th3y(pA)20Ωb()is)hy(capsHenc)k(mbiingr)13Ωb(ms)g(ox))f(in)o(ts13Ω(i147(onte)jng)934mpuying)eeduct)h(tos)ko7y(staing)eaaracte(levi(awilgtion(Get2aFk(tcpuΩe10ΩbFm58yop(suc)o976658eigrate277the)jes(underiphc)o(h)c(19hied)h((t)1582etduFA49ulros290y(moa9uleareb(detailt)fdain)g(an)goΩ(h1b(tp(of)fg(pn3sig)q163ost)desfdu(the)0Ω1866iΩstionn)o()cprg)aies)k(emph)q(endene(pn3sigte)f(transferΩ168lessisif(cee(t)o(ypical)iencapsulay)h(to)h(g)h(iarticular)2y(hle)pFx(abl7ig(imdulro):)Ωb((a)g(nasfduFyFontex(tc(stioss(iartess)h(h(e)13Ωb(i(en)e(thehtead,)16b(abl781matio)9ign)f(of)f)h(ph)o(yturypb(i.q(b(iWure)931(simp(pahnn)f(of)f))f(p(ernel(that)r)h(a-)06y(ath)f(thery)h(small)d(nfon)fg,)d(ahn)13Ω)13ade,)10Ωbion)d(des)eecuon)-)0e)g(of88o(hitq(orl)4-evisiteΩ(enen)oh(al(cy(p18Ωb((es)h(to-ion.)es)h(to)on)e(for)j(all)en)13erv)o(ersmo)qareb(detafb(vide)(ph)o(yturypb(i.q19Ωbe)9h(al(c1(si)pFx(-b98o(hitq(or)015e84y(stonn.n)pFxron5y(Th(iy(tΩ)Ωq(cual(cg)f(k)oΩ4233pi2030(imdulrona0108(pro)o(von)20Ωb(g,)d((sends)f(no(.ie(eedesendingfconsuell)gΩ(80(diΓll)g(94yinks)gFx(andrt)f(mo)3)g(le)pFx(s6menrder)h(tras)h(paps(iartess)h(iΩ(e)13Ωb(cwith)c(ernd(30(imlro,(cin)trib(sio(y)erle)gb(mo)q(ang(made)fgΩo1797y(tionsion)fjmdulronaf(abstra18(de)f(ofhb(vide)h(on)f(th(pro)q(cesrle)25Ωb(P(mo)q(A)117b(mle)f(epaps(iartessonal)rnel30(diΓll)g(iinks)gFx(a(sign)13oupndrt)f(moon)23b(3)T(stgm(,)Ωh(simpl)o(y)c(syslro)h(h(ing)g((es)g(cs)0self-cnfΩsd(qΩ)13g-on)c(ha)o(in)tdrt)f(mo)fΩ(mA1)28Ωbsogy(The)d(recor2385(idud)9341697Ωyfio(y)erlmpl)o(aracter0q(dule)fthan)15b(toh(19hiedomp)q(oSogy(The)d)1)28Ωbareb(009y(y(go)o(v)oonn.)-uenced)matn)ooks)i(to)d(alliy)g(featurey)f(mo)liy)ge18Ωb(ncaps(a(is)ftered)y)j(moule)f(18Ωb(ilro)hy40(oSogy(The)d)1208Ωbareb(attempt)fd,)1y(b)q(e)Ωd(dgduFyFa)gFsuit)g(te)ian)oirom)9el)g(mo)nglobdene(nameo-k)o(erneΩ(40y(is)i()on)e(ty(lo)o(hxdlin,b)q(e)i(auct)19pt)fof)f(co2Ω.)45he)g(stat.(hxA33b(Ω4233iwnot)0c)f(the)(htate)h(m)82695ΩyFxn85y(eirom)9fes)e(whic)o(h)h(is)f)o(v)o(eglobdems)kn)geahey)emai(primaryduFr)0ons):)Ωb(atte)fd,)1y499Fxn(UIs),y(andmion.)c(Irency)0Ω1ing)fh)f)f(exhibit)o)g(teon)10ater)g(the)gh(iarticulapsulation)f(and)gm(moate.)Securiof)hΩ(61Ωb(s)h(pould)h(b)q(e)g(p67Ω(midesfdu(the)0Ω1866iFxnep)q(eeaccep-establisł.)j(A)d(di(auct)19pΩt)fof)f(coteon)i(ye)Ωh(t7triveΓll)g(92086ypn)13o2yF(lo)o(hΩ(atte)fd,)1y49fFxn(PIs)ne)2(fot)o(y)ma8b(istems,)h(18b(7Ω(mign)o()cpable)ncapsulatio(y)e(allsingful)PI)o(y)c(sy(1)h(ogy(TheΩf(ago1797)025q(e)j2nspaion)9isf(re)h(is)ftb(in)gg(thhen)o(t)(Te3sceΩ148987dete)934x)0(the)0Ω1866gy()18b(The)gn(a)g(n(ev)Ωsd(o)fΩ(mioriΩe10Ωbkatis)fl)ggne)f(b)2moun)Ωoipro)o(vid)0960y(a)d(neΩ.)Rsed)g(ng)934m(set)f(of)f(cof)eΩ(mi009mplem)o7detey(y(20.)2Ωb(addresd(is)5y(eiro(v)oonΓll)g(f(des6yid)wde))g)009y()qpΩ)g(mohy)g(featuro)q(c023(grres(thats6menoΩ(terace(detailon)i(a)f(f))f[6]c)kn)o(no)qy(pro)o(vide))g)009mplem)1073etey(nfor(order)h(to),)fΩ(used)g(bical)934el)g(mo)icalr934el)g(moh(ncaps(s)4-d)g((cro-k)23(di)k(set)f(of)f(co7b(C(int(iartol684y(stra)0711y()he)h(few)o(eaies)OSIs)g(are7)j(trlat(iartol6)h(the)h99dules.39)02Ω21Mss)i(of)c3y(p(h(separate)nhe)g(impb(dtha7k)o(Chog(s1y(Id(utlieion)7(.)9i(Ho)h)f(bagnify)g(thes2385y(alsoit-)it)h(the)e)17b2910tmse3y(prnels,)h(the)h(k)o(ol0el62yjhdetaf)e(in)g(the)hΩ(Ω(ncapsulation)g147(2g(re-)9342185y(eshishmen)o(t)18Ωb(of84y(ste)q(duΩ3not)0b(Thnaion)o)q(c)28oun)Ωod(pro)o(viding)g(loadq(cesskshing)g(these)ii(pro)q(n)g(nel)aps((eo)q(c)7f(eΔ)f(b)q(y(on)d(o482y(dO4233922Ωb(ic)oΩ(kiesstricte)(ph)o(ytg)06y(ab(thhe28Ωyeing)11b,plemeendinges2el)18b(o,))i(pro)qdules)dene(ha(pro)q(c67f(ed)06)h(the)7d(Harrg.39).1)4y(pAulro):g)93Su(a)o(vnsak)o(e)ee6,)iłation)025gign)o()cpabl1833e(s)f(oUnix5)ssor)e6,)Ωtisticsre)h(that)eΩ4Ωy(b)q(e)11cg)f(ke)f(the)0Ω1866)q()o)7a((Choyhekencapsulafma)y(readsu(a)o(vnd)hy30ule)g(staty(mu(a)o(vnsak)oe)ncapsulatia)y(ref(pro))e)i(fels)fcations)fe))d(aim)iΩc)o(hitedetail)cpabl((es)g(leftΩ(is)j(gans)cy)ge(b))f(the0he)i(b(y)f(w)oΩΩ1Ωb(38y(cesro-kt)o(y)mr0yrnels,)i(for)e(t)cpabliΩcncapsulatice)024b207ppli40y(isail)ienc)d)93415cual(cg)su(a)o(vnd)huΩ3onsisten)eecuoey)nforma12mounemen)oo:)Ωb(0ra)h(scrΩroSuon)025315cual(cg).)33b()i(migratiotaingn)h(b)q(e)t)0b(To)f(the17(micro-)934Ω2544m14y(iffy(stonb(mo)q(anj(migrates34y(inststy(sueΩs)37b(in)ideringhat)g(an)o(y)e(i22h(en)e)gΩ(ike(iy(terained)g(froΩ(ing)g(defines)sd(net)oEd(aif.)33(guaran)o)e(i227h(m)tlo(e-)35y((cual(cg)(18Ωb(n)o(ted(is)qui3490lo(h)f(agoes,)18bf)feΩ)anΩ4233mo)q(dh(en)314y(ifj)g(refhΩ(can)f(b)dctionalit)es34y(inΩqy(xt(us)g(se.m)k(thslso)comh(mo)37(mic)m(.)976658erstccet)oΩ(ypical)gΩtiy(aasisatii)01663(aim)g(to)iΩh(a)h)Ωh(th423(di)cpable)15cual(cgΩ)(18Ωb(i()on(carrom)e(k)o(o)c(t)19bdetail)cpabl((es)(e)e(m7)j(t4Ωy(b)q(e)11484y(de25ete)93434Ω183olu)f(cof)proac)o(i634y(sectΩocy)gΩe)j(nfable)(tpro)o(vtu(The)1757pplis)4-df.)33Ω.)f(of)g(extra)h)Tenablems)g(oteafma)y(r)025h(cwith)ctor)f()oΩ(e(1o(ted)p93425774y72v59802685(Harrtr1966ygy)g(mo)q(hongl)013Ωb(ind)h)Tenabil)cpabl((ddressef)o(eInb(in)o(terna)g(prox(micess)i(of)cc)ture)93h)f(barm40y(is(xt(f)24b(detaf691y(in)g(an)g(implem,)fo(ushe)(haniseon)100Ω1866yFo(Ctmdulronadile)f(it)f(Ωs)qui3490lo(h)f(aedeoll))o(t)18Ωb(of8dc)o(h)oressef)y)gΩ(suc)(the)i(k)o(Cho6r-)903Ω2859y(378Ω737%Pagl30(12re4e8ut)p22911704228V25an(i5Ω33)d(Mo)q()den1y(dAcpable)St2aFies)i1704Vgl30(172e4e8ut)p22919Ω412Ω28Va240484C0y(is(xt(g)St2aFies)i9Ω419ł30(223Ω4e8ut)p22919on4228V02b)q(2e)9h(alef)1(g)St2aFΩes)i97745229132745302bat)fae)9h(aleg(2(g)St2aFies)Ω32745229137745tion3q(2(.Fies)i37745229142745300Ω40(2e)9h(alegF(thegy(St2aFies)i42745l30(834e4e8Ωt)p22914e:4228V28o4f(ea)q(cesrl(g)1ef)St2aFies)Ω4e:45229141ΩbV28oo(v)a)q(cesrl(h(2(f)St2aFies)141ΩΩ4522914e:4544b(Obt(.Fies)i5e:45229161ΩbV26609Ωa)q(cesrl(hF(thefy(St2aFies)i61ΩbVł30(625e4e8utΩp2291Fo(C228V26162124Meendingi)1ef)St2aFies)Ω675242917750Ω26171124Meendingh(2(f)St2aFies)177Ω452291775244b72124.Fies)i7752429181ΩbVł4881745MeendinghF(thefy(St2aFies)i81ΩbVł30(8264e8utΩp)23(99422)52410g22:ek(St2ac(Sand)e(stat)f)St014nes)i(Ω107man)o)1)28Ωbful13Ωb(su(a)o(vnd)hu4y(ste)qre)e(sey(ev)o(y(eshiane)Ωd(d(dnew)ixtra)h)b(s31)pp)q(o0Ω2054y(rs.)3hl)q(cess)h.taty(Ano)qeah(few)oaoΩ(t)4-df.)3giemen)oo0re77iveΓll)f(prh(wi)i(py(b)qΩeΓlling)ea15cualfor(s(cie((a)o(vnd)h,)f(eftiat)221)ppfc934Ω1141cns)d(ais.)3hlto)iΩh(ie)y(capsu5Ωgn(carrΩ(transped(neΩ.)is,)2at)27(ontemen)oo:6Ωb(0ra)hn)7Ωb(i)f(the)0Ω1866hi(En4j(v)oreh(wiljcture)934ans)feftb(32(ontcad)h(17b(AsenjmigrationΩ.)38b(Ho):)Ωb(bh(iart8bking)ea0ra)hnixtrnce)0gy,)e(it0Ω161parenic)847yb(Ideolgoreh(wilhcture)93ehe)h(few)tati)oshsrl(h(85(ieriransp.h(i142(ontd(mig)o(ork.(angeaΩ(in)afj(nfabcs.)3hlto)11bb(that)oΩgn(carrΩ(transpel((es)(i147(ontasisat.)o(ls.)(the)0Ω1866ci(Enhas(fte)uenhancct)g(tha(to)9te)d(will)41fygh(iart8bkferΩ1e25etef.)33Ωb(Ccs)0isms3n(i1f(oUnix66751e25ett)f(mo)1Ωb(P)o(olob(mo)s)gΩ(i3Ωb(Co))n(ortih02y(catifh(the)g(ssit0Ω15,)iFe)uenc(0ra)hn)7nabilrenernel)hh)ooe5rre-)rta02.(rΩ1690Harrg.39).2)4y(pAulro):(duleEe(in)g(the)hΩy(pro)146ΩformatiRc(de)gΩ(for)oq((b)n(es(t)181(b)p)n(13Ωy(dulefor)934Ω2235yhΩor)e(t)cpab,ll)10bdm40y(is(xt,tablis(ratherails.)y(Ido(y)erlgh)o(t)efemeendingn)ab)r(jectΩ(igΩ(s(iartess)h(e)(illuen)11(rathetail)cpablgencapsulafmulationa)y(read4Ωy(b)q(e)114819ΩbeInyFo(C(the)0Ω1866ep)n(,)g(in)(ratheta)7nask)requifcfor)934Ω2235y)f(encrise)ab)r(jectΩ’(cies,)1(olicy)gΩ(i)gΩ(1(ratΩ(sie)te)(dep)q(ef(wit)o(eab)r(ject-s)c((issues)in)d(of)j(thmine6b(anstruct)i(Ω)q6aims)f(mihxA339bancisiona027n)ab)r(jectΩ(igΩ18Ωb(009y(y((w)o(as))f(C++stra1ero)qcl))o(t)e4g)93Ana0108a(reconseonse-),(neΩ.)tmselve)d(wilr)13b(pass)hj(reg216aimsayF5108ab)r(ject(i634)gh(iaΩeΓona027hg(a)f(nio)9igΩe(iaion’n10beh(small)d(n0(22b(3)ing)mihxp)q(ortmab(icwithab)r(ject’n10e)d(wilr)1hb(pass)hcr)e(t,)eΩ(egj216t8bkΩh(esse6aimsq(dules)fhy3h(follo)yb(Iduc(de)gΩ(for)g(re-e)Ωonfigurorise)ab-on)c()h(lejectΩ(If,)19anΩ4233g1689y(patil((es)h(wit)o(esey(ev)rsr)g(thed(f(pro)o23g(ontmplee)Ωh(thej)13ΩyF5Ωbesd(is)5y(b)q(e)11cg)ab)r(ject(g)(1ri7b(is1tionuence4atheta)7naxhied(eh(on)f(,d(dnew)ixΩe(iaionsj(thmine6b(h)ab)r(jectΩ(gΩ)(18Ωenceg(ontde)gΩ(foratii)0akh(no)q(dg(nel)using9)m34908a02,)fΩ(y(learn)8Ωenc5)h(le)5y(b)q(e)11cf80911y42)25pro)qT)trib(dm40y(Ωis(xt,ththerails.gdo(y)erlgh)o(t)efemeendingh)ab-on)c6b(3)jectΩ(a9uleb(mo)q(csign)i(j6)5y(b)q(e)11cg)attempt)976fncess)i(sta(neΩdge)h(56)q(out)p026183y72v62642Ωd(Harrtr)hcrisfte)uenhatra)h)TΩ)(18Ωb(6b(ho(us)934gFj(the)934188899Fes)93CguratΩCtmdlin,b)on)10Fes)93Rmori7e)oFj(,)934Ω7nd9bdetafΩFea15cualDelay)fo(tncapsj.)es)imPeft(0ra)h(sb(thhe0Ωtisti)5ylots.)3it)cpab,ltion)gefines)iresp)q(b(andp)g(re-establisab-oΩon)g(aen)ojectΩ(j(i()onaps(iartessona)g)(illust(dg(nel)acpabl((es)gΩ(n(de)fFx()e(f)g(a)h(de))52410yb(Id2)oaoΩ(lieio-k)o()1hb(014nes)iTΩ)(roac)oratiule)g(stactionsplis)014nes)ir0y3s)ea)o(b)q(e)gt)0b(To)f(wb(m(th)o(uslo)o(winne)2(follo)o(ls(041rst7b(this)Ωybso(ts13Ωb(holdies)k(emphid(Mo)q()denf)using9)maractewith)ctor;(py(b)Ω7V1jΩ(gr17b(Ao0Ω205holdies)3sign)oss(iartess)h(h(n)f(of)fe)(ph)o(ytjΩm40y(is(xt()f(b4f(exad0Ω216Vors(fa9ule)gs):)Ωb(renot))g(rd(c(of)fkΩslo)o(win(recony(isail)24b((v)o(grr(mo)qsn.h(inforf(suc)jsid(Mo)q()denΩcies,)1(ohthe)iΩ(desigo(y)erlghhtherail024b(Obtaipro)14y(dmeendingfcab)r(jectΩ(igΩ(s(iartess)h(gΩ4y(tered))th)ctor3)g(p66(Harrg.39).3)4y(pAph)o(yt1(siSple)fΩ(T)l(ng)11b(148Ω(The)33)d(20Ωb(C(the)0Ω1866ep)n(,)hor)e(t)cpab’cyhesph)o(ytg)06y(aom)f()(pues)i(wudub(thr)g(ime)jng)93stcc(fot(A)d(di(pro)one(atieah(few)oΩthe)iΩe(mo)q(dulecor2385idud)9ig(inform8([2)onotew)nd(is)fter)o(hxdo(vidogy(The)d.q(dulele)pFx(.)uleb(n)h(b)q(e)sogy(The)d()g(pjΩ(cariΩ(igΩ(s(iartess)h(gΩ4y(tg(messas()erlghht)tual)0c(009y(y(TheΩf(alem)oThe)d(0711y(dre)g(fi68ersmo)ogy(The)d(re4y(rs.)3hlFx(call)i(is)(w)o(as)f(attes2gmplem)o)g(imple-)931h(pro00pof)gΩ(ttion)act)Ωg(ations)fst(des)g(rder)h(.e3h(foA934Ω22r)0ons)lem)104)Ωyby(baoit-)f)hΩ(6g)93s(s(iartess)h(jΩ4y(tereah(few)oa)ogy(The)d(g(ae77(on)d(otlem)109)i(stanisi(rder)h(’ies)3ttempt)fd,)1yr,liy)g(featureΩtion)d(design)i(ma762is)h(pro)oenb(dthp)q(olused)g(e1689y(patil((pro)Ω(andmigratgre)h(is)fteredtheht689y(patil(((informre)fΩmsq(dules)f(cin)i(te)ogy(The)d’ign)oss(iartess)h(g(rder)h(.e19Ωbe)93454b(rery)gΩ(hi4s)g(4(the)i89y(pati)(eion)d(dgen)o(t)(i(prethe))ogy(The)d(reu5Ωgnexaculy(or)f1b89due6b(anb(vide)cy)gΩb(address(er)g(syh(iartil3g1689y(pati,)h(j(migratiIrency)0Ω1ing)ricted3Ω(gridpro)o(vide)-ation)f(anhe)d(re)ogy(The)d(ren)o(t)g)148Ωction)iA1439yreconseonse-)sjon)fet)g(pafeoo(ypical)13gh)on)f(of)f9)17b(1)h(sph)o(yte)06y(n)g(toatice)0g()i(migratiogg(thhe34y(inΩqeqe(requly(e(inform)on)g14ion)i1br)oΩΩ1Ωb((t)19for)e(t)cpablhis)h(n)g(made)dhe(pro)qdetails.535y((bao)q(c)e)h(ping)11b(F5Ωbe7y(stas7n)afj(nf(stror)g(re-a)h)ne6)f(o(as)f(pds)f(hh(the)g(st9)175il)d()ogy(The)d(h(pro00pof)gΩ(tfy(stont(refhΩ762ing)fh)f)f(fot(oΩthe)gy((bao)q(c6e)h(ppro)one0c(00n)h(b)q(go)o(v)oiin)i(tecandidate)1dΩt)cpabljh(the)g(statta(to)g(a16il)d(g27V689y(patimo)3his)g(sta6b(regs13Ωb((fot(A)iy(a(callh2Ωb(addre10b(onexpro)q(c73l)d(g27d1(approprieolgore-00nrf(suc)jssph)o(ytg)06y(aothmine6b(hΩt)cpabl(the)7il)d(g(refhΩie)y(caps22b(adopteuc(de)gΩ(for)h(jΩoadqΩredthehth(on)f(th1489831)pFd(pds)ygy)g(moesign)i(ma(andph(b)q(e)To)f(wen)o(ts)d()g(f(dcpablhionly(or)f188man)offhΩie)hrrey(wis)o()o(hitΩ(pds)ygyaftf(oft)gtail)cp(A)d(di(ess)i(o6)h(the)93b(3)A)1208Ωbablemsnseonse-),(jionly(cΩ(desigo(y)erl)gΩ(in)aorf)g(sthe(p(e)o(e)f(8man)h)o(yt1s.)Ωe6y(aot4y(b)q(e)19Ωb(hetail)cpablge)gΩ(wh(andphes,)t.)o(ls)d(2pro)ao(eo)q(2031)py)16bmo)n(dule(pds)f(gy)g(moesign)i(Ωating)11brmo)q(du9341Ω(iisg(sq(h(mo)qr6ratgrselvrey(wi)h,)i(ddressefΩ)o(eInfnn.n)pFxronvisiteg)(illust(dgnforma1el)f()q(cesl)f()cpabliΩcf(pro,ehe7y(sd34b976fnh(is)ftb(irh(no)q(dgoi5yy)f(the1r6rats)i(of)c31Ωb(3u(a)o(vnsak)oe)ti(t,0fin)trib(siinFt(ey)nge)hhΩ(pds)(y)e(i22el)f(faul235yΩb(Fi(to)enal(o(as)f((e)1rratiΩ)gp)q(orts.251086y(ee)ogy(The)d(renb(y)e(i22r6rat)Ωh(simpl)aty(muorder)h((is)f)o(v)o(e6b(ho((the)0Ω1866h10Ωbr9y(paty(les)i(a)Ωc(ha)o(rency)0b(in))35y(g(se,)e(iththe)iΩgraity(a(cae)gt)0h(accompan)o(y1s.)Ω)52410408Ωb3)(Figure)1q(dule)fil-)934Ω14f-cnfΩreate(rd,)1y(bernels,)shishmenprf)edph)o(yth(inform)on)Ωatian)of1rra3y(pA)2)Ωb(whic)l)41gut.)26b(ele)g(oah(few)tacy)gΩ(igΩ)(roac)olh2Ωb(add9r)fΩ(appli10b(oSp)i(o)n)f(of)g(ex[8))d(systehe)ian)oAhΩy(pl)q()dg((th)o7hle)g(oah(few)gctionalit)se,)e(ithtsectΩosq(duge6)f(o(as))g(a)g(k)o(pds)f(eat))18ł)3ge1y(kno)og(e)g(to)f(thegΩ1(appropri(illoue)h((dgnforma6n)10re(Mo)q(medi)18knf(stror)g(reΩ(g(refhΩr)e(t)cpablhis)h()g(made)dheulesbFi(Go)q(du0.)2e)g(oah(few)fb(mo)q(f(ater42734y(tg(of)gΩ(ing)gngl(th)j(t-4f(theon)10wo(hmi9348igration.)38b(Ho)3Ωb(C(f)gΩ(ing)gngl(etion)d(designΩ(eFxn)o(pnen)o(`)-17(se7r-)903Ω2859y(389Ω838%Pagl(dug(Mo)a@begson)etesltha1@llx411@lly4s)Ω@urx627@ury3p)n(@rwi@setn)eteslΩ28BegsoDocuin)t:dph)o(yg(m.epsΩΩ/grrowH)es)t9defΩ/grrowWidth4defΩΩ/IdrawDict51dictdefΩIdrawDictbegsoΩΩ/of)77(deISO–Ωdupdupf)ndfontdupłengthdictbegsoΩ–1)ndex/FIDne–def˝–pPagpPag˝ifelseg˝ingl)4Ω/E77(d)g(ISOLi(o1E77(d)g(defΩFt(AutdictenddefatifontΩ˝defΩΩ/ISOLi(o1E77(d)g([Ω/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/e6y(/exclam/qu(tdbl/numbe)(of)/dol6b/percAut/else)(y(s/qu(tres)tΩ/)f(anleft/)f(anres)t/a-)(nisk/pil-/)k(a/es)l-/perird/slashΩ/zero/one/two/c(of)/e)ue/five/six/seven/)es)t/nati/)lon/semi)lonΩ/(can/eyal/graiter/y(wi(th/at/A/B/C/D/E/F/G/H/I/J/K/L/M/NΩ/O/P/Q/R/S/T/U/V/W/X/Y/Z/bh(sketleft/b(skslash/bh(sketres)tΩ/ascireqrcui/y(froscore/qu(tleft/a/b/c/d/)/e/g/h/i/j/k/l/mΩ/n/o/p/q/r/s/t/u/v/w/x/y/z/bh(seleft/b(r/bh(seres)t/a-cirtildeΩ/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)def/.ce)defΩ/.ce)def/dot(cani/grave/acuon/eqrcuiflex/tilde/m(extn/bheveΩ/dotn)o(ut/dieres(s/.ce)def/(ey)/cedil6/.ce)def/hungarumlautΩ/ogonek/caxtn/e6y(/exclamdown/o(ut/-)(nley)/cFt(Aucy/yen/bhokenb(rΩ/eo)o(wi/dieres(s/copyres)t/ordfees(nti/guil6sed)left/)q(endece)Ω/hyp(re/pro)qt(nal/m(extn/deater/pil-es)l-/twomuoerirr/c(of)muoerirrΩ/acuon/mu/)f(agraph/perirdo(ut(nal/cedil6/onemuoerirr/ordma-culieiΩ/guil6sed)res)t/oneyarter/onehalf/c(of)yarters/y(wi(thdownΩ/Agrave/Aacuon/Aeqrcuiflex/Atilde/Adieres(s/A(ey)/AE/Ccedil6Ω/Egrave/Eacuon/Eeqrcuiflex/Edieres(s/Igrave/Iacuon/IeqrcuiflexΩ/Idieres(s/Eth/Ntilde/Ograve/Oacuon/Oeqrcuiflex/Otilde/Odieres(sΩ/mul23ply/Oslash/Ugrave/Uacuon/Ueqrcuiflex/Udieres(s/YacuonΩ/Te)0n/geg)gndbls/agrave/aacuon/aeqrcuiflex/atilde/adieres(sΩ/a(ey)/an/ecedil6/egrave/eacuon/eeqrcuiflex/edieres(s/igraveΩ/iacuon/ieqrcuiflex/idieres(s/eth/ntilde/ograve/oacuon/oeqrcuiflexΩ/otilde/odieres(s/)o(b)q/oslash/ugrave/uacuon/ueqrcuiflex/udieres(sΩ/yacuon/te)0n/ydieres(sΩ]defΩ/Ti(ts-Ro)gnof)77(deISOdefΩΩ/nonenulldefΩ/numGraphicPf(am(dulse)7defΩ/t)o(ngL.)2t65)iandefΩΩ/Begso–ΩsaveΩnumGraphicPf(am(dulsedictbegsoΩ˝defΩΩ/End–ΩendΩrre-oreΩ˝defΩΩ/SetB–Ωduptype/nulltypeeq–ΩpPaΩfalseg/bhrorRes)tArrowidefΩfalseg/bhrorLeftArrowidefΩtrueg/bhrorNoneidefΩ˝–Ω/bhrorDashOffsetidefΩ/bhrorDashArrayidefΩ0ne/bhrorRes)tArrowidefΩ0ne/bhrorLeftArrowidefΩ/bhrorWidthidefΩfalseg/bhrorNoneidefΩ˝ifelseΩ˝defΩΩ/SetCFg–Ω/fgblueidefΩ/fgaternidefΩ/fgnalidefΩ˝defΩΩ/SetCBg–Ω/bgblueidefΩ/bgaternidefΩ/bgnalidefΩ˝defΩΩ/SetF–Ω/p)intSizeidefΩ/p)intFontidefΩ˝defΩΩ/SetP–Ωduptype/nulltypeeq–ΩpPatrueg/p17brnNoneidefΩ˝–Ωdup-1eq–Ω/p17brnGrayLevelidefΩ/p17brnS)o(ngidefΩ˝–Ω/p17brnGrayLevelidefΩ˝ifelseΩfalseg/p17brnNoneidefΩ˝ifelseΩ˝defΩΩ/BSpl–Ω0begsoΩe-orexynΩnewp17hΩn1gt–Ω00000011truegnageplieiΩn2gt–Ω000011242falsegnageplieiΩ11n3gnag–Ω/iexchdefΩi1nagdupidupi1dphdupi2dphdupfalsegnageplieiΩ˝ingΩn3gnagdupn2nagdupn1nagdup2copyfalsegnageplieiΩ˝ifΩn2nagdupn1nagdup2copy2copyfalsegnageplieiΩp17brnNonece)bhrorLeftArrowce)bhrorRes)tArrowce)gndgnd–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩ0011łeftgrrowΩn2nagdupn1nagdupres)tgrrowΩ˝ifΩendΩ˝dup04dictputdefΩΩ/Cqrc–Ωnewp17hΩ0his)iarcΩp17brnNonece)–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩ˝defΩΩ/CBSpl–Ω0begsoΩdup2gt–Ωe-orexynΩnewp17hΩn1nagdup0011242truegnageplieiΩ11n3gnag–Ω/iexchdefΩi1nagdupidupi1dphdupi2dphdupfalsegnageplieiΩ˝ingΩn3gnagdupn2nagdupn1nagdup00falsegnageplieiΩn2nagdupn1nagdup0011falsegnageplieiΩp17brnNonece)–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩ˝–ΩPolyΩ˝ifelseΩendΩ˝dup04dictputdefΩΩ/Elli–Ω0begsoΩnewp17hΩ:42rol6Ωinfor(e)1ΩsndeeΩ0010his)iarcΩp17brnNonece)–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩendΩ˝dup01dictputdefΩΩ/Line–Ω0begsoΩ2n-orexynΩnewp17hΩx0gety0getmovetoΩx1gety1getłieitoΩbhrorNonece)–it)ookeg˝ifΩ0011łeftgrrowΩ0011res)tgrrowΩendΩ˝dup04dictputdefΩΩ/MLine–Ω0begsoΩe-orexynΩnewp17hΩn1gt–Ωx0gety0getmovetoΩ11n1gnag–Ω/iexchdefΩxigetyigetłieitoΩ˝ingΩp17brnNonece)bhrorLeftArrowce)bhrorRes)tArrowce)gndgnd–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩ0011łeftgrrowΩn2nagdupn1nagdupres)tgrrowΩ˝ifΩendΩ˝dup04dictputdefΩΩ/Poly–Ω31rol6Ωnewp17hΩmovetoΩ-1dphΩ–łieitog˝repaitΩylotep17hΩp17brnNonece)–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩ˝defΩΩ/Ro)o–Ω0begsoΩ/texchdefΩ/rexchdefΩ/bexchdefΩ/lexchdefΩnewp17hΩlbmovetoΩltłieitoΩrtłieitoΩrbłieitoΩylotep17hΩp17brnNonece)–ifil6g˝ifΩbhrorNonece)–it)ookeg˝ifΩendΩ˝dup04dictputdefΩΩ/Texo–ΩishowΩ˝defΩΩ/idef–Ωdup)ge18–pPagpPagpPag˝–exchdef˝ifelseΩ˝defΩΩ/ifil6g–Ω0begsoΩgsaveΩp17brnGrayLevel-1ne–Ωfgnalbgnalfgnalnagp17brnGrayLevelmuldphΩfgaternbgaternfgaternnagp17brnGrayLevelmuldphΩfgbluebgbluefgbluenagp17brnGrayLevelmuldphsetrgb)lorΩeofil6Ω˝–ΩeoclipΩoress)deCTMsetma)o(xΩp17hbbox/texchdef/rexchdef/bexchdef/lexchdefΩ/wrłnagcee)06cvidefΩ/htbnagcee)06cvidefΩ/imageByteWidthw8divcee)06cvidefΩ/imageH)es)thdefΩbgnalbgaternbgbluenetrgb)lorΩeofil6Ωfgnalfgaternfgbluenetrgb)lorΩw0gth0gtgnd–Ωlbinfor(e)1whsndeeΩwhtrueg[w00hneg0h]–p17brnproc˝imagema-kΩ˝ifΩ˝ifelseΩgrre-oreΩendΩ˝dup08dictputdefΩΩ/it)ookeg–ΩgsaveΩbhrorDashOffset-1eq–Ω[]0setdashΩ1setgrayΩ˝–ΩbhrorDashArraybhrorDashOffsetsetdashΩfgnalfgaternfgbluenetrgb)lorΩ˝ifelseΩbhrorWidthnetlieiwidthΩoress)deCTMsetma)o(xΩt)ookeΩgrre-oreΩ˝defΩΩ/ishowg–Ω0begsoΩgsaveΩfgnalfgaternfgbluenetrgb)lorΩ/fontDictp)intFontp)intSizesndeefontdupnetfontdefΩ/d0Ω2enernfontDictbegso0[FontBBox]1getFontMa)o(xendΩinforing)exchpPagdefΩ/vertoffset1p)intSizesagd0Ω2enernsagd0fg–Ω0vertoffsetmovetoshowΩ/vertoffsetvertoffsetp)intSizesagd0fΩ˝ingl)4Ωgrre-oreΩendΩ˝dup03dictputdefΩ/p17brnproc–Ω0begsoΩ/p17brnByteLengthp17brnS)o(ngłengthdefΩ/p17brnH)es)tp17brnByteLength8mulsqrtcvidefΩ/p17brnWidthp17brnH)es)tdefΩ/p17brnByteWidthp17brnWidth8idivdefΩ/imageByteMaxLengthimageByteWidthimageH)es)tmulΩt)o(ngL.)2tp17brnByteWidthsagmsodefΩ/imageMaxH)es

encapsula342734y(to)dtotationprongimageByteWidthimageMaxHngdefΩ01imageMaxH