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Background

Distributed processes: ([ P] | (newe : E)(k[Q] | [[R]) Capability

types ensure
$» channels/resources are typesafe

$ use of channels/resources policy driven

serv[(newloc k : K)with P in xpt;!(k) | xpt,! (k)]
— (new k : K) serv|xpt, (k) | xpt,!(k)] | Kk[P]

Client capabilities on location k depend on rights obtained via distribu-

tion channels xpt,; and xpt,
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Goto Considered Harmful

Unrestricted migration:
k|go serv.Nasty| | sErV[S]| —— sERV[S | Nasty]

With static typing:
$ Nasty uses resources at SERV in type-safe fashion

® seRV has no control over immigration by Nasty

Objective: control migration and behaviour of incoming agents
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Goto tamed In SAFEDPI

In SAFEDPI:

k[go, sErv.Nasty] | serv[S] — serV[S | p!(Nasty)]

p: a port at site SERV - aka: higher-order channel
Nasty - a higher-order value - aka: thunked process

Nasty gains entrance if SERV provides access via port p
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Using ports to control access

Server IS Interested:

k[go, serv.Nasty| | serv[S | p?(§) run§]

— serV[[S | p?(&) run & | pl(Nasty)]
— SERV|.S | Nasty]

Server IS not interested:

k[go, serv.Nasty| | sErV[S] — serv[S | p!(Nasty)|

S without p

= serv[S]
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Using typed ports to control behaviour

k[go, serv.Nasty]| | serv[S | p?(£ : G) run{]
— SERV[S | p? (&€ : G) run& | p!{Nasty)]|

— SERV[S' | Nasty]|
Type G determines allowed behaviour of incoming Nasty

ldea: use process types from :

Assigning Types to Processes, Yoshida and Hennessy, LICS 2000
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Process Types pr[. : ]

Process restricted to at most two channels:

prlinfo : r(str)ehere, reply : w(str)acL]

® read from local channel info

® write to channel reply at location cL
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Process Types pr[. : ]

Process restricted to at most two channels:
prlinfo : r(str)ehere, reply : w(str)acL]
® read from local channel info

® write to channel reply at location cL

Process needs an entry port:

pr(info : r(str)ehere, reply : w(str)acL, in : w(thunk)aCL]|
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Process Types pr[. : ]

Process restricted to at most two channels:
prlinfo : r(str)ehere, reply : w(str)acL]
® read from local channel info

® write to channel reply at location cL

Process needs an entry port:

pr(info : r(str)ehere, reply : w(str)act, in : w(l)acL]

where | = th{reply : w(str)ecL]acL

th[...] - thunk types
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Syntax of SAFEDPI: Systems

M, N = Systems
[[P] Located Process
M| N Composition
(newe: E) M Name Creation
0 Termination

U,V = Values

~

ANz :T)P Scripts

T,Mn,... The usual: identifiers etc
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Syntax of SAFEDPI: Processes

P,Q = Processes
ul (V') Output
u?(X :T)P Input
go, v.P Migration
if w = v then P else () Matching
(newcc: C) P Channel creation
(newregn : N) P Global name creation
(newloc k : K)with P in @) Location creation
Pl@Q Composition
F (v) Application
* P lteration

stop Termination
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Reduction Semantics

(R-comm) k[ W)] | E[c?(X : T) P] — E[P{"/x|}]
(R-move)  kgo, [.F']| — [[p!(F)]
(r-BeTA) (A (Z:T). P)(?) — P{%]
(R-L.cREATE)  k[(newloc! : L)with P in Q] —

(new = L)(K[Q] | I[P])

oooooooooooooooooooooooooo



Types in SAFEDP]

local channels
locations

processes

scripts

values

=

Wn

= I’<T> | W<T> ’ rW<TfraTw>
= locluy : Cq,...,u, : G
:=proc | prluy : Ciewn,...u, : Cow,]

= FDep((Z: T) — )
=S | C| L |
TDep(T)T | EDep(T) T
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Dependent function types

FDep(x : r(T) — prlz : r(T)shere, reply : w(T)ak])
Script which is instantiated with a local channel; can only access

» that local channel in read mode

®» channel reply at site k in write mode.
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Dependent tuple types

TDep(x : L) thlinfo : r(str)shere, reply : w(str)azx]
Thunk, tupled with a location of type L; can access

® local channel info in read mode

® channel reply in write mode at provided location

thunk type th[...... | shorthand for script with no arguments FDep(() — pr|. .. ... 1)

run V shorthand for V() where V is a thunk
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Existential tuple types

EDep(z : L) thlinfo : r(str)ehere, reply : w(str)az]
Thunk which can access

® local channel info in read mode

® channel reply in write mode at some location provided by client

Provided location can only be used as part of thunk

Server does not have independent use of provided location
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Example

Client can only deliver news

Service:  s[req?(£:S)runé | * news?(x) continue]

Client: CL[[gOreq S.neWS!<scandaI>]]

Guardian type S: th|news : w(str)ehere]
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Example

Client collects the news

Service:  s[req?(& : S)runé | x news!(juicy)]
Client:  cL[go,., s.news?(x) go;, cL. reply!(z)

‘ |n7(§ : R) runf | rep|y7(y) continue]]

Guardians:
S : th|news : r(str)ehere, in : w(thunk)aCL]|

R : thunk
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Example

Client collects the news

Service:  s[req?(& : S)runé | x news!(juicy)]
Client:  cL[go,., s.news?(x) go;, cL. reply!(z)

‘ |n7(§ : R) runf | rep|y7(y) continue]]

Guardians for client protection:
S : th|news : r(str)ehere, in : w(R)acL]

R : threply : w(str)ahere]
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Anonymous servers - dependent tuple types

server does not know clients name

Service:  s[req?(§withx : S)run& | * news! (juicy) |
Client:  CL[g0,cq 5-news?(x) go;, cL. reply!(z) with CL|

’ II’]‘?(&= . R) I’Uﬂf ‘ rep|y7(y) continue

Guardians:
S : TDep(x : In) thinews : r(str)ehere, in : w(thunk)ax]
R : thunk

In : loclin : w(thunk)]
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Anonymous servers - protecting clients

Service:  s[req? (& with x,y, 2z : S)run& | * news! (juicy) |
Client:  cL[(newcreply) (newcin : rw(R))
80,4 5-news?(x) go;, cL. reply!(x) with (cL, reply, in)

[in?(&: R)run& | reply?(y) continue]

Guardians:
TDep(x : loc, y : w(str)ex, z : w(ln, ,)ex)

S:

th{news : r(str)ehere, z : w(ln, ,)ex]
R : w(th|reply : w(str)])

Ing. o @ thly : w(str)ex]
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Nasty servers

Service:  s[req?({with x,y, 2 : S)runé | go, x.y! {rubbish) |

Client:  cL[...... 80,¢q S- - - - with (CL, reply, in)]

Server

Ignores incoming script
lifts return address from it

misleads client
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Existential types

protecting client information from nasty servers

Service:  s[req?(& : S.)runé | * news! (juicy) |

Client:  cLf...... 80,y S- - - - with (CL, reply, in)]

c | EDep(z : loc, y : w(str)ez, z : w(ln, ,)ex)

th{news : r(str)chere, z : w(ln, ,)eax, y : w(str)ax]

Server does not gain access to (CL, reply, in)
Service:  s[req?(& : Se)runé | go, x.y! (rubbish) |

not well-typed
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Behavioural Equivalences

Two problems:

$» Capabillity types: observers may not have full knowledge of
processes

$» Higher-order language
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Behavioural Equivalences

Two problems:

$» Capabllity types: observers may not have full knowledge of
processes

Use typed bisimulations from: Towards a ... Mobility ..., by Hennessy, Merro,

Rathke, in Fossacs 2003

$» Higher-order language

Target higher-order bisimulations for the moment
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Typed contextual equivalence

A ‘: M =.pe N

M and NN can not be distinguished by any observer typeable by 7

1 is current observers knowledge of resources/capabilities of M, N.
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Typed contextual equivalence

/A ‘: M%cxt N

M and NN can not be distinguished by any observer typeable by 7

1 is current observers knowledge of resources/capabilities of M, N.

T & k[xpt!{req!(news))] =+ k[xpt!{stop)]
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Typed contextual equivalence

/A ‘: M%cxt N

M and NN can not be distinguished by any observer typeable by 7

1 is current observers knowledge of resources/capabilities of M, N.

T & k[xpt!{req!(news))] =+ k[xpt!{stop)]

provided req at £ not known in Z
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Typed higher-order actions

® |Internal actions: Z > M S Z 1> N
® Inputactions: Z > M ZBEECV, 77

® Output Actions: Z > M IWLEENy Y
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Typed higher-order actions

® |Internal actions: Z> M S Z 1> N
® Input actions: Z > M BEECV, 77 1

> kfreq?(&) runé | S] 229 T Efrun V| 9]

® Output Actions: Z > M (kG 77 N

T > kfreqi(V) | S] £24G 7 > E[GV | 9]
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Typed higher-order actions

® |Internal actions: Z> M S Z 1> N
® Input actions: Z > M BEECV, 77 1

> kfreq?(&) runé | S] 229 T Efrun V| 9]

provided Z knows req at k, . ..
® Output Actions: Z > M (kG 77 N

T > kfreqi(V) | S] £24G 7 > E[GV | 9]

provided Z knows req at k, Z types (G appropriately, . ..
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Typed higher-order actions

® |Internal actions: Z> M S Z 1> N
® Input actions: Z > M BEECV, 77 1

T > kreq?(&) run €| S] 229 T > Efrun V | S]
provided Z knows req at k, ... and Z has migration rights to k£
® Output Actions: Z > M IWLEENy I

T > kfreqi(V) | S] £24G 7 > E[GV | 9]

provided Z knows req at k, 7 types (G appropriately, ... and Z
has migration rights to k
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Higher-order goto actions

T M 22V T M| K[pl(V)]
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Higher-order goto actions

o> M L2207 M| E[pH(V)]

provided Z knows about p at k£ and V" at appropriate type
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Higher-order goto actions

o> M L2207 M| E[pH(V)]

provided Z knows about p at k£ and V" at appropriate type

even if Z has no migration rights to &k

Copenhagen, Nov 2004 — p.24/2



" Contextuality

T": locations to which Z has migration rights

bisimulation equivalence is contextual

® 7TFE M =~;.7 N and
® TF KJO]

® kinT

Implies

TE M| k[O] =’ M| E[O]

Example: Observer k[req? (&) P] captured by action k.req!(\ £. P)
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Full Abstraction

Tk M=~y Nitandonlyif T = M ~.p’ N
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