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ABSTRACT

Sensitive personal data collected about us has the potential to give great
insight into human behaviour, but it remains a challenge to publish such
information while guaranteeing (i) individuals” privacy and (ii) data utility.
This problem has received much attention in the computer science research
community in recent decades. Since 2006, differential privacy has emerged
as a popular paradigm to measure the privacy of sensitive data publications.
In this thesis we explore the mathematical foundations of differential privacy,
with a particular focus on the tradeoff of privacy and utility.

After reviewing the history of the right to privacy and the literature on
differential privacy, we present the cornerstone of our research: a single, uni-
fying rigorous mathematical framework for differential privacy. The abstract
approach taken allows for a wide variety of data types, query types and
sanitisation methods to be handled in the one framework. This also allows
us to prove results in generality. We take a special focus on 1-dimensional
mechanisms, and their use in creating more general n-dimensional mecha-
nisms.

The versatility of this unifying framework is demonstrated when we apply
it to the special case of categorical data. This also leads us to examine the
polytope of differentially private mechanisms, and later to applying the diff-
erential privacy protocol to the randomised response technique, a privacy
technique first proposed in 1965. We also examine the randomised response
technique beyond differential privacy, and how efficiencies can be gained
over previous methods.

Throughout this thesis, a special focus is maintained on the privacy/utility
tradeoff, and particularly on optimal mechanisms. We present error bounds
on differentially private mechanisms, and derive the optimal mechanism
for the max-mean error function. By examining the extreme points of the
differential privacy polytope, we allow for the determination of the optimal
mechanism for more general linear error functions. An optimal randomised

response mechanism which satisfies differential privacy is also presented.
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INTRODUCTION

We begin by giving a brief overview of the motivation for the thesis and an explana-
tion of the goals of our research. We also outline the structure of the thesis, give an
introduction to the notation used, and give a list of publications that have resulted

from the work.

OVERVIEW
1.1 Motivation 1
1.2 Contributions 2
1.3 Structure 3
1.4 Notation 4
1.5 Publications 5

1.1 MOTIVATION

The personal data being collected about us by governments and corporations
potentially holds huge value for scientific research and commercial purposes.
Privacy laws ensure that this data, some of which could be considered sen-
sitive to individuals (e.g. medical records), enjoys considerable protection.
From a research perspective, publishing data truthfully, or even answering
statistical queries on such data truthfully, would be of greatest benefit, but
risks violating privacy. Conversely, people’s privacy can easily be protected
by not releasing the data, but the value of the data to research would then
never be realised.

The problem of protecting user privacy while simultaneously preserving
data utility has been attracting the attention of researchers in data publish-
ing for decades. Many models have been proposed to optimise utility while

guaranteeing a prescribed level of privacy. Since 2006, differential privacy
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has emerged as a popular privacy paradigm, and it is differential privacy

with which this thesis is primarily concerned.

Differential privacy gives a quantitative mathematical definition to mea-
sure the level of privacy achieved in a given data release. This definition then
determines the amount of noise or perturbation that needs to be applied to
achieve the desired level of privacy. Under differential privacy, privacy is
quantified by how statistically indistinguishable the privacy-preserved out-

puts from two similar datasets are.

The benefits of differential privacy include its well-defined nature, which
allows for mathematical investigation. Additionally, differential privacy has
been shown to be resistant to auxiliary/background information attacks,
where third-party information is used to compromise the privacy of the data.
This has given it an advantage over other privacy-preserving protocols that

have been shown to be vulnerable to such attacks.

1.2 CONTRIBUTIONS

We begin by formulating a single, unifying mathematical framework for diff-
erential privacy. By taking an abstract approach through probability theory,
measure theory and metric spaces, we construct mechanisms for data publi-
cation that can be applied to a variety of queries, data types and perturba-
tion techniques. This allows us to fully realise the generality of differential

privacy as originally conceived by its creators.

The framework allows us to construct the most general of results. What-
ever type of data we're dealing with, whichever queries we seek to ask, or
however we wish to perturb the data, these results will continue to hold.
The versatility of the framework is demonstrated by applying it to the spe-
cial case of categorical data. Worked examples are presented for other data

types also.

We also highlight the variety of perturbation techniques that can be han-
dled by this framework. Data perturbation and query output perturbation
can both easily be accommodated. We also present an implementation of

local privacy. Under the local privacy setting, each user perturbs their own
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data before supplying it to a central dataset, meaning even the dataset’s
curator doesn’t see the original, truthful version.

As a cornerstone in the study of privacy-preserving data publishing, we
give special focus to the privacy/utility tradeoff in this thesis. By calculating
and studying the error of a mechanism, we equip data publishers with the
tools to offset utility against user privacy, and vice versa.

We examine the utility of response mechanisms with respect to certain
error functions, and also present results that can be applied to the complete
class of linear error functions for particular mechanisms. Optimal mecha-
nisms are given special attention: given a desired level of privacy, is there a
single, best mechanism that will optimise utility? Optimal mechanisms are
presented in a number of scenarios in this thesis.

Despite its popularity in the research community, the uptake of differential
privacy in practice is proving slow. Evidence of its use in industry is limited
at best. Some works have criticised differential privacy for producing high
error and low utility. In this respect, we extend our mathematical analysis of
differential privacy to Randomised Response (RR).

RR is a widely-used technique in confidential surveying in which data is
modified, subject to a given probability distribution, to preserve user privacy.
We give a practical implementation to differential privacy by applying it to
RR, where data perturbation is an established and accepted practice. We also
present optimal RR mechanisms for differential privacy.

Additionally, we extend our analysis of RR beyond differential privacy,
with a focus on improved efficiency. We examine the privacy protection of
two particular RR models to determine their relative efficiency. We also ex-
tend RR to the non-binary case, where the question being asked has more

than two (yes/no) answers.

1.3 STRUCTURE

The structure of this thesis is as follows:

¢ In Chapter 2 we give an outline of the background to data privacy,
along with a review of the history and recent innovations in differential

privacy and RR.
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¢ In Chapter 3 we formally introduce differential privacy and formulate
a framework in the abstract setting of probability on metric spaces. We
establish a number of fundamental results, including ones relating to
the identity query and local privacy, and introduce the primary types
of response mechanisms. We also examine the privacy/utility trade-
off and establish general error bounds that apply to all differentially

private mechanisms.

¢ In Chapter 4 we specialise our differential privacy framework to cate-
gorical (non-numeric) data. We establish criteria for checking a mecha-
nism for differential privacy in varying degrees of generality and again
present results on error. In the context of local privacy, we also present
the optimal mechanism for categorical data with respect to a given

error function.

¢ In Chapter 5 we study the polytope of local differential privacy mecha-
nisms and present criteria for identifying and creating extreme points
of the polytope. We also fully characterise a number of classes of these
extreme points. This gives further insight into utility, given that opti-
mal mechanisms with respect to linear error functions are guaranteed

to occur at extreme points of the polytope.

¢ In Chapter 6 we apply differential privacy to the RR technique, and
present criteria to determine the optimal mechanism. We also extend
our analysis of RR beyond differential privacy, and quantify efficiency
improvements via privacy-protection metrics. Finally, we present a model

to extend RR beyond binary responses.

¢ Concluding remarks and a discussion of possible future work are given

in Chapter 7.

1.4 NOTATION

We maintain standard mathematical notation throughout this thesis as much
as possible. We denote scalars and vectors by lowercase letters (e. g. a, b, y, z),
where the distinction between scalar and vector will typically be clear from

context. In some cases where the distinction is not clear, vectors are denoted
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by boldface lowercase letters (e.g. d). Random variables, matrices and sets
are typically denoted by uppercase letters (e.g. A, B, S). Entries of a matrix
or vector are denoted by lowercase, indexed letters (e.g. (A);; = a;j). Orders
on vectors and matrices are assumed to be entry-wise (e.g. A > 0 implies
ajj > 0 for each i, j).

A number of standard identities are used throughout the thesis. Examples
include the sets of integers (Z) and real numbers (IR), the standard basis vec-
tors (e;), the all-ones vector (1) and the binomial coefficient ((Z) = ﬁlk),)
Standard functions that are used include the Kronecker delta function (J;; =
1if i = j, 6;; = 0 otherwise), the sign function (sgn(x) = 0 when x = 0,
sgn(x) = ﬁ otherwise), the projection function (77;(v) = v;, the ith compo-
nent of the vector v), the convex hull (conv(vs, ..., v;), the set of all convex
combinations of the points vy, ..., ;) and the power set (P(A), the set of all
subsets of A). We denote by o (S) the o-algebra generated by the collection
of subsets S.

Given a binary relation R, we write aRb € A as shorthand for a,b ¢ A
and aRb (e.g.a < b € R implies 4,b € R and a < b). We let [n] denote the
set of all positive integers less than or equal to n ([n] = [1,n] N Z), and [n]o
to denote [n] U {0}.

These and other notational conventions will also typically be introduced

on a chapter-by-chapter basis.

1.5 PUBLICATIONS

The following journal papers have been published /submitted reporting the

work in this thesis.

1. HoroHAN, N, LEITH, D. J., AND MasoN, O. Differential privacy in met-
ric spaces: Numerical, categorical and functional data under the one

roof. Information Sciences 305 (2015), 256—268.

2. Horonan, N., LeirH, D. J.,, AND MasoN, O. Differentially private re-
sponse mechanisms on categorical data. Discrete Applied Mathematics

211 (2016), 86—98.



6

INTRODUCTION

3. Horonan, N, Lerrs, D. J., AND MasoN, O. Extreme points of the local
differential privacy polytope. arXiv preprint arXiv:1605.05510 [math.CO]
(2016).



BACKGROUND

We now examine the field of Data Privacy and Statistical Disclosure Control (SDC).
We begin by looking at the emergence of privacy as a human right, and the evolu-
tion of data protection in more recent decades. A number of examples are given of
significant SDC failures of the recent past. We then give an introduction to SDC,
and explain the primary design considerations in constructing a mechanism. We

also give an overview of a number of significant SDC models in the context of this

thesis.
OVERVIEW
2.1 Motivating Data Privacy 7
2.2 Locating the Privacy Mechanism(s) 15

2.3 Types and Structure of Data 16
2.4 Privacy Methods 18
2.5 Privacy Models 20

2.6 Concluding Remarks 31

2.1 MOTIVATING DATA PRIVACY

Human beings have been collecting data in various forms for millennia. The
recording of numerical information dates from at least 30,000 years ago, an
era commonly known as the Late Stone Age [Rudoy], while even census-
taking has a long history, dating from c. 3800 BC [Auso6].

Nowadays, fast computers and cheap storage have precipitated the cre-
ation of a vast mountain of data [MSC13, Pg. 5]. This large bank of digital
information has become known as big data, and, primarily characterised by
its rich detail and large volume [WB13], has been compared to the invention

of the microscope in providing new insights to human behaviour [Hig11].
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Companies are tapping into big data in the pursuit of greater profits [PF13],
while healthcare, fraud detection and crime-fighting can all benefit from big
data analysis in the public sector [MCB™ 11].

Curators of such datasets face many challenges. In particular, the sensitive
nature of much of the data being collected means that safeguarding the
privacy of the individuals whom the data concerns has become the subject

of increasing attention.

2.1.1  The Right to Privacy

Privacy is not just an ethical consideration for data curators, but a legal
requirement too. The concept of a right to privacy was famously advocated
by Warren and Brandeis in their Harvard Law Review article of 1890, entitled
“The Right to Privacy” [WBogo]. Fewer than 60 years later, that same right
to privacy was enshrined in the Universal Declaration of Human Rights in
1948.

Warren and Brandeis were reacting to the advances in technology of the
time — photography and newspaper publishing — in advocating a right to
privacy, and drew inspiration from Judge Thomas Cooley’s work a decade

earlier [Coo79]. As Warren and Brendeis wrote:

That the individual shall have full protection in person and in
property is a principle as old as the common law; but it has been
found necessary from time to time to define anew the exact na-

ture and extent of such protection.

Recent inventions and business methods call attention to the next
step which must be taken for the protection of the person, and for
securing to the individual what Judge Cooley calls the right “to
be let alone”. Instantaneous photographs and newspaper enter-
prise have invaded the sacred precincts of private and domestic
life; and numerous mechanical devices threaten to make good
the prediction that “what is whispered in the closet shall be pro-

claimed from the house-tops.”

Later, following the Second World War, the Universal Declaration of Hu-

man rights was drafted “as a common standard of achievements for all peo-
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ples and all nations” [UN 48]. Article 12 of the Declaration protects our right

to privacy:

No one shall be subjected to arbitrary interference with his pri-
vacy, family, home or correspondence, nor to attacks upon his
honour and reputation. Everyone has the right to the protection

of the law against such interference or attacks.

Privacy is similarly protected in the International Covenant on Civil and
Political Rights [UN 66, Art. 17] and the European Convention on Human

Rights [Cous0, Art. 8]. Almost all countries around the world recognise the

right to privacy in their constitutions [BD99], however, this is not universal.

In Ireland, for example, the constitution makes no direct reference to privacy

[Ire37]. In 2006, a working group on privacy noted that

[t]here is no express constitutional provision relating to privacy
per se. Article 40.3 of the Constitution, however, posits a guaran-
tee by the State to defend and vindicate the personal rights of the
citizen ...[Woro6, Par. 2.34]

Various court judgements in the last 50 years have clarified those rights. In
1973 the Supreme Court recognised a right to marital privacy [McGy74], and
in 1984, acknowledged a general right to privacy [Nor84]. Then, in 1998, the
same court ruled in a case that: “There is no doubt but that the Plaintiffs/

Appellants enjoy a constitutional right to privacy.” [Haug8]

2.1.2 Data Protection

While Warren and Brandeis originally advocated the right to privacy in
response to the newly-intrusive developments of photography and gossip
columns of newspapers, the same right can be logically extended to cover
data collected about us.

In 1980, the Organisation for Economic Co-operation and Development
(OECD) published a guideline for data protection in an effort to “harmonise
national privacy legislation” [OEC80]. It was a pivotal time when many coun-

tries were introducing privacy protection legislation. The guideline was up-

9
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dated in 2013 [OEC13], and maintained the original basic principles of data

protection:

1. Collection Limitation — personal data collection should be limited, lawful

and done with the knowledge/consent of the subject;

2. Quality — data collected should be relevant to its use and should be

accurate, complete and up-to-date;

3. Purpose Specific — the purpose for the data should be stated at collection

and only used for that purpose;

4. Use Limited — data should not be disclosed without the consent of the

user,

5. Security Safequards — personal data should be secured against risk of
loss, unauthorised access or destruction; and against use, modification

or disclosure of data;

6. Openness — curators should be open about the existence and purpose

of personal data;

7. Individual Participation — subjects should be allowed access their data

and have any errors relating to them erased /updated;

8. Accountability — data curators should be accountable for upholding the

above principles.

Data protection legislation is in place across much of the world [Bani4]
and the OECD’s guidelines have often formed the basis for that legislation
[Shioo]. The European Union adopted the guidelines in full in its Data Protec-
tion Directive [Cougs] and in the General Data Protection Regulation which
is due to come into force across the EU on 25 May 2018 [Eur16].

As the above guidelines illustrate, data protection covers many aspects of
the data collection, storage and analysis process. Principles are established
for: how it is collected; how it can be used; how it must be stored; and how
it can be accessed, and by whom.

In the next section, we draw a distinction between the broad principles
of data protection, and protection of one’s privacy in the publication of that

data.
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2.1.3 Statistical Disclosure Control

This thesis is concerned with the protection of an individuals” privacy in
the publication of data relating to him/her. This is distinct from the broader
definition of data protection, as it is only concerned with the controlled dis-
semination of data from a trusted source to an untrusted third party.

This interpretation of data privacy fits with that of Statistical Disclosure
Control (SDC), a term first coined by Tore Dalenius in 1977 [Daly7]. Two
primary implementations of SDC exist, whereby statistics on the data are
published, known as Privacy-Preserving Data Mining (PPDM), or where
the data itself is published, known as Privacy-Preserving Data Publishing
(PPDP) [FWCY10].

Data privacy in this context does not relate to the security of the data.
Data breaches resulting from hacks, leaks or stolen data are not considered
data privacy failures, but rather failures of security. For example, the Ashley
Madison data breach in 2015 was not as a result of data privacy failure, but
because of lax security in protecting the data [MD15].

For the purpose of SDC, we consider three primary actors:

1. Data Subject — an entity described in the data whose privacy we are

seeking to protect;
2. Data Curator — the trusted collector of the private information;

3. Data Recipient — a third-party whose trust cannot be guaranteed, known

as an adversary, attacker or intruder in other circumstances.

There are examples in legislation where a distinction is drawn between
someone in control of the data (data controller) and someone who has the
data for processing or analysing (data processor). We choose not make such
a distinction, instead focusing on a framework involving the three actors
mentioned above.

As will be detailed in the coming sections, disclosure control can be ap-
plied at various points in the life-cycle of the data (Section 2.2), achieved by
a variety of methods (Section 2.4), and subject to a variety of models that
have been proposed (Section 2.5). Data privacy is complicated further by the

huge variety in types of data in existence (Section 2.3).

11
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A later study revised
this to 63 per cent of
the population
[Goloé6]

BACKGROUND

2.1.4 Privacy Failures in Data Releases

As explained previously, unauthorised access to data through leaks, hacks
or theft does not fall under the remit of SDC. While less common than data
security breaches, there is, however, no dearth of examples of SDC failures

in recent times.

We now review a number of common examples regularly cited in the SDC
literature, as well as two more recent examples. These will give a flavour of

the problem SDC is seeking to address.

2.1.4.1 Massachusetts Health Records (1990s)

In the US state of Massachusetts, the Group Insurance Commission (GIC)
purchases health insurance for state employees. The GIC is known to have
collected patient-specific data on 135,000 employees and their families, and
in the mid 1990s decided to release some of this data to researchers [Sweo2,

Sweos].

Then governor of Massachusetts William Weld claimed the privacy of indi-
viduals would be protected because explicit identifiers in the dataset, such as
name and address, had been removed [Greoy]. However, a then MIT grad-
uate student, Latanya Sweeney, soon proved those claims to be false. She
purchased the voter registration list for Cambridge, Massachusetts for 20
dollars and linked it to the GIC dataset using date of birth, gender and ZIP
code. She was able to isolate governor Weld'’s health records, which she then

had delivered to his office [Greo7].

“According to the Cambridge Voter list, six people had his particular birth
date, only three of them were men, and, he was the only one in his 5-digit
ZIP code,” Sweeney told the Pennsylvania House Select Committee on In-

formation Security [Sweos5].

She also found that those same three attributes were enough to uniquely
identify 87 per cent of the US population [Sweoo], based on experiments on

1990 US Census data.
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2.1.4.2 AOL Search Logs (2006)

In 2006, AOL Research publicly released a database of internet search queries
covering 650,000 users over a three-month timeframe, amounting to 20 mil-
lion individual queries. The head of AOL Research at the time, Abdur Chowd-
hury, said the data had been released to “embrac[e] the vision of an open
research community” [Ohm1o].

As with GIC, AOL Research attempted to protect users” privacy by remov-
ing identifiers from the dataset. Usernames and IP addresses were replaced
by unique identifiers, so searches by the same person could still be linked
together but the person’s identity kept secret.

Journalists at the New York Times, however, were able to identify user
No. 4417749 as Thelma Arnold, a sixty-two-year-old widow from Lilburn,
Georgia [BZ06]. The hundreds of searches conducted by Arnold in those
three months, including searches about Lilburn and people with her sur-
name, were unique enough to identify her.

It was subsequently reported that AOL’s chief technology officer resigned
and a further two employees were dismissed as a result of the privacy breach

[Zelo6, Karo6].

2.1.4.3 Netflix Prize (2006)

Less than two months after AOL’s privacy failings hit the press, DVD rental
firm Netflix launched the Netflix Prize. Netflix were looking to improve the
accuracy of their recommendation system and offered a prize of one million
dollars to the first team to achieve an improvement of 10 per cent on Netflix’s
own system.

To aid researchers, Netflix released a training dataset comprising 100 mil-
lion ratings from 480,000 randomly-chosen customers on 18,000 movies in
a seven year timeframe. Each rating included the rating itself (from 1 to 5
stars), the date of the rating and the movie [Netog].

“To protect customer privacy, all personal information identifying individ-
ual customers has been removed and all customer ids have been replaced
by randomly-assigned ids,” the Netflix Prize rulebook read. Ratings from
a single user could still be linked, but the identity of the user would be

unknown.

13

There is some
disagreement as to
the precise size of the
released dataset

[HL13]

Netflix began online
streaming of content

in 2007 [Andoy]
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This dataset was not immune to re-identification either. Just two weeks
after the dataset was released by Netflix, researchers claimed that a cus-
tomer’s record could be identified using “only a little bit” of information
[NSo6]. To put their theory into action, the researchers turned to the Internet
Movie Database (IMDB). From a random sample of around 50 IMDB users,
Narayanan and Shmatikov claimed to have successfully re-identified two of
them in the Netflix Prize dataset [NSo08].

Although the Netflix Prize proved a success in finding a better recommen-
dation system (the prize was won in 2009), plans for a second contest were

cancelled in 2010 because of privacy concerns [Lohog, Loh10].

2.1.4.4 Facebook Ads (2010)

More recently, in 2010, a case study by Stanford computer scientist Aleksan-
dra Korolova found that Facebook’s advertising system allowed ads to be
tailored in such detail as to be targetted at a single person [Kor10].

When selecting which ads to show a user, Facebook uses private and
“Friends Only” information. For example, a user is required to provide a
date of birth when signing up to Facebook, but need not display their age
on their profile.

Korolova demonstrated that this shortcoming could allow an advertiser to
infer an individual’s private information, such as age or sexual orientation.
Facebook modified their systems just one week after being notified of the
vulnerability, but Korolova says the fixes are still insufficient to fully protect

a user’s privacy [Kor1o].

2.1.4.5 New York City Taxi Trips (2014)

The Freedom of Information Law (FOIL) in New York state allows members
of the public to access records of governmental agencies. In March 2014, after
seeing a graph tweeted by the New York City Taxi and Limousine Commis-
sion (TLC), blogger Chris Whong used FOIL to obtain detailed information
for all NYC taxi trips taken in 2013 [Who14b]. The data contained informa-
tion on fares (total fare, surcharge, toll, and tip) and the trip itself (time,
date, distance travelled, and GPS coordinates of pick-up and drop-off) in

two tables, linkable by a hashed medallion and hack license identifier. Fares
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could be linked to their corresponding trip, but the identity of the taxi was

unknown, as was the passenger.

Three months after receiving the data, another contributor noticed that the
medallion and hack license identifiers had been created using the md5 hash
function. Once he had calculated the md5 hash for all possible hack license
and medallion numbers (22 million in total), the entire 50GB dataset was
re-identified [Pan14]. This re-identified dataset was then used to find how
much celebrities tip for taxi journeys, by using photographs to link them to

their taxi at the specific date, time and location [Toc14, Tro14].

When the TLC made the same information available for 2014, the medal-
lion and hack license numbers had been removed entirely, making a similar

attack much more difficult to implement [Who14al].

2.2 LOCATING THE PRIVACY MECHANISM(S)

Data can have a long, convoluted life-cycle, as it makes its way from the
data subject through to the data curator where it can be cleaned, analysed
and processed, eventually making its way to the data recipient. From a data
privacy perspective however, the points at which privacy-preserving actions

can take place are simplified to just two.

As explained in Section 2.1.3, we make no distinction between the collec-
tor, controller, owner, processor, etc. of the data. We are only concerned with
the act of altering the data for privacy’s sake, and not which entity is respon-
sible/liable for it. We therefore use the catch-all term data curator to refer to

the above.

The two points we consider are the point of collection, and post-collection.
The data life-cycle contains other points at which privacy-preserving actions
can be implemented, such as authentication privacy at the point of commu-
nication with the data curator [DFWB]15]. These are beyond the scope of
SDC and this thesis.

We are not limited in the number of privacy mechanisms we can apply,
however. Multiple privacy mechanisms can be added at collection and post-

collection, depending on the need.
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2.2.1  Collection

Also known as local privacy or input perturbation, applying a privacy mecha-
nism at the collection point of the data means even the data curator may not
see the original (truthful) input. The privacy is local as the privacy method
is implemented locally by the data subject, before it ever reaches the data
curator.

This approach is especially useful when the data curator is not trusted by
the subjects, since the control for implementing a privacy strategy lies with

the data subject.

2.2.2  Post-Collection

In the post-collection scenario, data curators apply their privacy-preserving
strategies to the data they have collected. This is done before or as the data
is delivered to the data recipient. The (trusted) curator can therefore still
perform analysis of the data it has collected, although this data will only be
truthful if no privacy mechanism is in place at the point of collection.

Most of the examples detailed in Section 2.1.4 implemented a privacy

method applied at the post-collection stage.

2.3 TYPES AND STRUCTURE OF DATA

Data, and the format in which it is collected, can be messy and difficult to
decipher. It's estimated that as much as 95 per cent of data is unstructured
[Meh11, MSC13, Pg. 47], meaning a considerable amount of processing and
cleaning must be done before it can be analysed.

SDC deals almost exclusively with structured data, but even here there are
difficulties. The many types of data that are available to researchers present
challenges when deriving new privacy protocols.

In many instances, structured data is assumed to be constructed of data
points, also called observations. A data point can relate to a single individual,
or data from a particular moment in time. Data points consist of identifiers (or

explicit identifiers), so the data point can be uniquely linked to a data subject
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(e.g. social security number, passport number, user id, etc.), and attributes,
which describe the data subject. Attributes are assumed to fall into one of

the following categories [Dal86, BSo8]:

1. Sensitive Attribute — An attribute whose value for each data subject we

wish to hide from a data recipient, due to its sensitivity;

2. Quasi-Identifier — An attribute which is non-sensitive and cannot by itself
uniquely identify an observation; however, when combined with other
quasi-identifiers and/or another dataset, has the potential to success-

fully identify an observation.

Structured data is traditionally stored in tabular form, with observations
in rows and attributes in columns, as in an Excel spreadsheet. Some data,
although stored in tabular form, may require unique techniques to preserve
privacy, due to the nature of the data. A number of such data types which

we consider in this thesis are listed below:

1. Location Data — Location history of a person;

2. Graph Data — Data relating to a social network, communication network

or physical network;

3. Time Series — Data which contains an element of updating in time, such

as census information.

Various attempts have been made over the years to define what is meant by
a privacy disclosure. What appears to have been the first attempt was made
by Tore Dalenius in 1977 [Daly7]. Loosely stated, Dalenius suggested that
a disclosure had taken place if an adversary could learn something about
a subject which could only be learned with access to the dataset. In 2006,
Cynthia Dwork showed that this restrictive standard of privacy protection
was almost impossible to attain if any statistics are to be released [Dwoo6].

Since then, further attempts have been made to classify various privacy

disclosures [Lamg3, TMKC14]:

1. Identity Disclosure/Record Linkage — when a data recipient can associate

a data record with a data subject;
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2. Attribute Disclosure — when a data recipient can determine a new at-

tribute of a data subject;

3. Inferential Disclosure — when a data recipient is able to determine an

attribute of a data subject more accurately than before.

Another interpretation of privacy draws a distinction between re-identification
and unequivocal/authenticated re-identification, whereby increased uncer-
tainty in successfully re-identifying a data point constitutes privacy [TP12,
MW10]. These examples illustrate that there is no ‘one size fits all” solu-
tion for privacy, and that the interpretation of privacy varies by application

[Wu13].

2.4 PRIVACY METHODS

In 1989, Adam and Worthmann completed a detailed and exhaustive study
of the methods available at the time [AW89], and many of their techniques
are still in widespread use today. Privacy methods fall into two broad cat-
egories: suppressive and perturbative [WDW12]. A number of examples are

given for each method below.

2.4.1 Suppressive

As the name suggests, suppressive methods make no change to the values of
the data, but rather limit the quantity of data that is published. The primary

suppressive methods are listed below:

1. Cell Suppression — Individual attributes or combinations of attributes of
data points are suppressed in order to preserve privacy. In tabular data,
examples include the suppression of entire rows and/or columns. An

example of this method is shown in Figure 2.1;

2. Query Restriction — Where the data recipient has access to a database
via a querying mechanism, certain queries can be suppressed if their
answers are suspected of violating a given privacy protection require-
ment, or a limit can be placed on the number of queries that are an-

swered;
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4 3 1 3|11 4 3 1 3|11 4 1 11
01 0 01 0 0 0 0 0 1
2 21 05 2 21 0|5 2 21 0|5
1 3 4 2,10 1 3 4 2,10 1 3 4 10
79 6 5|27 7 6 5 7 9 6 5|27

(a) (b) (©

Figure 2.1: Example of cell suppression method on a numeric table with marginals:
(a) the input table with sensitive cell in the second row of the second
column, (b) the sensitive cell suppressed, with additional suppressions
in the marginals, (c) the sensitive cell suppressed, with additional sup-
pressions within the table.

3. Clustering/Recoding/Partitioning/Aggregating — Clustering data involves

merging one or more groups of data points together;

4. Sampling — Instead of releasing an entire dataset, the sampling method
randomly chooses a subset of the dataset to release. This differs from
the cell suppression method, where the cells are chosen deterministi-

cally.

2.4.2 Perturbative

In contrast, perturbative methods apply changes to the value of attributes in

a data point. The primary perturbative methods are listed below:

1. Adding Noise — Random noise is added to the value of the data; this
method is generally only applicable to continuous numerical data (e. g.
heights, salaries, ages, etc.), although discrete distributions can be used

to add noise to discrete numeric values, such as integers;

2. Rounding — Original values in this case are replaced by rounded values;
this is not entirely different to clustering in the suppressive methods,
but is considered a perturbative method as the value of the data is

changed.;

3. Re-Sampling — A synthetic dataset is generated, sampled from a distri-
bution created from the original dataset; any similarities to an individ-

ual are therefore coincidental;
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4. Swapping — Two variants of swapping exist; (i) data swapping is the
swapping of individual values in a dataset; (ii) rank swapping is gener-
ally conducted on numeric values where the full set of values is sorted,
and values are then swapped within a restricted range of their own

rank.

2.5 PRIVACY MODELS

We now examine a number of privacy models that have been developed by
the SDC community over recent decades. SDC has been in existence since
the late 1970s, and detailing every one of the models is beyond the scope of
this thesis. Instead, we focus on those we consider to be of greatest relevance
to the work presented in later chapters of this thesis.

We begin by looking at earlier techniques of ad hoc anonymisation, before
specialising to the more recent developments of k-anonymity and differential
privacy. We also examine randomised response, a special adaptation of local

privacy in surveying.

2.5.1 Ad Hoc Anonymisation

Anonymising data, also referred to as de-identification in the literature, in-
volves removing all identifiers (e. g. name, social security number, telephone
number, address, etc.) that are unique to a person. Anonymisation is still, in
some communities, considered an adequate method to preserve privacy in
microdata releases [CC14].

As demonstrated by the privacy failings detailed in Section 2.1.4, data
curators considered it sufficient to remove these explicit identifiers from the

data to preserve the subjects’ privacy.

LINKAGE ATTACKS Even with explicit identifiers removed, the data is
still vulnerable to a linkage attack, whereby an adversary uses the quasi-
identifiers to link the dataset with another still containing explicit identi-
fiers. This approach was the one used by Sweeney in re-identifying the GIC

dataset, as shown in Figure 2.2.
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Medical data Voter list
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i i Date
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voted
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Figure 2.2: An illustration of Sweeney’s linkage attack on the GIC dataset. The cir-
cle on the left shows the information present in GIC’s medical dataset,
and the circle on the right shows the information present in the voter
registration list. The two dataset could be linked by using the common
quasi-identifiers of ZIP code, data of birth and gender.

Linkage attacks in anonymised datasets are possible even when no obvi-
ous quasi-identifiers are present. The dataset released as part of the Netflix
prize contained no obvious quasi-identifiers, but was still vulnerable to a

linkage attack using IMDB data.

OTHER ATTACKS  Sometimes, the anonymised data is rich enough in de-
tail to allow re-identification. In this case, the data itself acts as a quasi-

identifier, as demonstrated in the AOL Research scandal.

Anonymisation has also proven ineffective when dealing with other types
of data. Releasing the structure of networks (graphs) has proven to be vulner-
able to a variety of attacks [BDKo7], while human location history has been
shown to be non-private even with a small amount of additional information

[dMHVB13].

A white paper by Narayanan and Felten in 2014 resolutely rejected claims
by Cavoukian and Castro from the same year that anonymisation was an
adequate means to preserve privacy [NF14, CC14]. Conversely, a pair of
publications in 2015 and 2016 respectively dismissed and advocated the use

of anonymisation in publishing credit card metadata [dMRSP15, SMDF16].
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2.5.2  k-Anonymity

In response to her re-identification of the GIC dataset in 1997, Sweeney pro-
posed a new suppressive privacy model, called k-anonymity. Her model en-
sures that any individuals” quasi-identifiers would be indistinguishable from
at least (k — 1) others, by implementing a series of suppressions on the data

[Sweo2].

At first glance, the model appeared to serve its function. The attack she
performed on the GIC dataset would not have been possible with k-anonymity.
However, flaws were soon found in the model. For example, if a group of
k records with the same quasi-identifiers (suppressed in some way) were to

each have the same sensitive attribute value, re-identification was possible.

Various enhancements to k-anonymity were subsequently proposed. /-
diversity was first developed in [MKGVo7] to introduce diversity within the
k-anonymity classes. Then, t-closeness was proposed in [LLVo7] to ensure
the k-anonymity classes fit closely to the distribution of the population. In
hindsight however, these were simply reactionary improvements to protect

against attacks previously detailed in the literature.

2.5.3 Differential Privacy

Around the same time as k-anonymity was proposed, another group of com-
puter scientists were, independently, investigating an alternative approach

to privacy in statistical databases.

BUILD-UP In 2003, NEC researchers Dinur and Nissim set about mea-
suring the privacy of data releases [DNo3]. Limiting their analysis to count
queries, they measured privacy by the ability of an adversary to reconstruct
(a portion of) a database. They derived lower bounds for the noise one

needed to add to the count queries to maintain privacy.

Dinur and Nissim’s proposal was developed in a series of papers up to
2006 [DNog4, BDMNos, DMNSo6, DKM *06]. Through the papers, the re-

searchers reasoned that privacy was a function of the mechanism, not the
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dataset. They also converged on the idea that a mechanism was private if

similar databases were indistinguishable through that mechanism.

INCEPTION  The concept of privacy pioneered by [BDMNos] was later
refined by Dwork, leading to her proposal of differential privacy in 2006
[Dwoo6]. She reasoned that the distribution of query answers from neigh-
bouring databases should be similar (within a multiplicative fraction). This
was simply a rephrasing of the conclusions of the previous works mentioned

above.

Dwork assumes each dataset to consist of rows, each of which corresponds
to a single data subject’s information. If the rows of each dataset lie in D (D

can be multi-dimensional), then a dataset d of n rows lies in the set D".

We let the randomised output of a query Q on d be denoted by the random
variable X 4 and denote by Eq the range of Q. Using € > 0 as a privacy pa-
rameter, then e-differential privacy is satisfied when the following inequality
holds for all databases d,d’ € D" differing in one row and for all measurable
subsets A C Eg:

P(Xga € A) <eP(Xg g € A). (2.1)

Under Dwork’s definition, an adversary would be unlikely to know if a
particular person was in a database from the answer of any query, since
answers from similar databases are indistinguishable within a given factor.
Such a scenario would hopefully have the added effect of increasing user
trust in data collection, as similar knowledge could be gained about an indi-
vidual even if their data was not included. Phrased another way, a differen-
tially private mechanism should reflect the dataset as a whole and not be

sensitive to the values of individual entries.

The notion of relaxed differential privacy was first used in [KSo8], having
previously been noted in [DKM "06] but absent from the original definition
of differential privacy. Relaxed differential privacy allows for more flexibil-
ity in designing mechanisms over strict differential privacy, especially when
small or zero probabilities are involved. For relaxed differential privacy, a
second privacy parameter 0 < é < 1 is included in the original e-differential

privacy definition. We say (e, 6)-differential privacy is satisfied if the follow-
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Figure 2.3: An illustration of (€, 6)-differential privacy for € = 1 and 6 = 0.05. The
probability density function of X 4, fx, ;, is shown in black. A necessary
condition for (g, §)-differential privacy to hold is that the distributions of
neighbouring databases lie in the shaded region.

ing inequality holds for all databases d,d’ € D" differing in one row and for

all measurable subsets A C Eg:

P(Xgq € A) <eP(Xgy € A) +6. (2.2)

A visual illustration of (e, §)-differential privacy is shown in Figure 2.3.

IMPLEMENTATION  Dwork’s original differential privacy work included
the first implementation of a mechanism on continuous data. The Laplace
mechanism was proposed as a way to achieve differential privacy, by adding

noise sampled from a Laplace distribution.

If we are seeking to achieve e-differential privacy on outputs of a query
Q : D" — R using the Laplace mechanism, then we must first determine
its sensitivity AQ,

AQ = max [|Q(d) — Q(d')[|r, (23)

where the maximum is taken over all d,d’ € D" that differ in one row.

It was shown that if we add noise sampled from a Laplace distribution
2
with mean 0 and variance 2<¥> , then that mechanism Xg 4 will satisfy

e-differential privacy:

k
Xo4 = Q(d) + <Laplace (O, A6Q)> , (2.4)

where the second term is shorthand for a k-dimensional Laplace random

variable, with mean 0 and scale %.
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In cases where adding numeric noise made no sense, McSherry and Tal-
war [MToy] proposed the exponential mechanism for achieving differential
privacy, by using a utility function to select an appropriate output. Namely,
suppose that Q maps into a discrete set Eg. The exponential mechanism
chooses a response q € Eg based on its utility to the input database d. If the

utility function is u : D" x Eq — R, then we define the mechanism as

pe(d,)

P(Xpg=9) = ——75——.
( Qd q) fEQ eeu(d,p)dp

(2.5)
If we define

Au = max|u(d,q) —u(d',q)|,

where the maximum is taken over all d,d’ € D" that differ in one row and
over all g € Eg, then McSherry and Talwar showed that the exponential

mechanism satisfies (2e Au)-differential privacy.

ADOPTION  Equipped with a rigorous definition of privacy and simple
mechanisms with which to achieve it, differential privacy quickly gained
traction in the computer science community. Within a few short years, a
wealth of literature had emerged, analysing differential privacy in depth, the
highlights of which we now briefly review. A more thorough introduction

to the techniques of differential privacy can be found in [DR14].

Early on, the claim of differential privacy’s resistance to auxiliary or side
information was tested and shown in [KS08, GKSo8]. In fact, it was found
that more relaxed definitions of differential privacy were resistant to auxil-

iary information attacks.

[KLN " 11] examined the application of differential privacy to learning al-
gorithms and produced results making such an application possible. Diff-
erential privacy’s utility guarantee was investigated by [GRS12] while its

privacy guarantees were examined by [KM11, AACT 11].

The geometry of differential privacy was analysed by [HT10] and pro-
duced bounds for the noise to be added on linear queries. Their results effec-
tively put a limit on the number of queries that can be asked of an interactive
database, a shortcoming we address in a later chapter. This geometrical work

was extended in [NTZ13] to relaxed differential privacy, again providing er-
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ror bounds for differentially private queries. Further work on the high levels
of noise required to achieve differential privacy was carried out in [NRSo7].
Instead of deciding the noise level for a function based on its sensitivity to
all possible databases (global sensitivity), they proposed smooth sensitivity of

functions to add lower, instance-based noise.

[LC11] examined the question of choosing an appropriate € for differential
privacy, a question largely glossed over until then in favour of theoretical

investigations.

Optimality of mechanisms has also been of great interest. While the Laplace
mechanism has received much attention, the staircase mechanism was de-
rived from it in later work [GV14]. The staircase mechanism was shown to
add less noise than the Laplace mechanism while achieving the same privacy
standard, thereby giving more accurate results, especially for large €. The op-

timality of the staircase mechanism was further analysed in [GKOV15].

Optimal mechanisms have also been investigated in the relaxed differen-
tial privacy and local differential privacy settings [GV13, KOV14, KSS516]. In
the local privacy case, [KOV14] derived optimal mechanisms taking inspira-

tion from the staircase mechanism mentioned previously.

The connection between differential privacy and k-anonymity has been
shown in multiple papers. [LQOS12] showed that differential privacy is ob-
tained from k-anonymity under certain conditions. [DFSC15] went a step
further and showed that t-closeness and differential privacy are equivalent.
They used a stochastic formulation of t-closeness, the k-anonymity enhance-

ment, for their results.

Statistical sampling was not considered in Dwork’s original definition
of differential privacy, where datasets were considered to be deterministic.
[HRW11] looked at the application of differential privacy to databases whose

data is created by randomly sampling from a larger population.

While differential privacy was conceived to block threats from adversaries
with infinite computing power, the reality is that computation is limited.
[MPRVog] formulated a relaxed form of differential privacy for computa-

tionally-bounded adversaries.

Differential privacy has also been used as stepping-stone to formulating

new, more general privacy definitions. One example includes [KM14], where
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a Bayesian approach to privacy was taken by generalising differential privacy
and its notion of indistinguishability. [BKOZB12] also employed a general-
isation of differential privacy in developing a framework for verifying the

privacy-preserving nature of programmes in practice.

SPECIFIC APPLICATIONS  Along with the theoretical investigations of
differential privacy, the model has been applied to specific applications in

SDC also. Again, we limit our survey to some of the most relevant results.

Graphs, in particular, have received considerable attention in looking for
differential privacy applications. As noted in Section 2.5.1, graph structure
can be vulnerable to attack. One paper of note is [KRSY11], which looked at
releasing differentially private counts of a graph’s subgraphs (triangles, stars,
etc.). Such subgraph counts are frequently useful for detailed graph analysis,
and can also be used to construct synthetic graphs that mimic features of the
original graph. The approach of [KRSY11] made use of smooth sensitivity
introduced in [NRSo7] to satisfy differential privacy while adding less noise
than the Laplace mechanism. Their implementation greatly improved on
previous work by [RHMSog], which achieved a weaker notion of privacy

while adding greater noise.

Releasing the degree distribution in a differentially private manner has
been examined in [HLM]Jog, KS12]. The former also took a deeper look at
how the original definition of differential privacy relates to graphs. They
proposed two main adoptions, edge privacy and node privacy, whereby ‘neigh-
bouring’ graphs are defined by ones differing in one edge/node. [TC12] later
proposed out-link privacy for directed graphs, where neighbouring graphs
differ in the data provided by a particular individual (i.e. all the directed
links from that individual to others).

Another interesting approach was taken by [SZW ' 11], whereby they cre-
ated synthetic graphs from noisy graph statistics. This was similar to the
method briefly mentioned by [KRSY11] in privately recreating graphs from

perturbed statistics.

Other interesting applications have also been examined for differential
privacy. The release of set-valued data was studied in [CMF " 11], while diff-

erentially private data mining was discussed in [FS10, MCFY11]. Differential
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privacy has also been analysed in the context of principal component anal-
ysis in [CSS12], having taken inspiration from McSherry and Talwar’s expo-
nential mechanism to derive a more optimal solution for their specific ap-
plication. Privatising location data with differential privacy was investigated
in [ABCP13] by using a planar Laplace distribution to add noise. Finally,

differential privacy on time-series data was considered in [RN10, SCR"11].

USE IN PRACTICE  While differential privacy has been an interest to re-
searchers for over a decade, uptake within the IT industry has been less
prevalent. A paper in 2012 suggested Facebook was using differential pri-
vacy in its advertising system to protect its users [CK12]. This was in re-
sponse to Korolova’s revelations that advertisers could infer a user’s private

information by tailoring their targetting of ads [Kor1o].

In 2016, Apple announced that the latest version of its operating sys-
tem, iOS 10, would use differential privacy when collecting usage statistics
[Gre16a, Gre16b]. “Starting with iOS 10, Apple is using technology called
differential privacy to help discover the usage patterns of a large number
of users without compromising individual privacy,” Apple explained in a

press release [App16].

FUTURE  Despite its widespread use within the computer science com-
munity, differential privacy is not without its critics. While the original def-
inition in [Dwoo6] was useful in its generality, mechanisms are now being

developed for specific applications.

A detailed critique was published in [BMS14], highlighting the large amount
of noise required to achieve differential privacy in general. Although pub-
lished 8 years after the first paper on differential privacy, the critique made
exclusive use of Dwork’s Laplace mechanism, which has since been proven
to add more noise than necessary [GV14]. As detailed above, methods are
now being developed for specific applications aimed at improving the utility

of the results.

However, even more research is needed to fully realise the potential of
differential privacy in certain applications. In healthcare for example, exist-

ing differential privacy techniques were found to add too much noise for



2.5 PRIVACY MODELS

queries to be useful by [DEE12], and recommended that more research take

place before its adoption in the industry.

The original definition of differential privacy as holding over ‘neighbour-
ing” databases is also being relaxed. Differential privacy is being used sim-
ply as a framework to add noise or perturb data. This is especially evident
in the research of local differential privacy, whereby the perturbation to
data is conducted by the data subject before supplying that data to the cu-
rator. Local differentially private data publishing was examined in [SS14],
while optimality of local differential privacy mechanisms was investigated
in [DJW13, KOV14].

Achieving differential privacy in randomised response has also been stud-

ied [WWHi15, WN16], a subject we discuss further below.

2.5.4 Randomised Response

Arguable the oldest privacy model in existence, Randomised Response (RR)
dates back to 1965 when it was proposed by Stanley L. Warner as a method to
eliminate bias in surveying [War65]. Instead of answering a survey question
truthfully (or not answering out of fear or embarrassment), subjects would

answer in a randomised way.

INCEPTION  Warner’s original idea related to binary surveys, such as
finding the proportion of the population possessing a certain attribute (e. g.
people who have cheated on their partner). Each subject would be presented
with a spinner which they would spin in private to decide which question
to answer, either ‘Have you ever cheated on your partner?” or ‘Have you
always been faithful to your partner?’. Such a set-up affords the subjects
plausible deniability, as the curator can’t know for sure whether each subject
possesses the attribute or not. Even without knowing which question each
subject answered, the curator would be able to estimate the proportion of
the population possessing the attribute from the number of “Yes” and ‘No’
responses. The spinner can be replaced by any appropriate randomisation
device, such as flipping a coin, rolling a dice or drawing from a pack of

cards.
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BACKGROUND

FURTHER RESEARCH A rich body of literature now exists on RR. The
inefficiencies of Warner’s original RR model have been tackled by a host of
authors and many new RR models have been proposed. These include the
unrelated question model [GAESH69], the forced response model [Bory1],
Moor’s procedure [Moo71] and two-stage RR models [NSMgo]. Non-binary
questioning has received attention, both for numeric values [GJAH71, GSo7a]
and categorical values [AEGH67, GAESH69]. Privacy protection metrics have
also been considered on RR [Lany6, LW76, Loy76, Bos1s].

Recently, new randomisation techniques have been proposed for RR. For
example, Tian’s parallel model uses the inherent randomness of people’s at-
tributes (e. g. month or day of birth) to introduce uncertainty [Tia14]. A simi-
lar technique was proposed in [MM12] when seeking answers from multiple
questions without the need for multiple randomisations. More comprehen-

sive lists of RR models can be found in [Kru13, BIZ15].

One model which we focus on in this thesis is the model proposed by
Mangat as an improvement to Warner’s in [Mang4]. Under the assumption
that possession of the attribute is sensitive, only the responses of those not
possessing the attribute should be randomised. Members possessing the at-
tribute would therefore answer truthfully, but would still be afforded plau-
sible deniability by the randomised responses of the rest of the population.
This deniability is strongest when the proportion of the population possess-
ing the attribute is small. Mangat’s model has previously been examined in

[Moog7, GSo7b].

CrRITICISMS  Researchers remain divided on the effectiveness of RR how-
ever. While some works have shown RR to be an improvement on direct
questioning and other methods [vdHvGBHoo, GGy5, LSOEo4, Kru12, TF81],
others remain sceptical on its advantage [WSg4, WP13, LHG97]. Public trust
in RR has also been shown to be lacking [CJ11]. As few as 15 per cent of
subjects trusted the RR technique to preserve privacy, and only 21 per cent

trusted the method when randomisation was achieved by way of a coin toss

USE IN PRACTICE Nevertheless, RR is actively used in surveying when

asking sensitive questions. Examples include surveys on doping and drug
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use in elite athletes [SUS10], cognitive-enhancing drug use among univer-
sity students [DSF'13], faking on a CV [DDHo3], corruption [Gin10], sexual
behaviour [CDJ " 14], and child molestation [FL88]. Google also uses RR to

privately collect statistics for web browser settings [EPK14].

2.6 CONCLUDING REMARKS

The goal of this chapter was to introduce the reader to the foundations of
Statistical Disclosure Control (SDC) and the history of differential privacy

and Randomised Response (RR). The main items considered were as follows:

A brief look at the legal history of privacy in general and data privacy;

An introduction to SDC and a review of a number of high-profile data

privacy breaches;

* An overview of the primary perturbation locations, data types and

perturbation methods considered in the literature;

* An overview of a number of privacy models, with primary focus on

the history of differential privacy and RR.
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FORMULATING DIFFERENTIAL PRIVACY

In this chapter, we formulate a single unifying mathematical framework for differen-
tial privacy and establish a number of fundamental results. Through an abstract
approach, the framework can be applied to all major data types, query types and
perturbation methods considered in the literature thus far. We also establish general

utility bounds for differentially private mechanisms.
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3.1 INTRODUCTION

As was established in Chapter 2, differential privacy has gained traction
within the computer science research community as a protocol to measure
privacy. Various data types, query types and perturbation types have been
considered, but differential privacy has thus far lacked a single generalised
framework to deal with this variation of data and methods of data publica-
tion.

This chapter is dedicated to developing a single unifying mathematical
framework for differential privacy. Under our abstract approach, all major

data types, query types and perturbation methods can be handled using a
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single framework. This allows us the advantage of deriving results in gener-
ality that can be applied uniformly to a wide variety of applications.

We begin in Section 3.2 by formulating the framework, formally defin-
ing the concept of differential privacy in this framework, and introducing
specialisations to specific methods of perturbation. In Section 3.3 we briefly
consider sufficient conditions for differential privacy to hold on a mecha-
nism and consider the special case of the identity query in Section 3.4. In
Section 3.5 we formulate a realisation of local privacy in our framework,
and present initial results on utility in Section 3.6. Concluding remarks are

given in Section 3.7.

3.2 PRELIMINARIES

We first recall some standard concepts and results from probability and mea-
sure theory [Rud87, Bilgs]. Given any collection A of subsets of a set (), we
use 0(A) to denote the smallest o-algebra containing A and refer to o(.A) as
the c-algebra generated by A. A set () together with a c-algebra of subsets
of Q) is a measurable space.

Given a mapping Q : U — E from a set U to a set E and a subset A C E,
the notation Q' (A) denotes the pre-image of A, Q"1 (A) = {u € U: Q(u) €
A}.

We denote by [n] the set [1,n] N Z for any n € Z. Note that [n] = @ when
n < 1. Similarly, we denote by [n]o the set [n] U {0} for any n € Z.

A monotone class M of subsets of some set () is defined by the following

two properties:
() if {A;}2, € M, and if A; C A;1q for all i, then U2 A; € M;
(i) if {A;}2; € M, and if A; D Ay for all i, then N2, A; € M.

The next result, which appears as Theorem 3.4 in [Bilg5], characterises

0(A) as the smallest monotone class containing .A.

Theorem 3.1. Let A be an algebra of subsets of some set () and let M be a monotone

class such that A C M. Then o(A) C M.
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Given two measurable spaces (X, Ax) and (Y, Ay), subsets of X x Y of
the form

p
R = UXZ X Yi/
i=1

where X; € Ay, Y; € Ay for i € [p] and (X; x Y;) N (X; x Y;) = @ for
i # j, are known as elementary subsets. Let R denote the collection of all
elementary subsets and denote by Ax.y the usual product c-algebra on
X x Y generated by {A x B : A € Ax,B € Ay}. The following result is
Theorem 8.3 of [Rud87].

Theorem 3.2. If M is a monotone class and R C M, then Axxy C M.

Finally, for a measure p on a measurable space (X, Ax), we recall the

following fact.

Proposition 3.1. Suppose that {A;}>, C Ax satisfies A; C A;iq for all i, then
limy oo p(Ai) = p (U2 Ai).
Similarly, if A; D Aitq for all i, then im;_,eo p(A;) = (N5 Ai).

3.2.1 Database Model

The individual entries of the databases we consider are elements of a set
D C U where U is a metric space with metric p. We equip U with the Borel
o-algebra generated by the open sets in U (in the metric topology); D then
naturally inherits a c-algebra Ap. A database d with n rows is given by a
vector d = (dy,...,d,) € D" in which d; € D is the ith row. Throughout, we
assume that U" (and D") is equipped with the usual product c-algebra Ajy»
generated by {A; x --- x A, : A; € Ay}. This ensures that projection maps

i U" — U given by 7;(x1,...,x,) = x; are measurable.

Definition 3.1 (Neighbouring databases). We say that two databases d = (dj, . ..

and d' = (di,...,d},) in D" are neighbours, and write d ~ d', if there is some

j € [n] such that d; # d; and d; = d; for all i € [n] \ {j}.

We will write d ~ d' € D" as shorthand notation for d,d’ € D" and d ~ d'.

More generally, we define the Hamming distance between two databases d

and d'.
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Definition 3.2 (Hamming Distance). The Hamming distance, h : D" x D" —

[n]o, between two databases is the number of rows on which they differ:
h(d, d') = |{i:d; #d}}| (3.1)

Hence d ~ d' if and only if h(d,d') = 1.

It is worth highlighting the generality of this setting: the metric space D
can contain numerical, categorical or functional data; moreover, it can be

discrete or continuous.

Example 3.1. If our data concern the hobbies or interests of people, we con-
sider a set of all possible hobbies, denoted by H. For simplicity it is not
unreasonable to assume that H is finite. Our data entries are then drawn
from the power set D := P(#H) of ‘H, which will again be a finite set.

There are various natural choices of metric in this case. We could con-
sider the discrete metric on D in which p;(A,B) = 1if A # B and 0 other-
wise. Alternatively, we could choose the metric given by symmetric distance:
p2(A,B) = [(AUB)\(ANB)|. In both of these cases, the Borel o-algebra
consists of all subsets of D. Note that there is no requirement that each entry
in a database in D" have the same size or cardinality, reflecting the fact that

not all of us have the same number of interests or hobbies.

Example 3.2. In readings from field deployed sensors, each reading has a
time-stamp giving rise to time-course data. A similar example is in smart
metering where the supplier collects data from consumers giving electricity
consumption over a time-window. Data of this type is naturally represented
as either a function or a sequence of real numbers.

In our framework, we can take U to be a sequence space such as {* or
2, or an appropriate function space such as C([0, T]) or L?([0, T]), where
T represents the billing period (for instance). All of these spaces have natu-
ral norms defined on them (in fact they are all Banach spaces) and can be

equipped with the Borel c-algebra generated from the open sets in the norm

topology.

For the most part, we assume that the data space D is compact. This is

immediate if D is finite (as in Example 3.1) and is a natural assumption in
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most realistic situations. When D is compact, we denote by diam(D) the
diameter of D:

diam(D) = drgaeﬁp(d, d). (3.2)

3.2.2  Query Model

We consider a very general query model. The set of all possible responses is
denoted by Eg while Ag is a o-algebra of subsets of Eg. In the case where
Eg is a metric space, we assume that AQ is the Borel o-algebra generated by
the metric topology. A query Q is then a measurable function, Q : U" — Eg
and hence Q7 1(A) € Ayn forall A € Ag.

A query is denoted by (Q, Eg, Ap), which, for simplicity and where there

is no ambiguity, we will write simply as Q.

Example 3.3. As with the data in d, queries are not restricted to take numeri-
cal values in this setting. For instance, if we consider Example 3.1 above, then
we could consider a query asking for the number of people in the database
who are interested in Classical Music or Football for instance: this would
clearly be a numeric query. On the other hand, we could also request the
3 most common hobbies in the database, the output of which would be a

categorical set.

3.2.3 Response Mechanism

We now formally introduce the concept of a response mechanism within this
general framework. As is standard in the literature on Probability Theory,
we assume that a probability space (Q), F,IP) is given [Bilgs]. Here, Q) is
a set (corresponding informally to the set of outcomes of some ‘random
experiment’), F is a o-algebra of subsets of () (corresponding to ‘events’ of

interest) while I is a probability measure defined on F.
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We define a response mechanism with respect to a set of queries, Q which
represent the queries of interest for a particular application. A response

mechanism with respect to this set is a collection of measurable mappings

{XQ,d Q) — EQ ‘ Qe Q,de Dn}. (3-3)

Note that X 4 is an Eg-valued random variable for each Q and d. Response
mechanisms are typically described as ‘randomised algorithms’ in the liter-
ature [Dwoo6, MToy, KSo8], where each query Q is represented by a ran-

domised algorithm as a function of d.

We remind the reader that IP(Xo 4 € A) is standard shorthand in proba-
bility theory for P({w € Q: Xpa(w) € A}). Throughout the thesis, in cases
where there is no ambiguity, the argument w of Xg 4(w) will be suppressed.
Furthermore, where there is no ambiguity, the response mechanism will be

written as { X4}

We now present two specialisations of this general response mechanism,

where the perturbation is applied (i) before querying, and, (ii) after querying.

3.2.3.1 Sanitised Response Mechanisms

Much of our work in this and subsequent chapters is focused on a particular
type of mechanism, the sanitised response mechanism. First of all, we intro-

duce the notation of a sanitisation which is a family of measurable mappings

{Yg: Q—=U"|deD"}. (3-4a)

This represents ‘sanitising’ the original database. If the database is sanitised
by adding appropriate noise, the mapping Y;(w) takes the form Y;(w) =
d + N(w) for some U"-valued random vector N(w). Note that in order to
define a mechanism by adding noise, it is necessary for U" to have a suit-
able algebraic structure in order for the operation of addition to make sense.
However, our framework does not require this extra structure to be present

in general.
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A response mechanism {Xg 4} is said to be a sanitised response mechanism

if X4 takes the particular form

Xga(w) = Q(Ya(w)) (3-4b)

forall Q € Q and d € D"

Written in full, the response mechanism is
{X0a=QoY;: QO —=Eq| Qe QdeD"}. (3-4¢)

Note that {Y;} is itself a response mechanism as per (3.3), and corresponds
to {X;4}.

The motivation behind this choice of terminology is that the mechanism
is generated by first sanitising the database via the sanitisation Y4 and then
answering a query Q using the sanitised database. That is, by answering
with Q(Yy(w)) rather than the true query answer Q(d). This corresponds to
Privacy-Preserving Data Publishing (PPDP) mentioned in Section 2.1.3.

3.2.3.2  Output Perturbations

In the differential privacy literature, output perturbation mechanisms which
operate by perturbing or adding noise to the query response have attracted
particular interest [Dwoo6]. This corresponds to Privacy-Preserving Data
Mining (PPDM) mentioned in Section 2.1.3. Such mechanisms can also be

expressed in the general framework described here.

Let a query Q : U" — Eg be given. Assume that there is a family of

measurable functions

{2,: Q= Eqlq¢€Eq} (3.52)

taking values in the output space Eg of Q. Informally, for g € Eg, Z; can
be thought of as the random response of the mechanism when the true
query response is 4. An output perturbation mechanism is then defined as a

response mechanism {Xg 4} of the particular form

Xga(w) = Zoa) (w), (3-5b)
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for each Q € Q and d € D". Written in full, the response mechanism is

{Xoa="Zguy: Q—Eq| Qe Q,deD"}. (3.5¢)

For real-valued data, the functions Z; may take the form Z;(w) = q +
N(w) where N represents the noise added to the query response as in the
well-known Laplace mechanism. For set-valued queries, Z, can be defined

by specifying an appropriate probability mass function on Eg.

3.2.4 Differential Privacy

In the interest of completeness and clarity, we now recall the definition of

differential privacy and write it in the setting introduced in this section.

Definition 3.3 (Differential Privacy with respect to a Query). Let € > 0, 0 <
0 <1 be given. A response mechanism is (€, §)-differentially private with respect to

aquery Q* € Qifforalld ~d € D" andall A € Ag-,
IP(XQ*’d € A) < Eeﬂ—)(XQ*,d/ € A) + 4. (36)

It is important to note that the relation d ~ d' is symmetric, so inequality (3.6) is

required to hold when d and d' are swapped.

Definition 3.4 (Differential Privacy). A response mechanism is (€, §)-differentially
private with respect to set of queries Q if it is (€, &)-differentially private with respect
to every query Q* € Q.

The above definitions are often referred to as relaxed differential privacy;
the original notion of differential privacy (now known as strict differential
privacy) introduced in [Dwoo6] considers the case where § = 0. Relaxed

differential privacy was first considered in [KSo8].

It follows that a sanitisation {Yj;} is (¢, 0)-differentially private if P(Y; €
A) <eP(Yy € A)+ 6, foralld ~d € D" and A € Aypn.
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3.3 SUFFICIENT SETS FOR DIFFERENTIAL PRIVACY

In this brief section, we consider the following question: is there a strict
subset S C Ag such that if (3.6) is satisfied for all A € S, it is guaranteed
to be satisfied for all A € Ag? We refer to such a set as a sufficient set for
differential privacy.

Depending on the application, the query output space may be a subset
of R" or of a sequence or function space such as C([0, T]). A key question
for the practical deployment of differentially private mechanisms is how to
determine if a mechanism is in fact (g, §)-differentially private. Testing (3.6)
on the entire o-algebra is a potentially difficult task. Our next result shows
that it is sufficient to test this condition on any algebra S C Ag that generates
Ag.

Theorem 3.3. Let a query Q and a response mechanism {Xg 4} be given and let
S C Ag be an algebra such that o(S) = Aq. If (3.6) holds for all sets A € S, then
it holds for all sets A € Ag.

Proof. Let B denote the collection of sets in Eg for which (3.6) holds. By

assumption, S C B. Now let Ay, Ay, ... be any collection of sets in B with

A; C A; for all i. Define A := U;A; and let d,d’ € D" with d ~ d’ be given.

As each A; € B, it follows that
P(Xgq € Aj) < ee]P(XQ,d/ €A)+9

for all i. As the sequence A; is increasing, it now follows from Proposition 3.1

that

]P(XQ/d € A) = hm ]P(XQ,d c Ai)
i—00
< e ili_)n;lo]P(XQ,d/ c Ai) + 0

= P(Xgy € A) 49,

and so A € B. An identical argument shows that for any sequence {4;} of

sets in B with A; D A;q for all i, and A = N;A;, A € B. Taken together

these two observations imply that B is a monotone class. Moreover, S C B.

The result now follows immediately from Theorem 3.1. ]
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Using this result, we no longer have to check for differential privacy on
countable unions of sets, instead checking on finite unions is sufficient. We
show, in the example below, how Theorem 3.3 can be applied to differen-
tially private mechanisms for functional data to obtain results such as those

described in Section 3.1 of [HRW13].

Example 3.4. Suppose our query Q takes values in the space C([0,1]) of
continuous functions on [0,1] equipped with the norm ||f||« = sup{|f(t)] :
t € [0,1]} and the o-algebra Ag of Borel sets generated by the norm topology.
Let a mechanism {Xg 4} be given. Then Xg 4(w) € C([0,1]) for each w € Q).

Given a positive integer k and real numbers 0 < #; < --- < t < 1,

consider the projection 73, s, : C([0,1]) — RF given by

T, (f) = (f(t1), .-, f())-

These mappings are measurable with respect to the usual Borel c-algebra

on R¥ and hence we can define the R¥-valued mechanism Xg’,’i"t" = T4, 4 O

XQ,d-

We claim that if the finite-dimensional mechanisms {Xté:é"tk} are (€,0)-
differentially private for all k and ty,...,t, then the mechanism {XQ,d} is
(e, 0)-differentially private. The argument to show this is as follows. From the

assumption on the finite-dimensional mechanisms, it follows immediately

that (3.6) holds for all (so-called cylinder sets) sets A of the form
A= ”t?}‘.,tk(B)

where B is a Borel set in RF. These sets form an algebra and it follows
from Theorem VIL2.1 of [Par6y7, Pg. 212] that the c-algebra they generate
is the Borel o-algebra of C([0,1]). It follows immediately from Theorem 3.3
that {Xg 4} defines an (e, 6)-differentially private mechanism on C([0,1]) as

claimed.

3.4 SANITISED RESPONSE MECHANISMS AND THE IDENTITY QUERY

A popular approach to designing differentially private response mechanisms

is to add noise to the query response Q(d). It is known however, that this can
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lead to privacy compromises by averaging a large number of responses to
an identical query [Dwoo8], unless the number or type of queries that can
be asked is restricted. We now show that if a sanitised response mechanism
(3.4b) is (€, 6)-differentially private with respect to the identity query, then it

is (g, 0)-differentially private with respect to any query.

It is important to appreciate that we place minimal restrictions on the
query Q and its output space. For example, if we consider Eg to be the
space of square summable or bounded real sequences then Q naturally cor-
responds to an infinite sequence of individual real-valued queries, each of

which is a projection of the given Q.

The identity query I is defined by the identity map on the ambient space
U". Formally, I(x) = x for all x € U". Note that an output space Eg is as-
sociated with each query and that these spaces can be different for different
queries; in the case of the identity query we select Eo = U". In sanitised re-
sponse mechanisms, the ‘sanitised database” Y, can be viewed as a response
to the identity query. However, disclosing Y; need not disclose the original
database d provided that an appropriate privacy-preserving perturbation

has been applied.

Importantly, if (e, §)-differential privacy is achieved with respect to I, then

the response to any query is (€, §)-differentially private.

Theorem 3.4 (Identity Query). Consider a sanitised response mechanism as de-
fined in (3.4b). Suppose that the sanitisation {Yy} is (e,d)-differentially private.
Then the mechanism (3.4b) is (e, 6)-differentially private with respect to any query

Q.

Proof. Letd ~ d' € D". By assumption,

P(Ys € E) <eP(Yy €E)+5, (3.7)

forall E € Ayn.
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Let a query Q and A € Ag be given. As Q is measurable, Q71(A) € Ayn.
Then, using (3.7),

P(Xga € A) =P(Q(Yy) € A)
=P(Ya€Q(A)
<eP(Yy € Q1 A))+9
= P(Q(Yy) € A)+6

— Eeﬂ—)(XQld/ G A) + 5.

Thus, the mechanism satisfies (e, d)-differential privacy with respect to Q

also. =

Remark: The previous result shows that the following natural intuition
is valid in the abstract setting described here. If we can release a sanitised
version of the database in an (g, d)-differentially private manner, then we
can answer any query on this sanitisation in an (g, §)-differentially private
manner also. From a privacy perspective at least, we can do no worse than
to release all of the data.

The following worked example highlights a fundamental difference be-
tween sanitised response mechanisms and those based on output perturba-
tions. We will see that the conditions for (g, §)-differential privacy can be
violated easily for repeated queries when using output perturbation mecha-

nisms that are (¢, §)-differentially private for a single query.

Example 3.5. Consider the scenario where the same query is asked multiple
(k) times on a database. We can easily model this as a single query Q¥) which
maps from U" to E]é = Eg X Eg x ... X Eg (the k-fold direct product of Eg)
and is given by Q) (d) = (Q(d), Q(d), ..., Q(d)). Theorem 3.4 shows that if
the sanitisation Y, is (€, 6)-differentially private then the sanitised response
mechanism given by Q) o Y, is also (e, §)-differentially private for all k > 1.

In contrast, consider the situation for output perturbation mechanisms.
For simplicity suppose we have a binary-valued query Q : U" — {0,1}. So
Eg = {0,1} and to define the output perturbation, we need to specify the
distributions of Zy and Z;. If we put P(Z; = i) = 1—p, P(Z; # i) = p

for i = 0,1, then it is not difficult to verify that the output perturbation

1-6
14-e€-

mechanism Xg 4 = Zgy) is (€, 6)-differentially private if and only if p >
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Let us make the reasonable assumption that there exist two neighbouring
databases d, d’ in D" for which the response to Q is different; say Q(d) = 0,
Q(d') = 1. Then for the set A = {0}, we have P(Zqs € A) =P(Zy =0) =
1 — p, and similarly P(Z 4y € A) = p.

Now suppose the query Q is asked twice and we wish to use our output
perturbation mechanism to answer it privately. The output space is Eg X
Eg and the natural way to define the random variables Z, .., for q1,42 €
= (Z,Z,) where the Z; are independent and Z; is

Eq is by setting Z(y, ;)

identically distributed to Z,, for i = 1,2. For the scenario described in the
last paragraph, if we choose € = In2 and & = 0.2, then if we choose p = %
the mechanism is (g, §)-differentially private with respect to Q. However if
we repeat the query twice and consider the set A = {0} as before,

4
P(Zg)) € AxA)=(1-pP =73,

while

]P(Z(z)

1
— 2
Q(d/)GAxA)_p =5

It is now straightforward to verify by direct calculation that

() )
P(Z5ay € AXA) > eelP(ZQ(d,) EAXA)+6

for e = In2 and § = 0.2, showing that applying the output perturbation
mechanism twice in this instance will lead to differential privacy being vio-

lated.
The following corollary follows directly from Theorem 3.4.

Corollary 3.1. Consider a sanitised response mechanism as defined in (3.4b) and
suppose I € Q. Then this response mechanism is (€, 6)-differentially private with

respect to I if and only if it is (e, §)-differentially private with respect to every query
Qe Q.

Proof. “="": Theorem 3.4.

“<«<": The response mechanism is (¢, §)-differentially private with respect
to every query Q € Q by assumption, therefore it must be (¢, 6)-differentially
private with respect to the identity query I, since I € Q. O
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Observe that the number and details of queries Q € Q do not need to
be specified in advance for Theorem 3.4 to hold, and so queries may be
interactive and unlimited in number. This highlights a fundamental differ-
ence between privacy mechanisms that perturb the query response (e.g. by
adding Laplacian or Gaussian noise) vs privacy mechanisms that perturb the
database itself. Namely, in the former the added noise can be averaged out
by an adversary repeating a query multiple times, thereby requiring a limit
to be placed on the number of queries allowed, while in the latter an averag-
ing attack of this sort is impossible; a repeated query will simply receive the

same answer each time.

3.5 PRODUCT SANITISATIONS

In this section we introduce an implementation of local privacy in our frame-
work. The concept of local privacy involves data being perturbed at the point
of collection, which, in our framework, corresponds to a database in which
each row is independently sanitised before the entire sanitisation is queried/
published.

We call this a product sanitisation in our framework, as the resulting sani-
tisation is a product of n 1-dimensional sanitisation mechanisms. By apply-
ing an appropriate privacy-preserving perturbation to each individual input
through this 1-dimensional mechanism, we construct the full n-dimensional
sanitised database upon which privacy-preserving queries can be answered

under certain conditions.

3.5.1 Preliminary Results

Before we formally introduce the product sanitisation mechanism, we first

establish a number of technical results.

Lemma 3.1. Let Ay, ..., Ay, By, ..., By be two collections of non-empty sets. Then

the finite union \J!_,(A; X B;) can be written as

(Ai x B)) = |J (A1 x By),
1 IC[p]

14
i=
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where Aj = Uic; Ai and By = iy Bi' \ Uig Bi- Moreover, Bin EI = O for all
I#].

Proof. We need to prove equality and disjointness of the decomposition.

“C”: Let (a,b) € U_,(A; x B;). Then there exists at least one i* such that
(a,b) € A x Bp-. Let I := {i: b € B;} C [p] (note i* € I). Then b € (¢, Bi,
but b ¢ B; for any j ¢ I, otherwise j would be an element of I,. Hence

b € Nier, Bi \ Uigy, Bi- Also a € Ujej, A; since a € A;-. Hence

(ab)e U U xNB\UBi

1C[p) \icl iel il

“2”: Let (a,b) € Uicpp) (Uier Ai X Nier Bi \ Uigr Bi). Then there exists at
least one I* C [p] such that (a,b) € Ujcp Ai X Nicrs Bi \ Ujgr+ Bi. Hence
a € A; for at least one i € [* and b € B; for all i € [* and so there exists at

least one i € I* such that (a,b) € A; x B; and so

p

(a,b) € | J(Ai x By).
i=1
“N = @”: Finally, we show that B,NB ;= @ if I # ]. To see this, note that
if I # ], then we can without loss of generality assume that there is some
index k € I that is not in J. Then any x € §1 must be in B;. However, as
k € J©, it follows that x € U;¢ /B and hence that x ¢ Bj. This shows that the

intersection is empty as claimed. O

For future use, we note that an analogous argument to that given above

can be used to show the following;:

Lemma 3.2. Let Ay, ..., Ay, By,..., By be two collections of non-empty sets. Then

the finite union J!_, (A; x B;) can be written as

where Aiﬂgj = fori #]j.
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FORMULATING DIFFERENTIAL PRIVACY
3.5.2 Main Results

We now formulate the product sanitisation response mechanism, which is a

special form of the database sanitisation Y;(w).

Definition 3.5 (Product Sanitisation). Given a 1-dimensional sanitisation {Y; :
Q — U | d € D} (the parent mechanism), the product sanitisation response

mechanism is defined to be the set of measurable mappings
{Ya:Q—>U"|deD"}

given by
Ya(w) = (Yi(@), .., Yi(w)), (38)

for w € Q, and where the Y, are independent and Y, has the same distribution as
Yy, foralld € D",i € [n].
We say the product sanitisation mechanism {Y,} is generated by the parent mech-

anism {Yy}.

Remark: The overall sanitisation Yj is a realisation of local privacy in our
framework: each component is itself a “random response” of the true answer,
taking values in U and where individual components are independent of
each other. Finally, the distribution of the random response for the ith com-
ponent is determined by the value of d;, the ith component of d. For instance,
if the database is real-valued then one way of implementing such a sanitisa-
tion would be to add independent and identically distributed noise to each
entry of the database.

We first note the following lemma concerning such mechanisms.

Lemma 3.3. Let {Y;} be a product sanitisation mechanism generated by {Yy}. If
{Y4} is (e, 6)-differentially private, then so too is {Yy}, i.e.

P(Y; € A) <ePP(Yy € A) 46,

foralld,d € D,A € Ay.

Proof. Let d,d" € D be given. If d = d’, the result is trivial. If d # d’, take
d=(d,dy,...,dy),d = (d,dy,...,d,) forany choice of ds,...,d, € D. As Yy
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is (¢, 0)-differentially private and the projection 7r; : U" — U onto the first

coordinate is measurable, it follows that for A € Ay:

P(Y; € A) = P(m(Yy) € A)
— P(Y; € 171 (A))
<eP(Yy € m ' (A)) +6

= EGIP(Yd/ € A) + 0. O

We now introduce the main result of this section, which states that (¢, §)-
differential privacy is satisfied on a product sanitisation mechanism only

when it is satisfied on a parent mechanism.

Theorem 3.5. Consider a family {Y;: QO — U | d € D} of measurable mappings

and assume that

]P(Yd € A) < Belp(Yd/ € A) +9,

foralld,d" € D,A € Ay. Let {Yq} be a product sanitisation mechanism generated

by {Y}. Then,
P(Yd € A) < eelP(Yd/ € A) + 9,

foralld ~d € D" and all A € Ayp.

Proof. We shall use induction on n. By assumption, the result is true for

n = 1. Let n > 1 be given and assume that the result is true for all k < n — 1.

Assume that d and d’ differ in the first element so dy # d} but d; = d;. for
j# 1. Let

=

R=J(A; x B, (3.9a)
i=1

where A; € Ay, B; € Ay, be given. It follows from Lemma 3.1 that we

can write

R = U(Ai X B;), (3-9b)
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where A; € Ay, B; € Ay, , fori € [q] and B; N §j = @ for i # j. Then, using
the fact that the sets B; are disjoint and the independence of the components

of Yd, Yd”

P(Y; € A; x B;)

M-

Il
—_

P(Y; € R) =

P(Yy € A)P(Yia, 4, € B)

27eees

I
™=

Il
—_

P(Yy € Aj) + 5>P(Y(d'2,...,d;) € B;)

IN
.M&
—

Il
—_

q - 1 _
= ¢ Z]P(Yd’ € A; X Bi) + 0P (Y(d’z,.‘.,d;) S U Bz')
i=1

i=1

IN

If dy = di, then (dy,...,d,) ~ (d},...,d},) and we can use Lemma 3.2 and

the induction hypothesis to conclude that

g ~
P(Ys € R) <Y P(Yy € A)) ( P(Ya,..a) € Bi) +‘5)
i=1

q I T
fZPQ@E&xBJ+M«%ﬁGUAJ
1

i= i=1

VAN

CEIP(Yd/ E R) +(S.

Thus for any set R of the form (3.9a), we can conclude that
P(Y; € R) <ePP(Yy € R) +6. (3-9¢)

In particular, (3.9¢c) holds for all elementary sets R € Ay». A similar argu-
ment to that used in the proof of Theorem 3.3 shows that the collection
of all sets satisfying (3.9c) is a monotone class; furthermore this collection

of subsets contains the elementary sets. The result now follows from Theo-

rem 3.2. O
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3.5.3 Examples

In this subsection, we describe some simple applications of Theorem 3.5.
It is worth noting that the theorem applies to any database space D C U,
and to discrete spaces in particular. For product sanitisation mechanisms, it
can simplify the task of testing the mechanism for differential privacy. For
instance, if D is a finite set with |D| elements, then it is only necessary to
check (3.6) for all (“2) |) pairs of elements of D and all 2/P| subsets of D to
ensure differential privacy on D". In general, we would have n(“; ‘) |D|"1

pairs of neighbouring elements and 2/PI" subsets to worry about!

Example 3.6. The addition of appropriately scaled Laplacian noise is now a
standard approach to the design of differentially private responses. We note
here how Theorem 3.5 combined with a simple adaptation of the arguments
first given in [Dwoo6] (for the case where § = 0) can be used to construct

(€, 0)-differentially private mechanisms for n-dimensional sanitisations with

5 #0.

Recall that a Laplacian random variable X : (3 — R with mean zero and
variance 2b? has a probability density function given by

fla) = et

Let D C R be bounded; for each d € D, let Y;(w) = d + L(w) where
L: Q) — Ris a Laplacian random variable with mean zero and variance 2b?

such that
diam(D)
~—e—log(1-9)

The resulting sanitised response mechanism corresponding to (3.8) is (€, 9)-

differentially private for any database in D".

To see this, note that by Theorem 3.5, it is sufficient to show that
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for all d,d" € D,A € B(R), where B(R) denotes the Borel o-algebra on
the real line R. Using the triangle inequality, |x — d’| < |x — d| + |A| where

A = d' —d, and so it is sufficient to show that

[x—d| [x—d|

e b |d' —d| e b
< e
/A T dx <e b /A b dx + 4,

for all d’,d € D, A € B(R). This last inequality will follow if 1 < eef% )

orb2$forallA€{d’—d:d’,dED}.

Of course, keeping in mind that the ¢! sensitivity of the identity query
[Dwoo8] is precisely given by diam(D), this example can be seen as an ap-

plication of the well-known Laplace mechanism to the identity query.

Example 3.7. Consider again our earlier example where D = P(H) repre-
sents the sets of possible hobbies or interests of people. As noted earlier,
it is reasonable to assume that D contains finitely many elements; we de-
note |D| = m. Following Theorem 3.5 we will construct a mechanism for
1-dimensional databases: this can then be used to define a mechanism for

databases in D" via (3.8).

For d € D, consider the D-valued random variable Y; with probability

mass function given by

P(Y;=d) =1—p(m—1),
I[)(Yd = [Il/) = p,

where d # d' € D. We make the reasonable assumption that 1 — p(m — 1) >
p (the true answer is at least as likely to be returned than any single incorrect

one).

For (¢, d)-differential privacy, we need the following to hold:
]P(Yd € A) < Eeﬂ?(Yd/ S A) +9, (3.10a)

where A C D and d,d’ € D.

We claim that (3.10a) will hold if and only if

1—p(m—1) <ep+ad. (3.10b)
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This condition is clearly necessary as can be seen by considering the single-
ton set A = {d}. To see that it is also sufficient let d,d’ € D and A C D be

given. There are 4 cases to consider.

1. d,d’ ¢ A: Then P(Y; € A) = P(Yy € A) = p|A| and (€, §)-differential
privacy holds trivially.

2.d,d € A:Then P(Y; € A) =P(Yy € A) = p(|A| —1)+1—p(m —
1) = p(|A| —m) + 1 and (e, §)-differential privacy holds trivially.

3.d € A, d ¢ A: Then, since p < 1 — p(m — 1) by hypothesis, P(Y; €
A) <P(Yy € A) and (g, 6)-differential privacy holds trivially.

4.de A,d ¢ A: Then

P(Y; € A) = p(|A] —m) +1,

P(Yy € A) = plA].

From (3.10b), we have

1—pm—1)<ep+o
= e“(p|A| = plAl +p) +¢
< eplAl = p(JA| =1) +4,

since |A| > 1 (d € A by hypothesis). Rearranging the above inequality,
we see that

p(|A] = m)+1 < (plA]) + 0.

Thus we can construct an (¢, §)-differentially private mechanism of the form

1-6

(3-8) by choosing p > ..

3.6 UTILITY

In this section, we consider the question of utility for product sanitisations.
The literature on the interaction between privacy and utility is considerable
and previous work has considered examples such as count queries [Dwo11],

contingency table marginals [BCD"o07] and spatial data [CPST 12]. As prod-
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uct sanitisations are constructed from 1-dimensional mechanisms, we focus
on the error of these basic mechanisms here, and a specific error function
which we call the max-mean error. These results can then be used to derive
bounds for data in D"; the precise form these bounds will take depends on
how the metric is constructed on D".

We wish to emphasise two points about our work: we are considering
a very general class of databases that can incorporate numerical, categori-
cal and functional data; we consider (g, d)-differential privacy and are not
assuming J = 0.

We first prove the following lemma.

Lemma 3.4. For a metric p: D x D — R, the function p(-,d) is continuous on D

for any fixed d € D.

Proof. Let a,b € D. By the triangle inequality,

lo(a,d) —p(b,d)| < p(a,b).

Hence, forall a € D and for all ¢ > 0, there exists § > 0 (e.g. let § = 5) such
that for all b € D where p(a,b) < J, then |p(a,d) — p(b,d)| < e. Therefore

p(-,d) is continuous on D as claimed. O

By Lemma 3.4, p(+,d) is measurable with respect to the Borel c-algebra on

D. It follows that p(Yy, d) is a non-negative-valued random variable.

Definition 3.6 (Max-Mean Error). We define the max-mean error £ of a 1-

dimensional mechanism {Y;} as:

£ = r?eeB(]E[p(Yd,d)] (3.11)

When the metric p is Hamming distance h, we refer to £ as the max-mean

Hamming error.

For r > 0 and x € D, B,(x) denotes the open ball

By(x):={y e D|p(y,x) <r}.
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We first note that for any differentially private mechanism with § < 1,
&€ > 0.1f 6 = 1, then any mechanism is differentially private, even completely

truthful ones (in which case £ = 0).

Lemma 3.5. Let a sanitisation {Y,;} be given, let 0 < § < 1 and assume that
P(Y; € A) <eP(Yy € A) +56, (3.12)

foralld,d € D,A € Ay. Then € > 0.

Proof. As D is compact, we can choose u, v in D with p(u,v) = diam(D). Let

r= diamf(D). Then from (3.12), it follows that

P(Y, € B:(v)) > e ¢(P(Yy € B:(v)) —9).
As p(x,u) > r > 0 for all x € B,(v), it follows that E[p(Y;, u)] > 0 unless
P(Y, € B,(v)) <. (3.13)

However, if this is the case then P(p(Yy,v) > r) > 1—6 > 0 and hence
E[o(Yy,v)] > r(1—6) > 0. This completes the proof. O

We now present two simple results giving lower bounds for £. The ar-
gument for the following result is inspired by that used to establish Theo-

rem 3.3 of [HT10].

Theorem 3.6. Let a sanitisation {Y;} satisfying (3.12) be given. Then

e diam(D)

= W(l —5)- (3.14)

Proof. Without loss of generality, we may assume that £ is finite. Moreover,
from Lemma 3.5 we know that £ > 0. As D is compact, there exist points

u,v in D with p(u,v) = diam(D). Set t = di%gw); then t& — dt%(l))

and
the balls B¢ (u), Bis(v) are disjoint. From Markov’s inequality applied to the

non-negative random variable p(Y,, u), it follows that

;= 1— m. (3.15a)
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It is now immediate that

&
P(Y, € Big(v)) < diafn(D). (3.15b)
From (3.12) we know that
P(Y, € Big(v)) > e ¢(IP(Yy € Bie(v)) —6). (3.15¢)

Combining (3.15b), (3.15¢) and noting that (3.152) also holds with u replaced

by v, we see that

28 28
Y s (1 —=2 5.
diam(D) — ¢ (1 diam(D) 5)

Rearranging this completes the proof. ]

The previous result applies to any compact metric space D. Now assume

that D is discrete so that there exists some x > 0 such that

p(x,y) >x VYx#yeD. (3.16)

This combined with D being compact immediately implies that D is finite.
A straightforward alteration of the argument of Theorem 3.6 yields the fol-

lowing result.

Theorem 3.7. Let D be finite with |D| = m and x = minggcpp(d,d’). Let a
sanitisation {Y;} satisfying (3.12) be given. Then

> k(m—1)

= m(l_é)' (3.17)

Proof. 1t is trivial that the m balls Byg(u), u € D are all disjoint where t = .
Fix some u € D. By the same reasoning as in the proof of Theorem 3.6,

P(Y, € Big(u)) >1— i (3.18a)

Moreover, there must exist some v # u such that

£

H?(Yu € BtE(v)) < m

(3.18b)
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Choose one such v and apply (3.12) to obtain
]P(Yu € Btg(v)) > eie(lp(yv € Btg(U)) - 5)' (3-18C)

As in the proof of Theorem 3.6, we can now conclude that

Rearranging this inequality completes the proof. O

Example 3.8. Consider again Example 3.7. We have shown that there exists

1-6

M—1te¢ Where ’D’ = m.

an (g, 6)-differentially private mechanism with p =
If D is equipped with the discrete metric so that p(d,d’) = 1 for all d # d’,
then x = 1 and for any d, the expected value of p(Y;,d) for this mechanism

is given by
m—1

7#1—1—1—66(1_5)'

E=) p=(m-1)p=
d£d'

So the bound given by Theorem 3.7 is tight in this simple case.

3.7 CONCLUDING REMARKS

In this chapter we formulated a single, unifying, abstract framework for diff-
erential privacy in the setting of probability on metric spaces, with mecha-
nisms viewed as measurable functions taking values in query output spaces.
We demonstrated the versatility of this general framework by giving exam-
ples of query types (Example 3.3), by applying it to functional (Example 3.4),
numerical (Example 3.6) and categorical data (Example 3.7), and by formu-
lating mechanisms for database sanitisations (Section 3.2.3.1) and output per-

turbations (Section 3.2.3.2).

Other main results in this chapter included:

¢ The introduction of sufficient sets for differential privacy, and proving
if differential privacy holds on an algebra of subsets then it is guaran-

teed to hold on the c-algebra generated by it (Theorem 3.3);

57



58 FORMULATING DIFFERENTIAL PRIVACY

¢ A formal proof showing that satisfying differential privacy with re-
spect to the identity query I guarantees differential privacy with re-

spect to any measurable query Q (Theorem 3.4);

¢ The introduction of product sanitisations as a means to implement lo-
cal privacy (Definition 3.5), and proving that differential privacy holds
an n-dimensional product sanitisation mechanism if and only if it
holds on its 1-dimensional parent mechanism (Lemma 3.3 and The-

orem 3.5);

* The establishing of lower bounds on the error of product sanitisation

mechanisms with respect to the max-mean error (Section 3.6).



SPECIALISING TO CATEGORICAL DATA

In this chapter we study differentially private mechanisms on finite datasets. By
deriving sufficient sets for neighbouring databases, we obtain necessary and suffi-
cient conditions for differential privacy and a tight lower and upper bound on the
max-mean error of a discrete mechanism. We show the equivalence of a product
sanitisation mechanism with a database sanitisation mechanism based on Hamming
distance, and we also present the optimal product sanitisation mechanism with re-

spect to the max-mean Hamming error.
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4.1 INTRODUCTION

In this chapter we apply the generalised differential privacy framework, es-
tablished in Chapter 3, to the special case of categorical data. While adding
noise from a continuous probability distribution is useful for numeric data,
we require a different approach for categorical data, due to its finite/discrete
nature. In this setting, privacy is achieved by swapping values as determined
by the probability distribution of the mechanism.

The first results of this chapter concern an adaptation for categorical data
of the exponential mechanism introduced by McSherry and Talwar. In par-

ticular, we revisit the problem of sufficient sets for differential privacy for
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this mechanism, a topic previously considered in Section 3.3. However, in
this chapter we examine sufficient sets for fixed pairs of neighbouring data-
bases. In Section 4.3, we present results characterising sufficient sets for the
discrete exponential mechanism. From this we are able to give necessary and

sufficient conditions for differential privacy for this mechanism.

We also return to the problem of the tradeoff of privacy/utility in this
chapter. For categorical data, in the absence of a given metric on the dataset,
we measure the error of a sanitisation using Hamming distance; in Theo-
rem 4.4 we derive tight lower/upper bounds on the max-mean error of a

discrete exponential mechanism.

In Section 4.4 we consider product sanitisations and prove that the dis-
crete exponential mechanism is equivalent to a product sanitisation mecha-
nism of a certain form. We also establish conditions for differential privacy
and the error for these in Theorems 4.6 and 4.7 respectively. Finally in The-
orem 4.8 we provide a characterisation of the optimal product sanitisation
mechanism, which minimises the max-mean error within the class of prod-
uct sanitisations (and hence within the class of discrete exponential mecha-

nisms). Concluding remarks are given in Section 4.5.

4.2 PRELIMINARIES

We make use of the differential privacy framework formulated in Section 3.2,

but adapt it to the specifics of categorical data.

DATABASE MODEL We consider the data space D to be finite, with m
elements (m > 2). The c-algebra with which D is equipped is the power
set P(D), and D" inherits the product c-algebra, P(D"). We are therefore

considering all subsets of D and D".

Note: In this chapter, we let U = D. All the mechanisms we consider
are combinatorial in nature, hence there is no additional algebraic structure

required.

We consider Hamming distance and neighbouring databases on D", as

defined in Definitions 3.2 and 3.1.
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QUERY MODEL  As we are considering the o-algebra of all subsets of D",
the measurability of queries in this setting does not come into question. All

queries are trivially measurable since Q"!(A) € P(D") for all A € Ag.

RESPONSE MECHANISM  We adopt the same general response mecha-
nism from Definition 3.3. However, in this chapter we deal exclusively with
sanitised response mechanisms, as defined in Section 3.2.3.1.

One mechanism which we will make use of in this chapter is the expo-
nential mechanism, as described by McSherry and Talwar [MTo7]. We now
recall the definition of this mechanism for general output spaces; later we

will specialise to the case of discrete categorical data.

Definition 4.1 (Exponential Mechanism). Given € > 0, a query Q, a query
output space Eq, a utility function (which measures the utility of all possible query
answers to the database being queried) u : D" x Eq — R, a measure y on Eg and
a normalisation constant Cy, the exponential mechanism is defined to be the family
of mappings {Xgq : Q — Eq | d € D"}, with probability density function with
respect to p given by C;'e€*(44) for each d € D" and q € Eq,.

Comment: McSherry and Talwar refer to the measure y in the above def-
inition as a base measure on the output space. As mentioned in [MTo7] and
seen in [Dwoo8, WZ10, CMF " 11, HK12, NST12], it is often the uniform prob-

culda) to

ability measure on Eg and is adjusted by the exponential factor e
reflect the utility of various pairs of values from D" and Eg. The measure
can potentially be viewed as describing the underlying distribution of val-
ues in Eq. If Eg is discrete, as in all cases considered here, we can specify
uby {1(q) : g € Eg} and the exponential mechanism has probability mass

function

P(Xga = q) = Cy e D pu(g), (4.1)

where g € Eg. In fact, we will focus on the situation where Q is the identity
map on a finite D" and y is given by the uniform measure.
McSherry and Talwar showed that the exponential mechanism (Defini-

tion 4.1) satisfies 2e Au-differential privacy (6 = 0), where

Au= max |u(d,q)—u(d,q)|
d~d D"
q9€Eq
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Additionally, we make a special note of the conclusion of Theorem 3.4:
a sanitised response mechanism which satisfies differential privacy with re-
spect to the identity query I will satisfy differential privacy with respect to
any query Q. We therefore need only examine the response mechanism for

the identity query, known as the sanitisation in our framework,
{Ya:Q— D" |deD"}. (4.2)

Example 4.1 (Categorical Data I). Suppose the data we are interested in
records individuals” favourite hobby. The data set D would contain a list of
all possible hobbies H, as in Example 3.1. For simplicity in this example, we
restrict answers to the following five hobbies: Sports; Cars; Television; Com-
puter games; and Reading. Hence, m = 5. Each database d would contain
the favourite hobby of n individuals. If n = 6, one possible d could be rep-
resented by the following list: Sports; Computer games; Television; Sports;
Reading; Television.

Queries on such databases could include counting the number of unique
hobbies (4 in the case above) or how many list ‘“Television” as their favourite

hobby (2 in the case above). The identity query would be another valid query.

4.3 SUFFICIENT SETS FOR DISCRETE EXPONENTIAL MECHANISM

In Section 3.3 we considered the question of sufficient sets for differential
privacy as the collection of subsets on which (3.6) must hold for (3.6) to hold
on all subsets of the c-algebra. In this section we consider a similar question,
that of sufficient sets for differential privacy on neighbouring databases d ~
d.

If we were to check (3.6) for all combinations of subsets and databases,
this would require checking n(m — 1)m" pairs of neighbouring databases on
(2™ — 2) subsets of D" (all subsets except D" itself and @, both for which
(3.6) is satisfied for any mechanism). Therefore, checking a discrete response
mechanism for differential privacy requires n(m — 1)m"(2™" — 2) checks in
total.

However, for a given pair of neighbouring databases, it is not always nec-

essary to check (3.6) on all subsets of D". So we ask the question: for a given
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d ~ d’, what is the smallest collection of subsets of D" that we need to check
for (3.6) to hold on all subsets of D"? We call this collection of subsets the
sufficient sets for differential privacy on d ~ d'.

In this section, we examine the sufficient sets for a class of discrete re-
sponse mechanisms and show that, even in the most general cases, improve-
ments on workload can be made when checking for differential privacy. We
also present conditions that are necessary and sufficient for differential pri-
vacy to hold. This compares to the sufficient conditions presented in other
differential privacy literature, which can therefore give a conservative esti-

mate on the privacy level achieved.

4.3.1  General Response Mechanism

We begin by considering the exponential mechanism described by McSherry
and Talwar [MTo7], as detailed in Definition 4.1. We wish to assign a prob-
ability to each database based on its utility to the input database. This is
determined by the utility function, which can be a metric or any other func-
tion deemed suitable for a particular application. As discussed in Section 4.2,

we are only concerning ourselves with the identity query.

Definition 4.2 (Discrete Exponential Mechanism). Let u : D" x D" — R be
given. The discrete exponential response mechanism is defined to be a family of

measurable mappings {Y : @ — D" | d € D"}, where each Yy satisfies
P(Yy=d) = Cyle"@), (4-3)
forall d,d’ € D". As D" is finite, we can define the normalisation constant Cy as

Cd: Z eu(d,d,)
d'eDr

foreach d € D".

Remark: While similar to the exponential mechanism (4.1), the discrete
exponential mechanism differs by dealing only with the identity query (Q =
I), by having a uniform measure (# = 1) and by absorbing € into u, to allow

consideration of (¢, §)-differential privacy.
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Remark: Ordinarily, to minimise error, we would want to assign the input
database itself the highest probability of being returned, with decreasing
likelihood the further we move away from the input, as determined by the
utility function. This corresponds to u(d,d) > u(d,d’) for all d,d’' € D".

Even with this general set-up, we can still make improvements on work-
load when checking for differential privacy. We begin by defining the follow-
ing set for a given discrete exponential mechanism {Y;} and for each pair of

neighbouring databases d ~ d' € D":

S={d"eD"|P(Yy=d)>P(Yy=d")} (4-4)
_ {d* € D" | Cd—leu(d,d*) > C;leu(ﬂl ,d*)}

This set is a collection of the ‘worst-case’ databases for d and d’, and, as we
show in Theorem 4.1, is the only set of interest when checking for differential

privacy.

Theorem 4.1 (Sufficient Sets). Let {Y;} be a discrete exponential mechanism and

fixd ~ d e D" If (3.6) holds on all A C S then it will hold on all A C D".

Proof. We fix d ~ d € D", let A C D" be given and assume (3.6) holds on
all subsets of S. By assumption, (3.6) holds on Ay = AN S, hence P(Y; €
Ag) < eP(Yy € Ap) + 6. If Ag = A we are done, so assume A \ Ay # @.

For each d* € A\ Ay, P(Y; = d*) < P(Yy = d*). Pick one such dj €
A\ Ay, then

IP(Y,;[ € Ap U {dS}) = ]P(Yd S Ao) + P(Yd = dS)
< eE]P(Yd/ € Ao) + 04+ ]P(Yd = dg)
< ee]P(Yd/ c Ao) +d6+ ]P(Yd/ = dé)

< €€]P(Yd/ € AgU {dS}) + 4.

Hence, (3.6) holds on A1 = Ao U {d;}. We can similarly show that (3.6)
holds on Ay = A; U{d]} for any di € A\ A;. By repeating this process
(picking dj € A\ A;), we can show that (3.6) holds on A;;; = A; U{d;} for
each i.

Since A is finite (D" is finite), this process will eventually terminate when

A=A, i.e.i=|A\ Ap|- Hence, (3.6) will hold on A as required. O



4.3 SUFFICIENT SETS FOR DISCRETE EXPONENTIAL MECHANISM

We now look at a simple example to demonstrate the impact of Theo-

rem 4.1.

Example 4.2 (L! Norm). For this example, we consider a discrete exponential
mechanism where D = {0,1,2},n = 2 and u(d,d’) = —||d — d'||;. In this
case, |[D"| =9, and we are therefore required to check 29 — 2 = 510 subsets
(all subsets of D" except D" itself and @) for every pair of neighbouring
databases d ~ d' € D", meaning a total of 510 x 36 = 18360 checks.

Letd = (?) and d' = (%), then § = {(8), ((1)), (g)} Hence, for this particular
pair of neighbouring databases, it is sufficient to check that (3.6) holds on just
23 — 1 = 7 subsets (all subsets of S except @).

If we choose d = (%) andd’ = (%),then we getS = {(8),((1)), (g),(é),(%),@)}

This gives a total of 26 — 1 = 63 subsets to check.

By populating the entire set of databases, we can show that 21 pairs of
neighbour databases require 7 subset checks, while the remaining 15 pairs
require 63 checks. That leaves us with a total of 1092 subset checks to verify
differential privacy, compared with 18 360 without the use of Theorem 4.1.

4.3.2 Response Mechanism with Fixed Cg4

By Theorem 4.1, we know that, for a discrete exponential mechanism, check-
ing that (3.6) holds on all subsets of S is equivalent to checking all subsets of
D". However, if Cy = C is fixed for all d € D", we can partition S to reduce

our workload further.

To begin, let us present an example of a utility function that gives C; = C

for all d € D".

Example 4.3. Let D = Dy U D1, where Dy N Dy = @ and |Dy| = |D;| = 1 is
finite, and define p : D x D — R by

,

0, ifd=4d,
p(d,d') =1, ifd,d e D; for somei € {0,1},

2, ifd e D;,d € D;_; for somei € {0,1}.
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We then define the utility function u : D" x D" — R by

o(d;, d;).

M-

Il
—

u(d,d) = —

1

We claim that such a set-up gives C; = C.
We will prove this by induction on n. First, let n = 1. Given d € D, we

have

Cy= 2 e_p(d’d,)
d'eD
=Y 1+ Y el Y e
d'eD d'eD d'eD
p(d,d")=0 p(dd")=1 p(dd")=2

=1+ (i —1)e 4 rie 2
=,

Hence, C; = CO for each d € D, and the result holds for n = 1.

Assume C; = CW) for each d € D¥. Let n = k+ 1, and let d* € D*! be
given. Define d € DX by d; = d; for each i € [k], and let d = dj_,, hence

d* = (%). Then,
dy 4/
Co = C(g) = et (@A)
d' eDk+1
eu(d,d’)fp(d,d’)

d'cDkd’eD
— Z e—Pdd) Z oudd)
d'eD d' eDk
— Z C(k)_|_ Z eflc(k)_% Z e—2Ck)
d'eD d'eD d'eD
p(dd")=0 p(dd)=1 p(dd")=2

=C® 4 (1 —1)e'C®) 4 sme~2C®
— C(k+1)

4

and the result also holds for n = k + 1. By the induction hypothesis, we

conclude that C; = C" for each d € D".

Let us now consider the following set relating to S, where d ~ d' is fixed:

o= {u(d,d)—u(d,d)|d S} (4.5)
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There are only finitely many values in «, since S is finite, so letting |a| = s
gives @ € R®. Note that « > 0 by the definition of S and since C; = C by
hypothesis. We label the elements a1, a,...,a4s € a, with 0 < a3 < ap <
Ce < .

We then partition S into the collection of subsets {5’1,5'2, .. .,55} as fol-

lows, for each i € [s]:
Si={d" €S |u(dd)—u(d,d)=uw}. (4.6)
Note that for each i € [s] and for all d* € &;,

P(Y, = d*) = C le"@d)
_ Cfleu(d,d*)fuq
=e “P(Yy;=d"). (4.7)

We can now show that if (3.6) holds on these partitions, it will hold on all

subsets of each partition.

Theorem 4.2. Fixd ~ d' € D" and let {Y;} be a discrete exponential mechanism
with Cq = C forall d € D". If (3.6) holds on S; then it will hold on all A C S; for

each i € [s].
Proof. Fixd ~d € D" and i € [s]. We assume
P(Y,; € Sl) < Eel[)(Yd/ € Sl) + 9,

and let A C &;. By (4.7) and since A is finite, P(Yy € A) = e %P(Y; € A).

Since this also holds for the set S; itself, we have

)
1< 4 —— .
- P(Y; € S))

Clearly P(Y; € A) < P(Y; € S;), which gives

6

1< €—0;
=¢ Tt p eay

or, rewriting,

P(Ys € A) < ¢P(Yy € A) + 6.
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Hence, (3.6) holds on all A C S;. O

Although Theorem 4.2 tells us that it is sufficient to check each S; for
(e, 6)-differential privacy to hold on each subset of S;, we cannot draw any
conclusion about subsets of D" in general (e. g. the set S; U S,). The follow-
ing corollary shows that the collection {51, e, Ss} are sufficient sets of the
discrete exponential mechanism for e-differential privacy to hold (i.e. when

5 = 0).

Corollary 4.1 (Sufficient Sets with Fixed Cg). Let {Yy} be a discrete exponential
mechanism, § = 0 and fix d ~ d' € D". If (3.6) holds on S; for all i € [s], then it
will hold on all subsets of D".

Proof. Let A C S and assume that (3.6) holds on &; for all i € [s]. Hence, by

Theorem 4.2, (3.6) holds on all subsets of S; for all i € [s]. As {S;} partitions

S, A=;ANS;, hence P(Y; € ANS;) <eP(Yy € ANS;) foralli € [s].
Since §;NS; =@ wheni #j,P(Ya€ U;ANS) =L, P(Ya € ANS;), and

so,

Therefore (3.6) holds on all subsets of S, and by Theorem 4.1, it holds on all
subsets of D". O

Example 4.4. Returning to the set-up given in Example 4.3, consider Dy =
{A,B} and Dy = {Y,Z}, hence 7t = 2, and let n = 2. Let d = (%) and
d = (‘g), and note that d ~ d'.

We can now calculate S for the given d and d":

=B OO0 O6)
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By direct calculation, we see that « = {1,2}, with which we proceed to

calculate

Verifying (e, 6)-differential privacy on these two sets is sufficient to prove
(e, 6)-differential privacy holds on all of their subsets. Furthermore, S; and

S, are the only sets we must check for e-differential privacy to hold on D".

4.3.3 Discrete Exponential Mechanism with Hamming Distance

The usefulness of Theorem 4.2 becomes particularly apparent when we re-
strict our response mechanism to one derived from Hamming distance. For
the remainder of this section our utility function u : D" x D" — R is defined
to be

u(d,d) = —kh(d,d’), (4-8)

where k € R is a privacy parameter. Note that for this set-up, the normali-
sation constant C; = C is fixed for all d € D", as shown in Proposition 4.1

below.

Remark: By enforcing k > 0, truthful responses are at least as likely as

any one incorrect response.

Proposition 4.1. For a discrete exponential mechanism {Y;} whose utility function

u satisfies (4.8),

m—1\"
C,,,:C:<1+ - > (4.9)
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Proof. Let d € D" be given. Then,

Z ]P(Yd — d/) — Z C;l e*kh(d,d,)

d'eDr d'eDr

=Cle+Cln(m—1)e "+t (Z) (m—1)%e"2 ...

+ C;l (m . 1)nefnk

For the probability mass function of Y, to sum to 1, we need

—1\"
C;1(1+mek ) =1

Rearranging this completes the proof. ]

In this case, the sufficient sets for the problem condense down to a single

set.

Corollary 4.2 (Sufficient Sets for Hamming Distance). Consider a discrete ex-
ponential mechanism satisfying (4.8) and fix d ~ d' € D". If (3.6) holds on S, then
it will hold on all A C D",

Proof. First, consider the case where k = 0. In this case, P(Y; = d*) = C!
for all d,d* € D", and so (3.6) holds.
Next, note that, for alld ~ d € D" and d* € D",

h(d,d*) —h(d,d*) € {-1,0,1},

and for each d* € S, —kh(d,d*) > —kh(d’,d") by definition of S. Hence
foralld* € S, h(d',d") —h(d,d") = sgn(k). The set a therefore reduces to a

singleton set,

& = {—kh(d,d*) + kh(d,d*) | d* € S}
= {ksgn(k)} = {[x]},

and hence S = S.
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We can then conclude that if (3.6) holds on &, it must hold on all subsets

of S (by Theorem 4.1) and also on all subsets of D" (by Theorem 4.2). O

We have established that, for the discrete exponential mechanism satisfy-
ing (4.8) and for a given neighbouring pair of databases d ~ d’, to check
for differential privacy on all possible subsets of the database space D", we

need only check a single set S.

It is now a relatively simple task to establish conditions on the response
mechanism for differential privacy. For the following theorem, we assume

that § < 1 (note that all mechanisms are trivially (¢,1)-differentially private).

Theorem 4.3 (Condition for Differential Privacy). Let § < 1. A discrete expo-
nential mechanism {Yz} satisfying (4.8) is (e, §)-differentially private if and only

if
1-(m—=1)6 _ 4, e+ (m—1)

— < < ——m—— .
iy A (4.10)

Proof. We consider two cases, k > 0 and k < 0. Note that (¢, §)-differential
privacy is trivially satisfied when k = 0 since P(Y; € A) =P(Yy € A) for
every A C D" and for every d ~ d € D".

Fix d ~ d' € D". By Corollary 4.2 we need only satisfy (3.6) on S for it to

hold on all A C D". Hence we need
P(Y;eS) <eP(YyeS)+4. (4.11)

If S = @, the result follows trivially, so let’s assume that S # @.

Note that by definition, P(Y; € S) = ¢ MP(Y; € S), since for each
d* € S, we have h(d,d*) —h(d',d") = —sgn(k).

1. k > 0: First, let’s consider the case where k > 0. Since S # @ by as-
sumption, from Corollary 4.2 the mechanism will be (¢, §)-differentially
private if and only if

6
< e—k G .
1<e +IP(Y,,1€S) (4.12)
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Now consider P(Y; € S). By definition, for each d* € S, h(d',d*) =
h(d,d*) + 1. Therefore, |{d* | h(d,d*) = c}| = (",")(m — 1), and so,

n—1 n—1 o
P(Y,eS)=Cc') ( ; >(m —1)ieik
i=0
-1
R m—1\"
=C <1+ . >
m—1\""
ey

where the final line follows from Proposition 4.1. Substituting this re-

sult into (4.12) gives

—1
1§e€"‘+(5<1+m - >
e

and solving for e gives

€ _
P + (m 1)(5‘
- 1-6

2. k < 0: Secondly, let’s consider the case where k < 0. By symmetry, it
-1
can be shown that P(Y; € §) = (1 + mg—f) ,givingus P(Y; € S) =

-1
e*k<1 + me;l) . From (4.11), we have

5
1< e+k
= T P, )

= K 1 5(eF +m —1).
Rewriting gives us
1— (m—1)6 <e(ef +9), (4.13)

and solving for e completes the proof. ]

Remark: For (¢, 0)-differential privacy, we require = < e* < ¢¢, or equiva-
lently, |k| <e.Ifé > ﬁ, the condition on k simplifies to ek < w.

Discussion: If we convert our discrete exponential mechanism back into
the form of the exponential mechanism, McSherry and Talwar [MTo7] tell
us that the mechanism satisfies 2e-differential privacy at worst. However,

we have shown in Theorem 4.3 that the mechanism satisfies e-differential
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Figure 4.1: A plot of the lower bound for ¢ versus k for the discrete exponential
mechanism satisfying (e, §)-differential privacy, for varying e and m.
Note that § = 0 is only possible when |k| < e. Note also that the bound

for § approaches 1 for large k, but approaches ﬁ for large negative k.

privacy, and that this condition is tight (necessary and sufficient, hence we
can do no better). This improves on the looser bound in McSherry and Tal-
war’s proof, as it underestimates the differential privacy achieved by a factor
of two. Their mechanism is also limited to e-differential privacy only (§ = 0),

whereas we can account for (e, §)-differential privacy (6 > 0).

Figure 4.1 gives an illustration of Theorem 4.3, and the constraint placed

on the selection of é.

Using the differential privacy constraints established in Theorem 4.3, we
can now determine error bounds for the mechanism using the max-mean

Hamming error from Chapter 3. Formally, we have the following result.

Theorem 4.4 (Error). Consider a discrete exponential mechanism satisfying (4.8)

which is (e, §)-differentially private and the max-mean Hamming error £ from Def-

1-6 I . e+ 6
———< o < mm{l,l}. (4.14)

inition 3.6. Then
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Proof. Letd € D". Then P(Y; = d') = Ce *Md4) and |{d’ : h(d,d') = c}| =

(")(m —1)° for all ¢ € [n]o. Hence,

[

E[h(Yy,d)] =C! Zz(

_C_1nm—1”_1 n—1\ (m—1\"
B ek =\ 1 ek

On average, the number of entries that will change is therefore

& _ maxgepr E[h(Yy, d)] 1

n n 1+

ek *
m—1

Since the response mechanism is differentially private and noting that

ek > 0, Theorem 4.3 tells us that max{ 175,2” ;51)5,0} < ek < w, hence,

— €
Hgigmin{l,M}. O

e + 5t

Remark: These bounds are tight and can be achieved by setting et to the

bounds established in Theorem 4.3.

4.4 PRODUCT SANITISATION

The results of Section 4.3 give a clear framework on how to create differen-
tially private mechanisms for discrete data, particularly categorical data us-
ing Hamming distance, and to obtain tight (necessary and sufficient) condi-
tions for differential privacy. However, this mechanism requires the creation

of a separate probability distribution for each of the m" unique databases.
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In this section, we present a simple method for realising the discrete ex-
ponential mechanism by revisiting the product sanitisation mechanism first

discussed in Section 3.5.

4.4.1 Response Mechanism

We make use of the product sanitisation mechanism from Definition 3.5.
Recall that a parent mechanism {Y;} generates a product sanitisation mech-
anism {Yj}.

Theorem 3.5 states that differential privacy on a product sanitisation mech-
anism is guaranteed when its parent mechanism is differentially private; the
converse of this result was proven in Lemma 3.3. However, we are able to
take a simpler approach to showing this converse by exploiting the finiteness

of D.

Corollary 4.3 (Parent Mechanism). A product sanitisation mechanism {Yy}
is (e, 6)-differentially private if and only if its parent mechanism {Y;} is (e, d)-
differentially private.

Proof. “<=": Theorem 3.5.
“=":Let AC Dand d # d' € D be given. Define A’ = A x D"~ C D"
and d,d’ € D", such that dy = d, d} = d' and d; = d} for all i € [n]\ {1},

hence d ~ d'. Since {Y,} is differentially private by assumption,
P(Yy € A) < e&P(Yy € A) + 6.

However, since {Y;} is a product sanitisation mechanism,
n

P(Ys € A') =P(Y; € A) x [[P(Y; € D)
i=2

=P(Y} € A)
= ]P(Ydl S A)

Hence,

IP(Yd S A) < Eel[)(Yd/ S A) + 9,

foralld #d € D and A C D, as required. O
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For the remainder of this section, given 0 < p < ﬁ, the parent mecha-

nism {Y;} of the product sanitisation is defined such that

P(Yy=d)=1-p(m—1),
(4.15)
]P(Yd = dl) = p,

for every d’ € D\ {d}.

Remark: If we additionally require p < 1 we get P(Y; =d) > P(Y; =d')
for every d’ € D. Therefore, the mechanism would be at least as likely to
return the correct answer as any one incorrect answer, an entirely reasonable

assumption.

Remark: p = % represents the case of releasing uniform noise (i.e. no

information), while decreasing p reduces the error of the mechanism.

Example 4.5 (Categorical Data II). Using the same set-up as in Example 4.1,
one such permissable p would be p = 0.1, since 0 < 0.1 < %. Then, if d were
to be the value “Television’, and d’ the value ‘Cars’, P(Y; = d) = 0.6, and
P(Y;=d)=0.1.

We then sanitise the n-row database d in the same way, working through

the database one row at a time.

In the first main result of this section, we show that the product saniti-
sation mechanism and the discrete exponential mechanism are equivalent,
despite being constructed in different ways. This is subject to the discrete
exponential mechanism satisfying (4.8) and the product sanitisation mecha-

nism satisfying (4.15).

Theorem 4.5 (Equivalence). Let {Y,; | d € D"} be a discrete exponential mecha-
nism satisfying (4.8), and {Y; | d € D"} be a product sanitisation response mecha-
nism, whose parent mechanism satisfies (4.15). Then the probability mass functions

of Y4 and Y are identical for every d € D" when

=1+ :} —m. (4.16)
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Proof. Letd € D", then

~

—n
P(Ya=d)= (1 + mek 1) g kh(dd)

h(d,d')
P(Y; =d) = (1—p(m—1))" (1_19(’;_1) ,

for all d’ € D".

For the two mechanisms to be equivalent, we need % = ¢k or
rewriting, Lﬁ = e,
Wealsoneed 1 — p(m —1) = - —, which can be rewritten as % =
m—1 1-p(m-1) _ k
1+ %%, or » =e".

Hence, the mechanisms {Y;} and {Y;} are identical when e* = 1+ % —m

or, equivalently, p = 1 — O

ek4m—1"

1
m—1

Remark: Note that k - —cc as p — and k - +ocoas p — 0.

4.4.2  Alternative Proofs of Theorems 4.3 and 4.4

We have already established that the discrete exponential mechanism sat-
isfying (4.8) and the product sanitisation mechanism satisfying (4.15) are
equivalent, meaning the results of Theorems 4.3 and 4.4 also apply to the
product sanitisation mechanism in this particular set-up. In this sub-section,
we provide alternative methods of proof for these theorems that make use of
the specific product sanitisation of the mechanism. This may help to broaden
understanding of the mechanism and add insight for the reader.

A portion of the proof of the following theorem appears in Section 3.5.3.

Theorem 4.6 (Condition for Differential Privacy). A product sanitisation mech-

anism, whose parent mechanism satisfies (4.15), is (€, 6)-differentially private if and

1-¢6 1 e 49
—— < p<mi . .
e€+m—1_p_mln{m—l'1+(m—1)e€} (4-17)

only if

Proof. We consider two cases, where p < L and p > %

1. p < %: From Example 3.7, a necessary and sufficient condition for
1-6
ef+m—1"

(€, 6)-differential privacy is p >
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2. p > +: We follow the same proof as in Example 3.7. In this case, we

havel— (m—1)p < p,soP(Y; =d) <P(Yy =d). If welet A = {d},it

follows that p < % is a necessary condition for (e, §)-differential

privacy to hold.

40

TF(m=T)e" Similar to Ex-

Suppose now that A C D is given and p <
ample 3.7, (€, 9)-differential privacy holds for the following cases: (i)
dd ¢ A; (i) d,d € A;and (iii)d € A,d' ¢ A.

Now suppose d’ € A and d ¢ A. Then we have

P(Y; € A) =p|A|,

P(Yy € A) = p(|A| —m) + 1.
From the hypothesis, we have p + (m — 1)pe€ < e 4 4, which gives us

p<e(1—(m—1)p+plAl—plA])+d
=ep|Al+e(1—(m—1)p—p|lA]) +0
<eplA+ (1 —(m—1)p) —p|lA|+4,

since 1 — (m — 1)p < p by assumption. Rewriting the above, we have

p(m+|A]) —1 < ep|A| + 9.

Since p > 1, it can be shown that pm — 1 > 1 — pm, which then gives

us

P(Yy € A) =p(|A|—m)+1
<p(m+]A]|) -1
<eplAl+9
=eP(Y; € A) +56,

and so (¢, 6)-differential privacy holds as required on all A C D.

€ 1
e+

1 e +9 _ 1 .

However, when § > —~5, we have ety > Temet)E = m-1" Since
1 oy o . . . 1 €6+5

we must have p < .=, it is sufficient to have p < mm{ 17 TE(m—1)& }

for (e, 0)-differential privacy to hold.
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We therefore require p € [ eerma—y %} U (,}1, min{ ﬁ, H(e;7+_51)65 }] , Or equiv-

alently,

1-96 1 e+
—— < p<mi . O
ec+m—1 _p_mm{m—l'l—l—(m—l)ee}

Remark: For (¢, 0)-differential privacy, we require Mﬁ <p< e_%ﬁ
We now look at an alternative proof of Theorem 4.4 which established

error bounds on the mechanism.

Theorem 4.7 (Error). The max-mean Hamming error £ of an (€, d)-differentially

private product sanitisation mechanism, whose parent mechanism satisfies (4.15),

1-0 E ) e +90
— < o < mln{l,ﬂl}. (4.18)

m—1

satisfies

Proof. Letd € D". Then,

&= max E[h(Ys d)]

= max E
deD"

deD" ;—
= glrelaDXiZn;ﬂ’(Ydl # d;)
= n<r;16an(l —-P(Y; = d)))
= np(m —1)

On average, the number of entries that will change is therefore

&
— = —-1).
, = plm=1)
As the mechanism satisfies (¢, §)-differential privacy, p > eei% and p <

1 46
m—17 1+(m—1)e¢

min{ } by Theorem 4.6, and so the result follows. O
Remark: As with the discrete exponential mechanism, these bounds are
tight and can be achieved by setting p equal to the upper/lower bound

established in Theorem 4.6.
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4.4.3 Optimal Mechanism

We now present the second main result of this section. Using the same max-
mean Hamming error as before, we show how to construct the optimal (e, 9)-
differentially private mechanism which produces the minimum error. For
the purpose of this subsection, we assume the following labelling of elements

in the data set:

D ={dy,da,...,du}. (4.19)

Definition 4.3 (Design Matrix). The parent mechanism {Yy} of a product saniti-

sation mechanism can be defined by a stochastic matrix
P.s € [0,1]™™,

where

P(Yy = dj) = [Pies)| ; (4.20)

We refer to P 5 as a product sanitisation design matrix.

Remark: A parent mechanism which satisfies (4.15) has a design matrix

P, 5 given as follows:

1= (m—1)p ifi=j,
[Py, = P (421)

j
p ifi #j.

Theorem 4.8 (Optimality . Let {Yy} be a parent mechanism which satisfies (4.15),

with p = The max-mean Hamming error, £ = maxgepr E[h(Yy, d)],

e€+m 1°
produced by its product sanitisation mechanism {Y4} is the minimum of all (e, )-

differentially private product sanitisation mechanisms.

Proof. Let A = P, ), satistying (4.21) with p = be the design matrix

e€+m 17

of {Yy} (lLe. P(Y; = d') = ajj). Note that this mechanism has the property

cim-1) for all i # j.

that a;; = e“a;; + 9, since aj; = — - —

and a;; = e€+m E+m—1’
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The error of its product sanitisation mechanism {Y;}, using the same

method as in the proof of Theorem 4.7, is

%aD>§IE[h(Yd, d)] =n <r§1€a5<(1 —P(Y; = d)))

n (m.aX(l - ﬂii))
1
=n <1 - mjn al-l->
1

= Tl(l — (11‘1‘),

for all i € [m], since aj; =1 — (m —1)p for all j € [m].

Let B be a design matrix defining the (¢, d)-differentially private parent
mechanism {Y; }, with a corresponding product sanitisation mechanism {Y} },

where B # A.

Since A # B, and A and B are stochastic, there exists at least one pair

(i*,7*), where b+ < a;-j-. There are two cases to consider:

1. i* = j*: The error of {Y}} } is then

maxE[h(Y],d)] =n <1 — min bii>
deD" i

n(l —bj*j*)

v

= maxE[h(Y,, d)].
max E[h(Yy, d)]

2. i* # j*: As noted previously, a;-j- = ea;+j- + 6, and since {Y;} is (€, 9)-
differentially private, ]P(Y;j* =dj) < eP(Y;, = dj) + 9, or alterna-
tively, b]»*]-* < eebi*]-* + 6. Therefore,

€
b]*]* S e bi*]'* + 0
< 66611’*]'* + 1)

Hence, bj:j» < ajj+, and Case 1 applies.
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We therefore conclude that

E[h(Y; E[h(Y,
max E[h(Yy, d)] > maxE[h(Yy, d)],

and that {Y,} is the product sanitisation mechanism which produces the

optimal error. O

Using Theorem 4.8, we now have a simple method to construct the most
accurate (g, 6)-differentially private mechanism possible for discrete data. We
have proven that no other product sanitisation mechanism is more accurate
than it. It follows from Theorem 4.5 that we now know the optimal discrete
exponential mechanism that satisfies (4.8).

Remark: The previous result describes an optimal randomised response
mechanism for what is referred to as local differential privacy in [KOV14].
Where this paper considered an objective function based on Kullback-Leibler
divergence and the case § = 0, our result addresses the relaxed formulation
of differential privacy with 4 > 0 and an objective function based on Ham-

ming distance.

4.5 CONCLUDING REMARKS

The main goal of this chapter was to adapt the general differential privacy
framework from Chapter 3 to the special case of categorical data. In doing

so, we established a number of important results:

* Sufficient sets for fixed neighbouring databases d ~ d’ (Section 4.3)
and for the special case of the discrete exponential mechanism with

Hamming distance (Corollary 4.2);

* Necessary and sufficient conditions for differential privacy of the dis-

crete exponential mechanism (Theorem 4.3);

¢ Equivalence of the discrete exponential mechanism with the product

sanitisation approach (Theorem 4.5);

* Proof of the optimal discrete exponential mechanism, and hence prod-
uct sanitisation mechanism, with respect to the max-mean Hamming

error (Theorem 4.8).



EXTREME POINTS OF THE LOCAL e-DIFFERENTIAL
PRIVACY POLYTOPE

In this chapter we study the convex polytope of m x m stochastic matrices that
define e-differentially private mechanisms. We first present invariance properties of
the polytope and results reducing the number of constraints needed to define it. Our
main results concern the extreme points of the polytope. In particular, we completely

characterise these for matrices with 1, 2 or m non-zero columns.
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5.1 INTRODUCTION

The product sanitisation mechanism introduced in Chapter 3 provides us
with a simple technique to construct (e, §)-differentially private mechanisms
for data release, as well as giving a practical implementation to the concept
of local privacy. In Chapter 4 we further examined the sanitised response
mechanism by applying it to categorical data, and presented the optimal
product sanitisation mechanism with respect to the max-mean Hamming
error in Theorem 4.8.

Each sanitised response mechanism is defined by its parent mechanism,

which in turn is defined by its design matrix. The set of all design matri-
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ces that satisfy (e, §)-differential privacy forms a polytope in R"™*™. In this
chapter, we study the geometry of this polytope for strict differential privacy

(0 = 0), with the primary aim of characterising its extreme points.

Studying the extreme points of this polytope gives further insight into
optimal mechanisms. An optimal mechanism with respect to a linear error
function is guaranteed to coincide with an extreme point of the polytope.
Studying the extreme points may also help to add insight to differentially

private mechanisms in general.

We begin by introducing the notation and definitions necessary for the
chapter in Section 5.2. We then present invariance properties of the polytope,
results reducing the number of constraints needed to define it, and some
techniques to help identify and construct extreme points of the polytope in
Section 5.3. In the main results of this chapter, we completely characterise
the extreme points with 1, 2 or m non-zero columns in Section 5.4. A brief
discussion of the results are given in Section 5.5 and concluding remarks are

given in Section 5.6.

5.2 NOTATION AND BACKGROUND

To begin, let us introduce the major notation and standard definitions to
be used in this chapter. For a matrix A € R"™*" and i € [m], we will use
Al to denote the ith column of A. AT denotes the usual matrix transpose.
We denote by 1 the (column) vector of all ones where the dimension will
typically be clear from context. We denote by e;, i € [m], the ith standard

basis vector of R™.

5.2.1 Polyhedra

Polyhedra and polytopes play a central role in this chapter; we recall their

definitions now.
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Definition 5.1 (Convex Polyhedron). Let (-,-) : V x V. — R be an inner product
on a real vector space V, and let {c(l), .. .,c(q”)} C Vandb € RIH pe given. A

convex polyhedron P C V is defined as:

(i)/ = bll v ] e 4
P=qoveV: (0) Pelal . (5.1)

(1), v) < by, Vi€l

An inequality constraint, corresponding to i € [I], is said to be tight or

active on a point v if (¢, v) = b, ;.

Definition 5.2 (Convex Polytope). A convex polytope in a vector space V is the

convex hull of a finite collection of points in V.
P = conv(vy,...,0), (5-2)

where v; € V forall i € [k].

It is well known that all polytopes are polyhedra, but only bounded poly-
hedra are polytopes [BVo4].

We now present the definition of an extreme point of a polyhedron, which
is a point that cannot be written as a convex combination of any other points

in the polyhedron.

Definition 5.3 (Extreme Point). For a convex polyhedron P C R™, a pointv € P
is an extreme point of P if there are no two distinct points w # x € P such that
v =aw+ (1 —a)x for some a € (0,1).

Equivalently, a point v € P is an extreme point of P if w,z € P with 3(w +
z) = v implies w =z = v.

We denote by ex(P) the set of all extreme points of a polyhedron P.

Our primary interest is in characterising the extreme points of a polyhe-
dron relating to local differential privacy, as given in Definition 5.4 below.
The following theorem from convex geometry shall prove useful in this re-

gard [Baroz].

Theorem 5.1 (Condition for Extreme Points). Let P C V be a polyhedron,

and consider a point v € P. Denote by the set I, C [I] the indices of the inequality
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constraints that are tight on v (i.e. (¢, v) = by, forall i € I, and (c1*1),0) <

byyiforalli € [I]\ I,). Then v € ex(P) if and only if
Span({c(l),‘ . ‘,C(Q)} U {C(q+i) = Iv}) = V.

Equivalently, v is an extreme point of P if and only if there are m linearly

independent constraints tight on v, where dim(V) = m.

5.2.2  Differential Privacy

As we are working with finite, discrete/categorical data, without loss of gen-
erality we let D = [m]. For a parent mechanism {Y;} to satisfy e-differential

privacy (with § = 0), we require
P(Y; = k) < (Y} = k),
for all i, j, k € [m].
We let A € R"*™ be a design matrix of the mechanism given by
a; = P(X; =j).

Then A defines an e-differentially private mechanism if and only if the fol-

lowing conditions hold:

Y =1, Vie[m], (5.3a)
j€lm]
aij > O/ v Z/] € [m], (53b)
aj < eag, Vi j ke [m]. (5.3¢)

We now define the e-differential privacy polytope, comprised of all matri-

ces satisfying the above constraints.
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Definition 5.4 (Differential Privacy Polytope). Fix m € IN and € > 0. The
e-differential privacy polytope, D C R™*™, is defined as follows:

Zjaij =1, Vie [m],
D= A€ Rmxm : aij Z 0, Y i,j S [Wl], . (54)

a;; < eagj, Vij ke [m].

The non-negativity and stochastic constraints ensure D is bounded; therefore it is

a polytope.

Note: As the constraint a;; < e“a;; must hold for all i, j, k € [m], we require
e “ax; < ajj < eay; for each i, j, k. Equivalently, max; a;; < e min; a;; for all
j € [m].

Remark: If € = 0, then to have A € D, we require that a;; = a;; for all
i,j, k€ [m].

Using the Hilbert Schmidt inner product on the space of m x m matrices
(X,Y) = tr(XTY),

Example 5.1 below details how to represent the constraints defining D in the

form of Definition 5.1.

Example 5.1 (Matrix Representation). We wish to represent the mechanism
constraints (5.3) in matrix form. Beginning with the non-negativity constraint
(5.3b),

<eie]T,A> = tr(ejeiTA) = ajj. (5-5)

By defining these constraints as

CZ = —eiejT, (5.6a)

then we require (CZ., A) <0 for each i,j € [m].
Since tr is a linear function, we can take linear combinations of (5.5) to
form the other constraints.

Now consider the stochastic constraint, (5.3a),

m m m
Y eiel,A) =Y tr(eelA) =) ay.
j=1 j=1 j=1
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By defining these constraints as

Cs = Zeief, (5.6b)
then we require (C7, A) =1 for each i € [m].

Finally, consider the differential privacy constraints, (5.3c),

<eie]-T — e, A> = tr(eje] A) — € tr(ejef A)

= lZl']' — eeakj.
By defining these constraints as
dp _ T T
Ci].k = ¢je; — eexe;, (5.6¢)

then we require (Cfﬂf, A) <0 for each i, j, k € [m]:

We can now rewrite the definition of D in the same form as (5.1) using

equations (5.6):

<Cf,A> =1, Vi€ [m]

D={AcR™": <c§,A>§0, Vi, j€ [m),

(citay <o, ¥ijke [m.

5.3 PRELIMINARY RESULTS

In this section, we present several preliminary results on the structure of the
set D and its extreme points. We first note that the non-negativity constraint

in the definition of D is redundant in the case where € > 0.

Lemma 5.1 (Non-Negativity). Fix € > 0. Let v € R™ satisfy v; < ev; for all
i,j € [m]. Then v > 0.
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Proof. Let v; < 0 for some i € [m]. Then, for each j € [m], we have:

e “v; <vj < ey;

= e ‘v; < ev;
= e >ef
= e <0.
By hypothesis € > 0. Hence, we must have v; > 0 for each i € [m]. O

Our next lemma notes that if the differential privacy constraint is tight on
two elements in a column, then those two elements must be the minimum

and maximum entries of that column.

Lemma 5.2 (Min/Max Entries). Let v € R™ be a vector with v; < ev; for
all i,j € [m]. Suppose there exists at least one pair i,j where v; = e°v;. Then

ming vy = vj and max Vg = v;.

Proof. Suppose there exists v; such that v; > v;. Then, v; > ¢v}, contradicting
the differential privacy constraints. Similarly, if v; < v}, then e“v; < v;. The

result follows. O

Several of our results will relate the extreme points A of D to the non-zero

columns in A. With this in mind, we formally define

7(A) = {i € [m] : AV £ 0},

so that y(A) consists of the indices of the non-zero columns of A and
|7(A)| € [m] gives the number of non-zero columns in A.
Our next result concerns the rank of the extreme points of D; first we note

the simple observation that rank(A) < |y(A)| for all A € D.

Theorem 5.2 (Rank of Extreme Points). Let A € ex(D). Then
rank(4) = |7(A)].

Proof. Suppose A € ex(D). As noted before, rank(A) < |y(A)|. If A has

only one non-zero column, then clearly rank(A) =1 = |y(A)]|.
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Let |7(A)| > 1 and suppose rank(A) < |y(A)|. Then there exists 7 € R™,
7 # 0and 7; = 0 for all i ¢ y(A) (i.e. whenever A) = 0), such that
YAl = 0.

Let B = Adiag(y). By construction, B1 = 0.

Consider C= A — AB, D = A+ AB, where 0 < A < —L__Then,

max; |7;]
1. C and D are stochastic, as A is stochastic and B1 = 0;
2. since a;; < eayj and (1+ Ay;) > 0 for all i,j,k € [m], it follows that
cij < ey, di]- < eedkj; and
3. C,D >0.
Hence, C,D € D and C # D as B # 0.

However, %(C +D) = A,s0 A ¢ ex(D), a contradiction. Therefore, for

every A € ex(D), we must have rank(A) = |y(A)|. O

We shall often make implicit use of the following simple corollary to the
above result; essentially it states that for an extreme point A with at least 2

non-zero columns, none of these columns can have all their entries equal.

Corollary 5.1. Let A € ex(D) satisfy |y(A)| > 2. Then there is no i € y(A),
k € Rwith AV = k1.

Proof. Suppose that there is some k € R, iy € 7(A) such that A0 = k1.
Clearly, k # 0 as ip € y(A) and k # 1 as |y(A)| > 2. As A is stochastic,

Yy A =1

i€y (A)

which implies that

1 . ‘
_ (io) (i) —
(1 k)A + ), AV =0

i€y(A)
i#ig

This implies that rank(A) < |y(A)|, contradicting Theorem 5.2. O
It is clear from the definition that D is closed under row/column permu-

tations. Our next result notes that this same invariance property also holds

for extreme points.
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Theorem 5.3 (Permutation). Let A € D and let P;,P, € {0,1}"*™ be per-
mutation matrices. Then PyAP, € D. Furthermore, A € ex(D) if and only if
PAP, € ex(D).

Proof. From Definition 5.4, it clearly follows that P;AP, € D if A € D, since
permuting a matrix only changes the order of rows and columns, but ele-

ments in the same row/column will remain in a common row /column.

Now, let A € ex(D) and suppose that P AP, ¢ ex(D) for some permuta-

tion matrices P; and P,. Then, there exist B # C € D such that,
1
P, AP, = E(B +C).
However, since P~ = PT for any permutation matrix P, we have

A= %(PlTBPZT + P CP]),

where P BP] # PICP} since B # C. This is a contradiction since A € ex(D),
therefore Py AP, € ex(D) also. Thus,

A €ex(D) = PAP, € ex(D),

and

P AP, € ex(D) = P{PLAP,P] = A € ex(D),

hence A € ex(D) if and only if Py AP, € ex(D) for any permutation matrices
Py and Ps. O

5.3.1 Tight constraints

We now examine the implications of Theorem 5.1 for the extreme points of
D. We first note a simple fact concerning the number of linearly independent
differential privacy constraints that can be tight on an element of D.

In the next result, we use C;ip to denote the set of all tight differential
privacy constraints acting on the jth column of a matrix A. Formally, given

A, this consists of all constraints such that a;; — e“ay; = 0 where i,k € [m].



92

EXTREME POINTS OF THE LOCAL €-DIFFERENTIAL PRIVACY POLYTOPE

Theorem 5.4 (Constraints on Zero Columns). Let A € D be given. Then,
dim(span(Cfp)) = m if and only if AU) = 0.

Proof. If we make the obvious identification of the jth column of A with a
column vector, AU) € R™, then each constraint in C;lp can be identified with

a vector of the form e; — e¢e; = (0,...,1,0,...,—¢¢,0,...,0)T where the 1 oc-

curs in the ith position and e occurs in the kth position. If dim(span(C]‘.jp )
m, there are m linearly independent vectors vy, ..., v, such that vl.TA(j) =0
for i € [m] so it follows trivially that AY) = 0.

For the converse, it is enough to note that AU =0 implies that every
differential privacy constraint acting on the jth column is tight and that
there are m linearly independent such constraints. To see this consider the
matrix T with: t;; = 1 fori € [m]; tjz1; = —e fori € [m—1]; t1,, = —eS;

tix = 0 otherwise. It can readily be verified that T is non-singular. O

Remark: A direct consequence of Theorem 5.4 is that dim(span(C}jp ) <
m —1 for any j € y(A).
Our later characterisations of the extreme points of D shall rely on the

following concept of loose entries.
Definition 5.5 (Loose Entries of a Matrix). Given A € D, define

AA) = {(1,]) taj ¢ {ee min a;, e g[anﬁakj}}.

ke[m]

For a matrix A € D, we say the entry a;; is loose if (i,j) € A(A).

It follows from Lemma 5.2 that for any (i,j) there exists a k such that

ajj = e*“ay; if and only if (i,j) ¢ A(A).

Example 5.2 (Loose Entries). Let € = In(2) and

4 1 2 100

1
A=7322,B=100
2 1 4 100

Then A(A) = {(2,1)}, since 3 ¢ {4,2}, and by similar reasoning, A(B) =
{(1,1),(21),(31)}.
Our next result bounds the number of loose entries of an extreme point in

terms of the number of non-zero columns.
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Theorem 5.5 (Bound on Loose Entries). Let A € ex(D) with |y(A)| > 2. Then,
IAA)] < m—[y(A)].

Proof. Let A € ex(D) and consider the following sets of constraints active
on A. We define

dp _ dp
C% = U C].
j€r(4)

to be the set of tight differential privacy constraints acting on the columns

in v(A). Note the following readily verifiable facts:

(i) for j ¢ y(A), every differential privacy constraint acting on column j is

tight;
(ii) the m stochastic constraints are tight;
(iii) as |v(A)| > 2, no non-zero column of A is of the form k1 where k € R.

It follows from (ii) and Theorem 5.1 that the number of tight, linearly in-
dependent differential privacy constraints on A must be (m? — m). Further-
more, Theorem 5.4 implies that there are m linearly independent differential
privacy constraints active on each of the (m — |y(A)|) zero columns of A.
It is not difficult to see that constraints acting on different columns must
be linearly independent and hence there are a total of (m — |y(A)|)m lin-
early independent tight differentially private constraints arising from the

zero columns of A. Putting all of this together, we see that there must be
m* —m — (m —|y(A)ym = m|y(A)| —m

tight differential privacy constraints acting on the non-zero columns of A.

Formally:
€| = my(A)| —m. (5-7)

From point (iii) above there are no non-zero columns in which all entries

are constant; it follows that for each j € y(A),

it (f) ¢ A(A} > [P +1.
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If we let /; denote the number of loose entries in column j, the previous

inequality can be rewritten as
d
‘C]p‘ S m—lj—l.
Combining this with (5.7) we see that

my(A)-m < Y |¢]
j€r(A)

< Z m—l]-—l

jer(A)
= mly(A)| = [AMA)| = [r(A)].

A simple rearrangement now shows that
AA)] < m—|y(A)]

as claimed. O

Note: When |y(A)| =1, |A(A)| = m.
As we conclude this sub-section, we take a look at the following result for
later use, which states that at most one loose entry can appear in any row of

an extreme point.

Lemma 5.3 (Loose Entries per Row). Let A € ex(D). No row of A has more
than one loose entry (i.e. there exist no two distinct pairs (i1, 1), (i1,j2) € A(A)

with jl ;fé ]2)

Proof. Let A € ex(D), and assume without loss of generality that (1,1), (1,2) €
A(A). Let

A= min{max aj1 — 411,411 — Mina;, maxdap — a2, 412 — min ﬂiz}-
1 1 1 1

Hence, A+ A(Eq; — E1p) € D.
However, A = %((A + AE1; — AE1p) + (A — AE11 + AErp)), hence, A ¢

ex(D), a contradiction and so the result follows. O

Finally, for this sub-section we present a number of other results that will
add further insight to the behaviour and structure of D and its extreme

points. The next piece of notation will prove useful later.
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For A € D, we define the vector w' € R™ where w, = —-t

i m for any

j€v(A)and w]’ = 0 otherwise. We then denote by A the matrix given by:
A = Adiag(w'). (5.8)

Then, for any A € D, d;; € [1,¢°] for any j € 7(A), and d;; = 0 otherwise.
Hence,

A diag <minaij> = A.

1<j<m \ !
Note: 7(A) = v(A) and A(A) = A(A).
We now show that for any extreme point A, A cannot have a row with

equal non-zero values.

Lemma 5.4. Let A € ex(D) with |y(A)| > 1. Then for each row i € [m], there

exist two non-zero columns j, k € (A) such that a; # .

Proof. We prove this by contradiction. Firstly, suppose there exists a row i
such that a;; = d for all j,k € v(A). By Lemma 5.3, each row cannot have
more than one loose element, therefore either 4;; = 1 or a;; = ¢“.

Let w € R™ be defined by w; = min; a;;. Then A = A diag(w).

Suppose d;; = 1, hence ) ¢ (a) wx = 1. By Theorem 5.5, each column j has
at least one pair (i, k) such that ajj = eeakj, hence there exists a row i* such
that d;; = e°. However, d; > 1 for every k € ¥(A), 50 Yicq(a) @rpwr > 1,
contradicting the stochasticity of A.

A similar argument holds for 4;; = e°. The result follows. O

5.3.2  Computer Simulations

The following result is useful when conducting computer simulations, by al-

lowing us to efficiently search for extreme points with specified zero columns.

MATLAB code making use of this theorem can be found in Appendix A.

Theorem 5.6. Let I C [m] and define
Di={AeD:In(A) =0}

We therefore have A) = 0 for each A € Dyandi € 1.
Then:
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(i) ex(Dy) = {A € ex(D) : INY(A) = O},
(ii) Dy = D;

(ifi) Dy = @;

(iv) Dy C D forall | C I;

(v) ex(Dr) Cex(Dy) forall ] C I;

(vi) Dy = Dy N Dy forall I, J;

(vii) ex(Dy;) = ex(Dy) Nex(Dy) forall I, ].

Proof. Let us begin with (i). Let A € Dj. Since y(A) gives the indices of
non-zero columns, (AT1); = 0 for each i € I. Since A € D also, if we write
ex(D) = {Dy,...,Di} we have A =YX | a;D;, where a; > 0 for each i € [«]
and Zi-;l a; = 1. However, since A > 0 and D; > 0 for each i € [k], then
a; = 0 whenever [ Ny (D;) # @.

Hence, each A € D; can be written as a convex combination of {A €
ex(D): INy(A) =0}, and so ex(D;) C{A €ex(D) : INy(A) = D}.

Since each A € ex(D) cannot be written as a convex combination of any
other elements of ex(D), we conclude that ex(D;) = {A € ex(D) : IN
v(A) =0}

(ii)—(vii) follow from (i). O

5.4 EXTREME POINTS FOR FIXED VALUES OF |y (A)|

In this section, we characterise extreme points with a specified number of
non-zero columns. We note that extreme points with one and two non-zero
columns are limited to a specific form, while Section 5.4.3 deals with extreme

points with any number of non-zero columns.

5.4.1 Extreme Points with One Column Non-Zero

The first case to consider is that of a single non-zero column in the matrix.
Due to the stochastic constraints, there are only m such matrices, and as

Theorem 5.7 below states, each one of these matrices is an extreme point.
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Theorem 5.7 (| (A)| = 1). Let E; € R™*™ be given by E; = 1e] for i € [m]
and define the set D' as:
D' = {E1,...,En}.

Then D' C ex(D).
Furthermore, A € ex(D), |v(A)| = 1 implies that A € D',

Proof. Suppose E; = 3(B+C) for B,C in D. As B, C are both non-negative, it
follows immediately that all columns of B and C apart from the ith column
are zero. B and C are also both stochastic which immediately implies that
B=C=1el.

Note that if A € D with |y(A)| = 1, then A = E; for some i. Hence, if
A € ex(D) with |y(A)| = 1, it follows that A € D'. O

The points in D’ are extreme points in all cases, regardless of €. Further-

more, in the trivial case of € = 0, the set D’ are the only extreme points.

Corollary 5.2. Let € = 0. Then,
ex(D) =D

Proof. Let € = 0. Then, for all A € D, we have agj < ajj < agj, hence 4;; = Ak
for all i, j,k € [m], i.e. entries in the same column are equal. It now follows
immediately from Corollary 5.1 that if A is an extreme point, y(A) = 1 and

hence that A € D’ as claimed. O

5.4.2 Extreme Points with Two Columns Non-Zero

Next, we consider the case of two non-zero columns. Although Theorem 5.5
allows for many loose entries to occur in these extreme points, Theorem 5.8

below states that no loose entries are possible.

Theorem 5.8 (|7(A)| = 2). Let A € ex(D) where | y(A)| = 2. Then A has no

loose entries.

Proof. Without loss of generality, assume that y(A) = {1,2}. Define w € R™
by wj = min; a;; for j € [m] and let A be given by (5.8). Then a;; € [1,¢€] U {0}

fori,j € [m].
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By Theorem 5.5, |[A(A)| < m — 2, so there exist at least two rows with no
loose entries. Let row k be one of these rows. Then dyq, 4y, € {1,¢°}, but by
Lemma 5.4, dy; # drp. We can assume that iy = e€ and 4y, = 1 (otherwise

just swap columns 1 and 2). As A is stochastic,
wlee +w, =1. (59a)

By Lemma 5.3, for all rows j € [m], at least one of dj;, @, must be in {1,e}.
Moreover, in order to satisfy (5.9a), j; = ¢ if and only if 4 = 1.
Suppose therefore that there exists a row j where d;; € (1,¢¢) correspond-

ing to a loose entry in A. It follows from (5.9a) that 4, = ¢€. Hence

1= wlﬁﬂ + wope®
(5-9b)
> w1 + woet.

It follows from Corollary 5.1 that there is some j* such that 41 = 1,

implying

1=w + Walj

< wq + woes,

contradicting (5.9b). Therefore there are no loose entries in the first column.

Now suppose there exists a row j where dj; € (1,¢°). As above, it follows

that 4;; = 1. Hence,

1= w1y + wZﬁ]'z
(5.90)
< Wy + woeC.

As before, it follows from Corollary 5.1 that there is some j* such that

djp = €, hence,

1= Zlhﬁj*l + wye®

> wy + woef,

contradicting (5.9c). Therefore there are no loose entries in the second col-

umn.

Hence |[A(A)| = 0. O
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Using this result along with Lemma 5.4, we can describe the two non-zero

columns.

Corollary 5.3. Let A € ex(D) with |y(A)| = 2. Let v(A) = {j,k} and A be
given by (5.8). Then, for every i € [m], we have

(aij, di) € {(1,¢€), (5, 1)} (5.10)

Proof. By Theorem 5.8, d;; € {1,e°} and dy € {1,¢°} for each i € [m].
By Lemma 5.4, we must have d;; # d; for each i € [m]. So, d;; = ¢ if and

only if 4 = 1, and 4;; = 1 if and only if ; = e“. O
The follow example illustrates the consequence of Corollary 5.3.

Example 5.3. Every extreme point A € ex(D) with |y(A)| = 2 must be of

the form shown in (5.10), and furthermore both non-zero columns of A must

contain at least one 1 and one ¢°.

Let m = 4 and A € ex(D) with |y(A)| = 2. One example of such an A is

as follows:
1 0 e 0
1 1 0 ¢ 0
A= T e € ex(D).
e 01 0
1 0 e 0

5.4.3 Extreme Points with Every Element Constrained

The next definition is necessary before we can state Theorem 5.9 which is

the main result of the chapter.

Definition 5.6. Let D C D be defined as follows:
D ={A € D|rank(A) = |y(A)],A(A) = @}. (5.11)

The set D contains matrices with between 2 and m non-zero columns,
which satisfy the rank condition of Theorem 5.2 and have no loose entries
(i.e. aj € {0,1,¢°} for each i,j € [m], where A is given in (5.8)). We now

show that every one of these matrices is an extreme point of D.
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Theorem 5.9. Let € > 0. Then,

D C ex(D).

Proof. Let A € D and let B,C € D where (B + C) = A. Define w; = min; a;;
for each j € [m] (Note that w; = 0 for each j ¢ y(A), and a;; € {w}, e“w;} for
each i,j € [m] since A(A) = Q).

Let A; = } max |BU) —CU)| for each j € ¥(A). As B and C are non-negative,

it is not hard to see that:

Aj=0, Vj¢y(A). (5.12a)

We shall show that the same conclusion must also hold for j € y(A). To
this end, let j* € 7(A) be given where A > 0. Assume without loss of

generality that b j- = a; ;- + Aj- for some i} € [m] (if not, swap B and C).

We claim that a; ;- # wj-. Suppose otherwise. Then there exists i € [m]
where a;,j» = e“w;. However, since %(B + C) = A, we have Ciyjr = 245 —

bilj* = a;,j~ — A+, and since C € D, we have

€
Cizj* <e Cilj*
= eeﬂl’l]'* - eeA]‘*

= (Zi2]‘* - eeA]‘*.

By the definition of A, we must have c¢;,;» > a;,j» — Aj+. Hence it would
follow that Ajx > e°Aj+, a contradiction since € > 0. Thus, a; » = e‘w; as

claimed (i. e. the max change occurs on the max element of the column).

We now know that b; j« = ewj« + Aj.. Let
Ij* = {l . LZZ']'* = w]*}
Then for every i € Ij:, since B € D, we get e“wj + Aj = bj j» < €°bjj+, hence

bij» > wj- +e “Aje. (5.12b)
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Also, for every i € Ij*, since C € D,

Ciyjr = eewj»« - A]*
< ecjj-
=¢° (Zai]-* — bi]'*)

— D€ €.
=2ewp —e sz*,
hence e‘wj: — Aj < 2e€wj- — eb;j+, or rewriting,
. . 7€ .
bijw < wj +e “Aje.
Hence, from (5.12b) and (5.12¢),

bl‘]'* = Wj+ + efeAj*
= aij* —|— eieA]‘*,

for every i € Ijs.

(5.12¢)

(5.12d)

It follows readily that for every i € Ijx, cjj- = wj — e “Ajs.

We next consider indices i ¢ [;-. Choose some iy € Ij-
ajj- = e“wj+, then

€ _ ,€ 3 .
bz‘]’* S e bizj* =e ?/U]* + A]*,

and

Cl']‘* = Zul’]‘* - bl]*

— €0y, ..

= 2e w]* bl]*
e . .

S e CZz]*

— €. .

= e Wi A]*,

which can be rewritten as

[y € . .
bl]* >e '(/U]* -+ A]*.

.Foralli ¢ I,

(5.12€)

(5.12f)
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Hence, from (5.12¢) and (5.12f),

bi]'* = eew]-* + A]'*
(5.12g)
= ajj+ + A/*,

foralli & Ljs.

Putting everything together, it follows from (5.12a), (5.12d) and (5.12g),

bij = wj+e °giAj, jEY(A)icl];

ew; + g, JE€ v(A),i¢ I

where g; € {—1,1}, forall j € y(A).
Similarly, since B 4- C = 2A,

0, j¢v(A),

Cij = wj — €7€g]'A]', ] S ')/(A),l S I]

efw; —giN;, j€E v(A),i ¢ L.

\

Rewriting in terms of A (given by (5.8)), bjj = aj; —i—gje_e%Aj = a;+
g]'efeﬁijAj and Cij = @jj — gjefeﬁi]'A]' for all l,] S [Wl]
Hence,
B=A+ €_€A~. d1ag(g]A])
j€lm]
C=A- e_eA d1ag(g]A])

j€m]

Since A, B are stochastic, we require

e ¢Adiag(gjAj)1=0.
j€lm]
This equation defines a linear relationship between the columns of A.
Moreover, we know that A; = 0 for j & y(A). If A; # 0 for any j € y(A),
it would imply that the non-zero columns of A and hence those of A are

linearly dependent, contradicting the assumption that rank(A) = |y(A)|. It
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follows that A; = 0 for all j € [m] and hence that B = C = A. This completes

the proof. ]

Furthermore, the set D contains all extreme points of D which have no

loose entries.

Corollary 5.4. Let A € D with A(A) = @. Then, A € ex(D) if and only if
AeD.

Proof. “=": Let A € ex(D) with A(A) = @. By Theorem 5.2, rank(A) =
|7(A)|, hence A € D.
“&". A€ D= A € ex(D) by Theorem 5.9. O

5.4.4 Extreme Points with All Columns Non-Zero

From an application point of view, it is entirely reasonable to only consider
matrices (and the resulting response mechanism) with no zero columns.
Having a zero column in a matrix that defines a response mechanism
means that the mechanism never releases a particular (or multiple) values
as its output. In many circumstances, this feature will not be required of a
mechanism.
Using Theorem 5.9, we now present the following corollary, which gives a

complete characterisation of extreme points without zero columns.

Corollary 5.5. Let A € D, with |y(A)| = m. Then, A € ex(D) if and only if
AeD

Equivalently,
{A€ex(D): |y(A)] = m} = {A €D:|y(A)| = m}.

Proof. “=": Let A € ex(D) have m non-zero columns. Then, rank(A) = m
by Theorem 5.2 and A(A) = @ by Theorem 5.5.

“<"”: Let A € D such that rank(A) = m and A(A) = @. Then A € ex(D)
by Theorem 5.9. O]

We now have necessary and sufficient conditions for finding and deter-

mining extreme points with m non-zero columns.
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5.5 DISCUSSION

We now take a brief look at a number of useful and interesting consequences

of the results given in Sections 5.3 and 5.4.

ex(D) FOR sMALL m  From Theorems 5.7 and 5.9, we know that D’ U
D C ex(D); with the addition of Theorem 5.8 we can make further obser-

vations for small m.

Theorem 5.10. Let m < 3, then
ex(D) =D'UD.

We therefore have a complete characterisation of all extreme points up to

m = 3.

ex(D) For m = 4  While we lack a formal proof, extensive computer
simulations suggest the following fact for the case m = 4.
Let m < 4, then
ex(D) =D'UD.

MATLAB code used for the computer simulations can be found in Ap-

pendix A.

ex(D) FOorR m > 5 When m = 5, our previous results allow us to char-
acterise all extreme points A for which |y(A)| = 1,2,5. However, when
|7Y(A)| = 4, we can find extreme points with loose entries.

The following point A € D can be shown to be an extreme point of D by

using Theorem 5.1.

1 1 1+e€° e 0
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Fitting with Theorem 5.5, A has only a single loose entry (A (A) = {(5,3)}),
while we also observe that rank(A) = 4, satisfying Theorem 5.2.
We therefore have A € ex(D), but A ¢ D' UD. Hence, D' UD C ex(D) in

general.

56 CONCLUDING REMARKS

The main goal of this chapter was to present results on the extreme points of
the e-differential privacy polytope, with the main result being the complete
characterisation of all extreme points with no loose entries (Theorem 5.9).

Other contributions included:

* Methods to help identify extreme points, such as evaluating the ma-
trix’s rank (Theorem 5.2), and the number and position of loose entries

(Theorem 5.5 and Lemma 5.3);

¢ Proving that the set of extreme points is closed under row and column

permutation (Theorem 5.3);

* Results to help with the enumeration of extreme points with computer

software (Theorem 5.3.2 and Appendix A);

¢ The complete characterisation of extreme points with 1, 2 and m non-

zero columns (Theorems 5.7 and 5.3, and Corollary 5.5 respectively).






THE RANDOMISED RESPONSE TECHNIQUE

In this chapter, we study the Randomised Response (RR) technique as a means
to achieve privacy in surveying. We examine a generalisation of the original RR
technique, and by measuring the error of the statistical estimator, determine the
optimal (e, )-differentially private RR mechanism for 6 < }. We also examine a
privacy-protection metric, apply RR to databases and extend the RR technique to

non-binary questioning.
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6.1 INTRODUCTION

In previous chapters we have studied the sanitised response mechanism as
a means to achieve local (g, d)-differential privacy and studied its privacy/
utility tradeoff through its error on an element-by-element basis. In this
chapter, we take a different approach to determining the error of such a
mechanism, by considering local privacy as a privacy-preserving means to
determine the proportion of a population possessing a certain attribute.

For this we turn to the Randomised Response (RR) technique introduced
by Stanley L. Warner [War65]. In Section 6.2 we examine a generalisation of

Warner’s original RR technique, and formulate a Maximum Likelihood Es-

107
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timator (MLE) to calculate a true population estimate from the randomised
responses. We then examine this RR model in the context of differential pri-
vacy in Section 6.3, and by minimising the error of the MLE, we determine

the optimal (g, 6)-differentially private RR mechanism for § < %

We then consider a proposed improvement to Warner’s original model,
known as Mangat’s model [Mang4]. By examining a metric of privacy-protec-
tion on the RR mechanisms in Section 6.4, we show Mangat’s model to be
more efficient than Warner’s. In Section 6.5 we examine the error introduced
by sampling in Mangat’s model, and how applying RR to databases reduces

the overall error of the mechanism.

Finally in Section 6.6, we extend Mangat’s method to categorical variables,
where answers are no longer binary. We present closed-form Maximum Like-
lihood Estimators (MLEs) for the model, and initial results on variance of

these estimators. Concluding remarks are given in Section 6.7.

6.2 PRELIMINARIES

We are looking to determine the proportion 7 of people in the population
possessing a particular sensitive attribute, where possession of the attribute
is binary. We conduct a survey on n subjects of the population by uniform

random sampling with replacement.

A single subject’s answer X; € {0,1} is a randomised version of their
truthful answer x; € {0, 1}, in order to protect their privacy. The randomised
response will therefore not definitively reveal a subject’s truthful answer. By
convention, a value of 1 denotes possession of the sensitive attribute, while
0 denotes that the subject does not possess the attribute. We denote by N the

number of randomised responses that return 1, hence N = } [, X;. We are

N
.

therefore looking to estimate 77 from

In our framework, this set-up is realised using the product sanitisation
mechanism introduced in Section 3.5 and which was studied further for
categorical data in Section 4.4. In this case, D = {0,1} (i.e. m = 2). The

parent mechanism is defined as before, where

P(X; = klxi =]) = pjk, (6.1)
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which allows us to define the design matrix P of the mechanism, as first

given in Definition 4.3.

Definition 6.1 (Design Matrix). A randomised response mechanism as defined in

(6.1) is uniquely determined by its design matrix,

p— Poo Po1

P10 P11

For the probability mass functions of each X; to sum to 1, we require poo + po1 = 1

and p1o + p11 = 1. The design matrix therefore simplifies to

p_ poo  1—poo

1—pn P11

where 0 < poo, p11 < 1.

Remark: For some results in this chapter, we impose additional constraints
on poo and p11, such as poo, p11 > % These assumptions are reasonable to
make, as they ensure the mechanism is more likely to return a correct answer
than an incorrect one.

As 7 is the proportion of individuals in the population possessing the

sensitive attribute, we can calculate the probability mass function of each X;:

IP(XZ‘ = 0) = (1 — ﬂ)poo + 7'[(1 — 7911)
(6.3a)
= poo — 7(poo + p11 — 1),

P(X;=1)=mpn+(1—m)(1— pow) (6.3b)
=1—poo+ 7(poo + p11 — 1).

Remark: Direct questioning corresponds to the case where pgy = p11 = 1.

6.2.1 Estimator, Bias and Error

Having presented the RR mechanism previously, we now need to establish

an estimator of 7t from the parameters of the mechanism, pgy and pi1, and
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from the distribution of randomised responses, namely . We first establish
a MLE for the mechanism and, later in this sub-section, look at its bias and

error.

Theorem 6.1. Let poo + p11 # 1. Then the Maximum Likelihood Estimator (MLE)

for 7t of the randomised response mechanism defined in (6.2) is given by

p()() -1 N
po+pii—1  (poo+pn—1)n

[(poo, pu1) = (6.4)

Proof. Let us first index the sample so that X; = 1 foreachi < N, and X; =0

for each i > N. Then the likelihood L of the sample is
L=P(X; = 1)NP(X; = 0)" N,
The log-likelihood is

log(L) = NlogPP(X; =1) + (n — N)logP(X; = 0),

the maximum of which occurs when al%%gn@) = 0. Solving for 7t completes

the proof. O

We also note the following standard identity in probability and statistics,
Var(Y) = E[Y?] — E[Y]?, (6.5)

for any random variable Y. We now calculate the bias and error of I1. We use
the variance of the estimator to characterise error in line with conventional
practice. Similarly by convention, we characterise the bias of an estimator as
its expected deviation from the quantity it is estimating (i.e. E[IT — 7t]). We

remind the reader of the dependence of Var(IT) on 7t by writing Var(11|7).
Corollary 6.1. The MLE T1 constructed in Theorem 6.1 is unbiased and has error

2
%— (Poo - % — 1t(poo + p11 — 1))

Var(T1(poo, pu)| ) = (poo + p11 —1)*n

(6.6)

Proof. Since the survey we are conducting is by uniform random sampling
with replacement, N is a sum of independent and identically distributed

random variables. Therefore, E[N] = nE[X;] and Var(N) = n Var(X;).
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It can be shown that E[X;] = E[X?] = P(X; = 1) = 1 — poo + 7(poo +
p11 — 1). Hence,

poo — 1 L E[N]
po+prii—1  (poo+pn—1n
_ poo—1 E[X;]
= +

po+pi1—1 poo+pin—1

E[I1] =

:7'[/

and so I is unbiased as claimed.

Secondly,

Var(N)
(poo + p11 — 1)*n?
Var(X;)
(poo + p11 —1)%n
E[X?] - E[X{]?
(poo + p11 — 1)%n
_PX;=1)P(X; =0)
~ (poo+pn—1)n

Var(f[\ﬂ) =

7

which can be simplified to (6.6). O

When conducting a survey on a population, it may be necessary to calcu-
late the margin of error of the estimate. For a confidence level ¢ € [0,1], the
margin of error of a sample is given by w > 0, where

P(IT— 7| <w)>c (6.7a)

In practical applications, a 95% confidence interval is typically used [Jacos].
Using Chebyshev’s inequality, we can calculate the margin of error of a sam-

ple to be 4.50, where the standard deviation ¢ is given by 1/ Var(I1|7), since

1P<\f1 —n| < 4.5\/Var(ﬁ|7'c)> > 0.95. (6.7b)

However, given that this only provides a bound on the probability, it is pos-
sible for Chebyshev’s inequality to exaggerate the margin of error by provid-

ing much greater than 95% confidence.
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In many practical situations, the central limit theorem is invoked to de-
termine heuristically a margin of error. For a random variable G that is nor-

2

mally distributed with mean p and variance ¢, we have

P(|G — pu| <1.960) ~ 0.95, (6.7¢)

hence 1.960 is typically taken as the margin of error [Jacos]. However, this
non-rigorous approach only gives a loose representation of the margin of
error, given that the guarantee of the central limit theorem only applies in
the limit as the sample size n approaches infinity.

Due to this variability in defining the margin of error of a sample, we only
focus on determining the error Var(TI|7r) of the estimator in this chapter.
This error can easily be used to calculate the margin of error for a particular
application, as outlined above.

However, the error is frequently a function of an unknown term (e.g.
7t in the case of RR). Because of that, in this chapter we also examine
max;; Var(T1|7r) to allow the margin of error to be determined independently

of .

Corollary 6.2. For the MLE 11 constructed in Theorem 6.1,

R 1
max Var(II|r) = . 6.8
ax Var(I1| ) yTPe—T (6.8)
Proof. From (6.6) it can be shown that %}?'”) = 0 when T = %,
and since % = —2, we have
N 1
Var (11| ) O

< .
= 4(poo + pu —1)%n
6.2.2 Warner’s RR model

Warner’s model [War65] is a specific case of the generalised model intro-
duced above. Warner proposed that surveyors would present respondents
with a spinner which they would spin in private to decide which one of two
questions to answer. The spinner would point to a question (e. g. “Have you

cheated on your partner?”) with probability py, and to the complement of
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that question (e. g. “Have you been faithful to your partner?”) with probabil-
ity 1 — pw. Respondents would then be asked to answer the chosen question

truthfully, but without revealing which question they were answering.
Warner’s model corresponds to the case where poy = p11 = pw. We denote

by Py, the design matrix of Warner’s model, which follows to be

Pw 1—pw
1— pw Pw

while the probability mass function of each X; is defined as

P(X; =0) = pw — 1(2py — 1),

Using the same unbiased MLE in (6.4), we denote by I'T, the estimator for

Warner’s model and, by (6.6), find its error to be

1 1 2
A 1—<Pw—§—7f(227w—1)>
Var (Iw (pw)|7) = (2pw — 1)%n , (6.9)
and furthermore by (6.8),
A 1
l’n??XVar(Hw‘ﬂ') = W (6.10)

6.2.3 Mangat's Improved RR Model

Mangat proposed an improvement to Warner’s model and other RR models
in an attempt to improve the efficiency of the RR technique [Mang4]. Mangat
proposed that subjects possessing the sensitive attribute would always an-
swer truthfully, but those without the attribute would provide a randomised
response.

In this case, we have poo = p and p11 = 1, and the design matrix Py, is

given by

pm 1= Pm
0 1

P, =
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Again we calculate the probability mass function of X,

P(X; =0) = (1= 7)pm,

P(Xi=1)=1—(1—7m)pm.

We use the unbiased MLE in (6.4), denoted by I1, for Mangat’s model,
and, by (6.6), find its error to be

L= (m0-m-1)’

Var(IL,|r) = o
_(=m(-pu(l-m) 60
Pmm
and, furthermore, by (6.8),
max Var (1, |7) = L (6.12)
1ax ml™) = gy .

63 OPTIMAL DIFFERENTIALLY PRIVATE RR MECHANISM

In this section, we study the generalised RR model, from Section 6.2, in the
context of (g, J)-differential privacy, and determine the mechanism which
minimises the MLE error. This question was previously examined in [KBR16]
for more general error functions, but only for strict e-differential privacy.
Recall that a mechanism {X;|i € [n]} with a binary output space is (€, d)-

differentially private, fore > 0and 0 < <1, if

P(X; = j) < €P(X, = )+, (6.13)

for any i,k € [n] and j € {0,1}.
For the RR mechanism given by (6.2) to satisfy (e, d)-differential privacy,

we require the following to hold:

pi1 < e“(1—poo) +9, (6.14a)
poo < (1 —p11) +9, (6.14b)
1—poo < epur+9,

1—pi1 <epoo +0.
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Definition 6.2 (Region of Feasibility). A RR mechanism, given by (6.2), satisfies
(e, 6)-differential privacy if poo, p11 € R, where R C IR? is defined as

poo, p11 € [0,1],

poo < e“(1—p11) +6,
R =< (poo, p11) ER*: p11 < ef(1—poo) +6, (- (6.15)
1—pu <epo+9,

1—poo < ep11+9.

. . . . . 1 .

For simplicity, we restrict our analysis to poo, p11 > 7. As mentioned pre-
viously, this ensures that correct answers are at least as likely as incorrect
ones in any one randomised response, a reasonable condition to impose.

The region of feasibility therefore simplifies to R’ as follows:

1
R/ = {(pOO/pll) € R : POO/PH > 2}

poo, P11 € (%,1},
= (oo, p11) € R oy < oe(1— pyy) + 36,

P11 S 66(1 — ]900) + 0.

We are looking to find the RR mechanism which minimises estimator error,

while still being (e, §)-differentially private. Hence, we seek to find

argmin Var(I'T(poo, p11)| 7). (6.16)
(poo,p11) ER’

Lemma 6.1. Suppose poo, p11 > % Then there exists a RR mechanism which satis-
fies (e, &)-differential privacy and which has minimal error when (poo, p11) € OR’
and when at least one of the inequalities (6.14) is tight.

Furthermore, when 0 < 7t < 1, the mechanism with minimal error is guaranteed
to occur on OR' with at least one of the inequalities (6.14) tight.

9 Var(I'l|n) 9 Var(I'l|n)
9poo and a1

Proof. Let’s consider

Firstly,

9 Var(I1|m) _ 2poo(poo —1) — (poo + p11 — 1)(2poo — 7
Ip11 (Poo + p11 —1)°n

4
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and noting that poo + p11 > 1, 2poo —1 > 0 and 2pgo(poo — 1) < 0, we see

that % < 0. Note that %}?‘") < 0 when 7t # 0 or when pgg # 1.

Secondly,

9poo (poo+ p11 —1)%n

dVar(IT|m)  (poo+ p11 — 1)(1 — 7w+ 2p117) — 2poopn

Since m < 1 and 2p;; > 1 we have 1 — 7w 4+ 2p;3 7w < 2pqp, and since poo +

p11 > 1, we have

(poo+p11 —1)(1 — w+2p1171) — 2poop11
< (poo + p11 — 1)(2p11) — 2poop11
=2p1(pn —1)

<0

— 7

d § J §
hence % < 0. Note that W < 0 when 7t # 1 or when p11 # 1.

Since % < 0 and w < 0, there exists a mechanism which

minimises the estimator error on the boundary of R, i.e.

oR' N | argmin Var(IT(poo, p11)|7) | # @. (6.17)
(Poo.p11)ER/

However, if 0 < 71 < 1, we see that %{:'”) < 0and %ﬁ?ln) < 0. Hence,
argmin Var(I1(pgo, p11)|7) C R/, (6.18)

(poo,p11)ER!

i.e. the optimal mechanisms only occur on the boundary of R'.

Finally, suppose (poo, p11) € 9R/, but neither inequalities (6.14) are tight.

Then there exist Ag,A; > 0, Ag + A1 > 0 where (poo + Ao, p11 + A1) € R/,
0 Var(I1 0 Var(I1 A

but because % < 0 and % < 0, then Var(I1(poo, p11)|7w) >

Var(I1(poo + Ao, p11 + A1)| 7). Hence minimal error is achieved when at least

one of the inequalities (6.14) is tight. O

For the remainder of this section, we assume 7 € (0,1). Note that the
results on optimal mechanisms still hold for 7 € [0, 1], however these optima

may not be unique.
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6.3.1  Optimal Mechanism for e-Differential Privacy

We have already established that the parameters for the optimal (¢, §)-differentially
private mechanism lie on the boundary of R’. We now examine the case of e-

differential privacy, where 6 = 0, with the additional assumption that € > 0.

Theorem 6.2. Let T € (0,1), poo, p11 > % € > 0and é = 0. The e-differentially

private RR mechanism which minimises estimator error is given by the design ma-

trix
e 1
P — ef+1  ef+41
e =
1 e
ef+1  ef+41

Proof. By Lemma 6.1, we know that the parameters poy and p1; of the optimal
mechanism exist on the boundary of R’, with one of the inequalities (6.14)
tight. We now separately consider the cases where (6.14a) and (6.14b) are

tight. By hypothesis, 6 = 0 and € # 0.

1. (6.14a) tight: p11 = (1 — poo), constrained by p1; > % and po <

e°(1 — p11). By (6.14b) and since ppo = 1 — e €p11, we have

e“p11 < € — poo
=e*—(1—e“pn)

=e -1 + eieplll
which we rewrite as
pri(e€ —e ) <e—1,

and noting that e2¢ — 1 = (e — 1)(e€ + 1), we see that

e —1
<« _ - -
pu = e=e(e2e — 1)
ee
e€+1°
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We are therefore con51der1ng Var(T1(poo, p11)|7t) on the line poo = 1 —

““rn for 1 5 <pn < We parametrise this line as follows, where

e€+1
0<t<1, poo=r(t) and p11 = s(t):

2e€ —1 e _
r(t) = 5o (1_t)+t1+e€ =1—e"°s(t),

1 o€ (6.19)
s()y==(1—t)+t—.

2 1+e€

For simplicity, we let TT1(r(t),s(t)) = IT;(t). After some manipulation,

we see that

o Var(I'ly (t)|m) C2e°(1+e€)((ef =) +1))

ot (e —1)(1—t+e(1+1))%n
and noting that e > 1, we see that avar(lg%‘n) < 0. Hence,
arg min Var(I'Ty (t)|) = {1}. (6.20a)
t€[0,1]

2. (6.14b) tight: By symmetry of the equations (6.14), we simply let pgy =
s(t) and p11 = r(t). By examining (6.3) and (6.6), we see that

Var(T1(poo, p11)|1 — 7r) = Var(I1(p11, poo)| 1),

A

and by letting T1(s(t),7(t)) = TIx(t), we get

dVar(Il(H)|m)  2e°(1+e)((ef—1)(1—m)+1)

ot T (ef—1)(1—t+ef(141)2n
Again it follows that w < 0, and so
argmin Var (I (t)|7) = {1}. (6.20b)
t€[0,1]

By (6.18), (6.20a) and (6.20b), we can now conclude that

e€ e€
arg min Var( (poo, p11)| ) = {<e€+l'€€+1> }’

(Poo,p11) ER/

and so the result follows. O
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Remark: This mechanism has been seen before in Sections 4.4.3 and 5.4.2,

and also matches the optimal mechanism found by [KBR16].

Remark: When € = 0, all rows of the design matrix must be identical,
i.e. poo = 1 — p11 and p11 = 1 — pgo. This leads to an unbounded estimator
error (6.6), due to a zero denominator. In practical terms, 0-differential pri-
vacy enforces the same output distribution for every subject, hence nothing

meaningful can be learned.

P, corresponds to the Warner model with p,, = % The Mangat model
can only satisfy e-differential privacy if p,, = 0, resulting in an unbounded

estimator error.

6.3.2  Optimal Mechanism for (e, )-Differential Privacy

Let’s now consider the optimal mechanism for (g, §)-differential privacy. As
in (6.19) we can parameterise the boundary of R’ where at least one of

inequalities (6.14) is tight. If we let

rs(t) = <1+e—€<5— i)) (1-6)+ Zift — 1= e (ss(t) — ),

(6.21)
e +0
e +1

s(t) = 510+ S22,

for t € [0,1], we parametrise the boundary where (6.14a) holds by poy = r5(t)
and p11 = s5(t). By symmetry, for (6.14b) to hold, we simply set poo = ss(t)
and p11 = r5(f).

We note that t = 1 denotes an extreme point of R/, the point at which

both inequalities (6.14) are tight. Here poo = p11 = r5(1) = s5(1) = gii‘l’

When § < 1, t = 0 also denotes an extreme point of R’, a point where
only one of inequalities (6.14) is tight. Here, p;; = r5(0) = 1+¢¢(6 — 3) and
p1-i1—i = s5(0) = %, fori € {0,1}.

We now proceed to the following result which states that the minimal

variance of I'T on the boundary of R’, where (6.14a) is tight, will occur at an

extreme point of R’.
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Lemma 6.2. Let rs and ss be given by (6.21), let € > 0 and let a < b € [0,1].
Then,
arg min Var(T1(rs(t),ss(t))| ) C {a,b}.

t€(a,b]

Proof. For simplicity, we denote T1(r5(t),s5(t)) by TTy 5(¢).

By some manipulation, it can be shown that the numerator of w

is linear in ¢, hence it has at most one root which occurs at

(1+e°) (—ezen + (1= ) (1 —26)% + ¢ (27 (1 — 26) + 46 — 1))

= 1+ (e —D))(ef —1+20)2

By substitution, we find that

*Var(ITy 5(t)|r) e 26(1+4 (e —1)m)*(e€ — 1+ 26)2

or? B 32(1+4€€)253(e€ —1+6)3n 7

when a\/ar(ﬁaw =0.

o
By inspection and since € > 0, we see that % < 0 when

w = 0, and so this point is the maximum of Var(ITy 5(t)|7). Hence,
the minimum of Var(IT; ;(¢)|7) cannot occur at a mid-point of an interval.

The result follows. O

N|—=

We next show the following results for 77 < 3 and 7w >
Lemma 6.3. Let r5 and s; be given by (6.21) and let T < 3. Then for t € [0,1],
Var (T1(r5(t),s5(t))|7r) < Var(TI(ss(t),r5(t))|7).
Conwversely, if T > %,
Var(T1(r5(t),s5(t))|7r) > Var(T1(ss(t), r5(t))| 7).

Proof. After manipulation of the terms, we can show that

(e +1)(1—2m)(1—1t)
(ef(1+t)+1—t)n

Var (I1(r5(t), 54(t)) |7r) — Var(T1(ss(t), 75(t)) | ) = —

We see that 1 — 271 > 0 when 7t < %, and 1 — 27t < 0 when 7 > %, and since

t € [0,1], the result follows. O
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We now present the main result of this chapter which establishes the opti-

mal (¢, )-differentially private RR mechanism when ¢ < %
Theorem 6.3. Let € > 0,6 < 3 and 0 < 7w < 3, and define g: R x R — R by

(€ —1)(36 — 1) + 302

8(e,0) = (@ —1120)2 (6.22)
Then, for rs and ss given by (6.21),
{(r5(0),55(0)) }, ifg(e d) >,
2rgmin Var(Tpo pu)|) = 4 {(rs(1),551)} Fe(ed) <
[(r5(0),55(0)), (s (1), 55(1))},  if g(e,8) = 7.

Proof. By Lemmas 6.1, 6.2 and 6.3, we know that when 0 < 77 < % and 6 < %,

argmin Var(IT(poo, p11)|77) C {(r5(0),55(0)), (r5(1),55(1))}.
(poo,p11)€OR!

We note that

_ 1 1

1’5(0) =1+e 6(5— 2), 55(0) = EI
e+ 0 e +06
(1) = ey ()=

We are therefore seeking to determine the sign of

R _ 1\ 1 A (e 40 €40
Var H<1+e €<5—2>,2) T Var(l—l<e€+1,ee+1> n). (6.23)

Again, after some manipulation, we can show that (6.23) simplifies to

(e —1)(1—35) — 352 + 7(e€ — 1+ 26)?
(ef —1+426)2n ’

and we note that its denominator is strictly positive since € > 0. Hence,
Var(I1(r5(0),55(0))| ) = Var(T1(rs(1),s5(1))|7r) when 7 = g(e, 6).
Similarly, Var(I1(r5(0),s5(0))|7r) < Var(IT(rs(1),s5(1))|7r) when 7w < g(€,6).
Finally, Var(I'1(r;(0),s5(0))|7r) > Var(I1(rs(1),s5(1))|7r) when 7t > g(e€,6).
O
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Remark: When g(€,d) < 7, the optimal mechanism corresponds with that
established for e-differential privacy on RR (with an added dependence for J)
and also with the optimal mechanism previously established with respect to
the max-mean Hamming error (Theorem 4.8, where m = 2). However, when
g(€e,6) > m, the optimal mechanism is one which we have not encountered
previously in this thesis.

The next corollary follows from the symmetry of Var(IT(poo, p11)|7) in poo

and p11.

Corollary 6.3. Let 6 < % and % < 71t < 1. Then, for rs and s; given by (6.21) and

g given by (6.22),
{(55(0),7’5(0))}, lfg(é‘,(S) >1—rm,
argmin Var((poo, pru)|7) = 3 {(s5(1), 7s(1))}, Fele,) <1,
(Poo,p11)EOR’
{(s5(0),75(0)), (55(1),75(1))}, ifg(e,d) =1—m.

Proof. The result follows from Theorem 6.3 since
Var(IT(poo, p11)|7r) = Var(I(p11, poo) |1 — 7). 0
Example 6.1 and Figure 6.1 illustrate the conclusion of Theorem 6.3.

Example 6.1. Consider Theorem 6.3 and Corollary 6.3 for various values of

€, 6 and 7. For simplicity, in each of these examples we set n = 1.

1. € = 0.1, § = 0, T = 0.25: In this case, we have g(e,d) = —9.508 < 7.

Hence, the design matrix of the optimal mechanism is denoted by

e +o 1-6
ec4+1 41
1-6 €46
ef4+1  ef+1

In fact for this pair of (¢, d), since g(€,6) < 0, this is the optimal mech-

anism for any 7t € [0, 1].

This can be verified by noting that Var(T1(rs(1),s5(1))|7r) = 100.104
and Var(I'1(r5(0),s5(0))|7r) = 109.863.
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— g(,0)=0
————— 8(€,0)=0.01
.......... g(6,6)=0.1
——— 3(€,0)=0.5

Figure 6.1: A contour plot of various level sets of ¢(€,8). Given 71, € and §, these level

sets can be used to determine the optimal (¢, §)-differentially private RR
mechanism.

2. € =1,0 =04, m = 0.1: In this case, g(€,6) = 0.130 > 7. Hence, the

design matrix of the optimal mechanism is denoted by

1+e<(6-1) e<(3-9)

Again, this can be verified by noting that Var(I1(rs(1),s5(1))|7) =
0.385 and Var(I'1(r;(0),s5(0))|7) = 0.355.

.€¢ = 05,6 =03, 1 = 09: Since 7 > %, we use Corollary 6.3 for
this example. We note that g(e,6) = 0.132 > 1 — 7. Hence, the design

matrix of the optimal mechanism is denoted by

N[—=

1
2
e(1-0) 1+e<(6-1)

We see that Var(IT(ss(1),75(1))|7r) = 0.965 and Var(I1(ss(0),75(0))|7) =
0.933. Note also that Var(T1(rs(0),s5(0))|7r) = 1.733, corresponding

with the conclusion of Lemma 6.3
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64 DEGREE OF PRIVACY VIOLATION

We depart from (€, 6)-differential privacy for the remainder of this chapter,
and instead look at RR mechanisms in greater generality, with a focus on
Warner and Mangat’s models. In this section we look to compare the effi-

ciency of the two models.

However, in order to appropriately compare the Warner and the Mangat
models, we first need to establish a metric with which to do so. Simply
comparing p,, with p,, will not suffice. For example, if p, = %, the variance
of Warner’s model is unbounded, given that the responses are uniformly
random, whereas, if p,, = %, the variance of Mangat’s model is bounded,
so we can extract meaningful information about the population from the

randomised responses.

Instead, we take inspiration from the measure of privacy protection in
[Lan76], and define the Degree of Privacy Violation (DPV) to be the proba-
bility of a respondent being correctly associated with possessing the sensi-
tive attribute (i. e. by looking at a subject’s randomised response, how likely
is it that one can correctly guess that the subject possesses the sensitive at-

tribute?).

The Degree of Privacy Violation (DPV) of a mechanism {X;} is given to

be «, where
a =max{P(x; =1|X; =1),P(x; =1|X; =0)}, (6.24)
hence a € [0,1].

We can simplify the DPV further when poo + p11 > 1.

Theorem 6.4. Let poo + p11 > 1, then

DPV =a=P(x; = 1|X; =1). (6.25)
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Proof. By Bayes’ theorem, we see that

IP(XZ' = 1\xi = 1)11’(x1- = 1)
P(X; = 1)

_ p1T

1= poo+ m(poo + p11 — 1)

P(x; =1|X;=1) =

IP(XO = 1|xi = 1)]]?(3(1' = 1)
P(X; = 0)

_ (1—pu)m

~ poo— w(poo + p11 — 1)

]P(x,- = UXI = 0) =

We note that P(x; = 1|X; = 1) — P(x; = 1|X; = 0) > 0, since the numera-

tor of the difference is

pu17t(poo — 7t(poo + p11 — 1)) — (1 = pu) (1 = poo + 7 (poo + p11 — 1))
= pupoort — (1= pu)(1 = poo) 7w — 7 (poo + p11 — 1)
= (=) (poo + pu — 1)
>0,

(6.26)

since poo + p11 > 1 by hypothesis, and since the denominator is a product of
probabilities, P(X; = 0)P(X; = 1) > 0. Hence, P(x; = 1|X; = 1) > P(x; =
1|X; = 0). O

The following corollary follows directly from (6.26).

Corollary 6.4. If poo + p11 < 1, then

DPV = a = P(x; = 1|X; = 0). (6.27)

6.4.1  Warner’s Model

For Warner’s model, suppose first that p;, > 3. By Theorem 6.4 we find that

PuT
1= pw+ m(2pw — 1)

7

H)(x,‘ = 1‘Xi = 1) =

and to achieve a DPV of &, we require

B a(1— )
Po = d0- ) 1 n(l—a) (6.28)
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In order to satisfy our assumption that 3 < p, < 1, we require 2a(1 —
) > a(l — ) + (1 — ), which simplifies to a(1 — 7r) > 71(1 — «) and is
satisfied when

o> T (6.29)

Note that p;, <1, since 7t(1 —a) > 0.

Now, suppose p, < 1. By Corollary 6.4, we know that
DPV =P (x; = 1|X; = 0),

and
(1—puw)r

P(x; = 1|X; = 0) = .
b =0 = o)

To achieve a DPV of a, we require

(1 —a)
a(l—m)+m(l—a)

Pw = (6.30)

and to satisfy the assumption that p,, < %, we additionally require « > 7, as
was the case for p, > 1.

The degree of privacy violation that is incurred using Warner’s model is
therefore at least the proportion of individuals in the population possessing
the sensitive attribute. Hence, the larger the group of people possessing the

attribute is, the less protection Warner’s model can provide.

Note that from (6.30) we have

B a(l—r)
1_pw_oc(1—7r)+7t(l—oc)'

which corresponds with the value for p, when p, > % in (6.28). Hence,

without loss of generality, for the rest of this section we will assume py, > 3.

6.4.2 Mangat’s Model

For Mangat’s model with p,, > 0, we see that poo + p11 = 1+ p» > 1. Hence
by Theorem 6.4 its DPV is

7T
“Z]P(xi:HXi:l):—l_p e
m m
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with which we solve for p,, in terms of «,

_a-m
P == n)’

We require 0 < p,, < 1, which is achieved when « > 7. Note that a(1 —
) > a — 7, s0 py < 1. Similar to Warner’s model, the privacy violation
of Mangat’s model is bounded from below by the proportion of individuals
in the population possessing the attribute. In this respect, the two models

provide similar protection.

6.4.3 Error Comparison

Although the minimum privacy violation incurred by Warner and Mangat’s
models is identical (¢ > ), what can we say about the estimator error
incurred when achieving a certain protection? We established the estimator
errors for the two models in Sections 6.2.2 and 6.2.3. We now compare these

for a fixed DPV «a.

Theorem 6.5. While satisfying a DPV «, Mangat’s model is at least as efficient as
Warner’s model, since

Var (I, |7r) > Var(I1,| ),

and furthermore,
max Var(I'T,|7r) > max Var (IT,,| ).
7T T
Proof. Firstly when satisfying a DPV of «, from (6.9) and after some manip-

ulation, we have

Var (1, |7) =

and, from (6.11), again after some manipulation, we have

(1 —7)?

Var(IL,|7) = P
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Therefore,

Var(ITp|n)  n(l—m)(a(l—m)+n(m—a) a—7n

Var(I'L,|7) (a — 11)2 (1 — )2
a(l—=m) 4 (m—a)
 (a—m)(1—m)
(a=m)(A =)+ (1 —a)
B (a —)(1— )
>1

- 7

and so the Mangat model is more efficient that the Warner model.

Furthermore, from (6.10) and (6.12), we have

max; Var(IT,,
I1

|
max, Var(IL,|

I
e e N N

R

oy

|

3

+
A

—_

|

2
N~
N

Remark: At first glance it may seem contradictory for the ratio of the
bounded estimator errors to depend on 77, when we previously established
the bounds to be independent of 77. However, the degree of privacy viola-
tion is a theoretical, retrospective measure of privacy protection, as demon-
strated by (6.29). Without knowing 7t, we cannot calculate «. Nevertheless,
Theorem 6.5 tells us that Mangat’s model is more efficient than Warner’s,

except in the case where 1 = 0 or « = 1 when they are equally efficient.

As shown in the plot of the ratio of maximum errors, Figure 6.2, the
greatest advantage of using Mangat’s model is achieved in the high-privacy
regime, when the DPV is smallest. The ratio of maximum errors is espe-
cially relevant to practical applications, as it allows the margin of error to be

determined in independently of 7r, which is assumed to be unknown.
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Figure 6.2: Log plot of the ratio of maximum errors s Var(Fln )
of privacy violation «, for 7 = 0.01 and 0.1.

versus the degree
6.5 RANDOMISED RESPONSE WITHOUT SAMPLING

Until now, we have only considered the case where we are sampling from
a population to estimate the proportion in the whole population. Instead,

what if we were able to survey the entire population using RR?

This approach is particularly relevant to the technique of database saniti-

longer sampling?

sations first discussed in Section 3.2.3.1. Given the randomised responses of
the entire database, what is the error of the estimate, given that we are no

6.5.1  Warner’s Model

Warner noted in [War65] that the error of the estimator IT,, can be split into

two parts: that caused by sampling and that caused by the RR technique. He
found that the error due to the RR technique was

1 r 1
n\4Q2py—1)2 4)°
6.5.2 Mangat’s Model

RR technique.

We now ask what the corresponding error in Mangat’s model is due to the
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Theorem 6.6. The error of Mangat's model due to the RR technique is given by

(1= ) (1= pw).
pmn

Proof. We note that the X;’s are independent even when no sampling is in-

volved. We then have

E[N] = E[}. Xj]
- ‘.ZillE[Xi|xi =1]+ '.ZQOIE[Xi‘xi = 0]

=nm+n(l—m)(1—pn),
and

Var(N) = Var(¥ X;)
= Y Var(Xi|x; =1)+ Y Var(X;|x; = 0)

i:x,-:l i:x,-:O

=0+ Vl(l — 7'[) Var(X,-]x,- = 0)
We also note that

Var(X;|x; = 0) = E[X?|x; = 0] — (E[X;]x; = 0])?
=1 —pm)— (- Pm)z

= pm(1— pm).

Using the same MLE as before, we can show that E[IT] = 7r and

A Var(N)

Var(].—” 7T) — W

_(0-m0-pw) -
Pmn

Remark: From (6.11), we know that the error of Mangat’s model when

(1-m)(A=pn(1-7))

P , and it follows that this error is greater

sampling is used is

than when sampling is not used, since

I-m)A=pu(l-m) (A-m)A=pn) 7(1=7)pnm

Pmn Pmh Pmh

> 0.
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Figure 6.3: An illustration of the maximum unit variance (n = 1) for Mangat’s RR
model when sampling is used (6.8) and when sampling is not used
(6.31).

Note: It follows that when there is no sampling,

N 1— Pm

Var(Il|r) = ——. .
max ar(I1|7) P (6.31)
Remark: By (6.12), we know that the corresponding maximum error for

Mangat’s model using sampling is 4p12 —, and noting that

1

l-pm 1 _ 2
Wi pan At )
1

_ _1)\2

>0,

it follows that the estimator error when using RR without sampling is smaller

than when sampling is used. However, as can be seen in Figure 6.3, the dif-
ference is only profound when p,, is small.

6.6 CATEGORICAL SENSITIVE ATTRIBUTES

We now consider the case where there are multiple categorical sensitive at-
tributes, the proportion in the population of which we seek to learn. In our

model, we assume there are m attributes in total, and all but one are sensi-
tive.
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One example of this set-up would be a survey asking for people’s religion.
Assuming that one’s religion is a sensitive subject, answers of ‘no religion’
could be considered non-sensitive, and all other answers considered sensi-

tive.

6.6.1  Our Model

We employ a simplified extension of Mangat’s model for this problem. As
before, subjects with any one of the (m — 1) sensitive attributes are asked
to respond truthfully, and subjects with the one non-sensitive attribute are
asked to give a randomised response. For our model, we randomise uni-
formly, so every attribute (sensitive and non-sensitive) has equal probability,

L of being selected as the randomised response.

Definition 6.3 (Super-Binary Mangat Model). We write the design matrix for

the super-binary Mangat model as follows:

1 1 1 1
m m m m
0 1 0 0
P=1o0 0 1 0 (6.32)
0 0 0 1

We let T = (71y,...,7Ty) denote the proportion in the population of each
of the m attributes, where the attribute denoted by 1 is the non-sensitive
attribute. Note that ) ; 7r; = 1. For each subject i € [n], the family of vari-
ables {x}, ... ,x}”} denotes their true attribute, while the family of random
variables {X},. .., X;”} denotes their response, where we denote possession
of an attribute as before by x¥ = 1 and X¥ = 1 for k € [m]. Note that the
members of the family {le, een, le} are not independent, since ) sz =1
However, the membersf of different families {Xk, .. ,Xﬁ} are independent
for each k € [m], since we assume sampling of the population by uniform
random sampling with replacement.

Furthermore, we denote by N; = } ic( Xf the number of responses pos-

sessing attribute j, hence n =} c () Nj.
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6.6.2 MLE

We note from (6.32) that

P(x} =1)="1,
P(X] =1) = n]-+%, j € [m]\{1}.

We now establish a MLE for each T;.

Theorem 6.7. Given a super-binary Mangat model, as defined in Definition 6.3,
the MLEs I1; for each 7tj, j > 2, solve

A I, Nj(m —1) I,
lgl\ik + Np
k#1,j mm+1
where Ty is given by
m
I =1-) I (6.33b)
k=2

Proof. We first index the database such that le = 1foreachi € [Ny], Xlz\,1 =
1 for each i € [Nz] and so on (i.e. X12\1j+z' = 1 for each i € [Nj;1] and each

j € [m — 1]). Then the likelihood is

m

[Trxk=1)N

(fe)) (2"

from which we get the log-likelihood,

L

logL =Y Nylog (e + %) + Ny log (™2
g—kzzkgkm 1gm-
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ala(ij for j € [m]\ {1}, we first note

In order to calculate its partial derivative
that 71; depends on the other T, T = 1 -y, m. Hence, ‘3—2 = —1. The

derivative of the log-likelihood is then

dlog L N; 1 N, 1 N 1
o e(-3) g (D))
a7t i+ ot m T+ m T m

m k#1,j
_Nm=1) - Ne N
M7t + 711 k;éljmnk+7rl 7T
Noting that 22%8L < 0 and solving 298X — 0 for 7; completes the proof
g 972 g a7'l.'j - ] p p .

]

O]

The following result, giving a closed form solution for the MLEs of the

model, can be shown by substitution.

Corollary 6.5. For the super-binary Mangat model, a solution of the system (6.33)

is N
=",
(6.34)
N N.— Ny .
I =—1——, je[m\{1}.

/ n
6.6.3 Estimator Bias and Error

We now examine the bias and error of the MLEs ﬁj. Note that we add 77 as
an argument for the error of I1;, and we add 71y and 7tj as arguments for the
error of ﬁj for each j > 2. The dependence will become clear in the theorems

that follow.
Theorem 6.8. The estimator 11y given in Corollary 6.5 is unbiased and has error
A 70
Var(Ili|m) = —=(m — ). (6.35)
Proof. We note the following for the expected value and variance of Ty,

E[(h] =~ E[Ni]



6.6 CATEGORICAL SENSITIVE ATTRIBUTES
and

. m?
Var(I1i|m) = P Var(Ny)

2
m
= 7 Var(Xil),

since the X! random variables are independent and identically distributed.

It can be shown that E[X]] = E[(X])?] = 71, so by (6.5) we have

IE[fIl] = 71,

. s
Var(I1y|m;) = 71(771 — ),

as claimed. O

We now establish a bound for Var(I'Ty |7;).

Corollary 6.6. The estimator Ty given in Corollary 6.5 satisfies

. m?
max Var(IT;|m) = o (6.36)

Ust

Proof. We first note from (6.35) that

8Var(f[1|7'c1) _m —271'1

87'[1 n ’
. o
and so % = 0 when 7y = 7. Therefore, since BVaar(M = —2 the
1 701 n
result follows. O

Note: Var(TT;|7r;) and max,, Var(I'Tj|7t;) increase with .
Before we examine Var(ITj| 7y, 7t;) for j > 2, let us first prove the identities

in the following lemma.

Lemma 6.4. The following identities hold for the super-binary Mangat model,

where j > 2,

E[X! — X}] = nj,
o 27'(1

j 1\2
E[(X] - X! = Tt 4
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Proof. First, note that

P(X - X} =1) =P(X = 1),

1 1

and

P(X — X} = —1) = P(X! = 1),

since X{ =1 only when X¥ = 0 for all k # j € [m].

Hence,
ElX - X =P(x] - X =1) - P(x] - X} =
=P(X]=1) - P(X} = 1)
= % + 7T — !
=,
and

E[(X - X)) =P(X - X! = 1)+ P(X] — X} = —1)

:74—7'[]"

We can now consider the error of ij for j > 2.

Theorem 6.9. The MLE fI]-, j > 2 from Corollary 6.5 is unbiased and has error

N 1/2m
Var(H]-|7t1, 7'[]) = E <ml + 7T](1 — 7T])> .

Proof. We first note the following identities,

and

R 1
Var(l_[j|7'cl, 7'[]) = ﬁ Var(Nj — Nl)

1 .
= Var(X] — X}),

by the independence of the collection {X},..., X"} for each i € [n].

(6.37)
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Making use of (6.5) and substituting for the identities established in Lemma 6.4

completes the proof. O

As before, we now determine a bound for Var(I;| 7y, 77;).

Corollary 6.7. The MLE ﬁj, j > 2 from Corollary 6.5 satisfies

max Var(I'T;|7r 7r-)—1 1—I—l 2 (6.38)
1, 7T VL T _n 2 m ' 3

Proof. For simplicity, we first rewrite 711 as

m=1- T4 — Z 7Ty
K#Lj

=1-m -7,

giving us the following representation of the error of I; as Var(IT;|r;j, )

from (6.37),

B * 1 2 *
Var(H]-|7r]-,7t ) = n(m(l — 7'C]' — 7T )+ 7'(](1 — 7'[]))

Note that

m

8Var(ﬂj|nj, 7'[*) . 1 2
o™ n ’

9 Var(I'L| 7t;,t*
o dVar(fhjmm)

— < 0 and, hence, Var(IT;|r;, *) achieves its maximum at

1* = 0. Furthermore, we see that

o Var(TL|7t;, c* 1 2
(TLj| 7 ):<_m+1_2nf>’

a7; n
oVar(IT|m;,7*) 1 1 . 2 Var(Ij|m;,m*) o .
hence# =0at ;= Q—Eand,smce# =—2<0,it
is a maximum. Therefore,
1|7, 7°) < Var| 112 — 2
Var(I1;|7tj, 7*) < Var| 11, 5_%'0
1/1 1)\?
_! ( T ) . .
n\2 m

Note: Var(IT;| 1, 1) decreases with increasing m.
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6.6.4 Interpreting the Results

As noted before, the behaviour of I'ly and ij, for j > 2, varies with m. While
Var(I'ly) increases as m increases, Var(I1;) decreases. This may seem counter-
intuitive at first, as adding more sensitive options decreases the error of the
estimate for the sensitive values. To see why this happens, observe that for
I'Ty, as m increases for a fixed n, there are more options for subjects possess-
ing the non-sensitive attribute to be assigned to by the randomised response
method, thereby increasing the variance of N; and increasing the error of
the estimator. However, for ij, ] > 2, increasing m while keeping n fixed re-
sults in each sensitive attribute receiving fewer randomised responses from
those with the non-sensitive attribute, because the randomisation is uniform.
The noise being added to the count of each sensitive attributes is therefore
reduced, resulting in a smaller estimator error.

It is important to note that this reduced estimator error for I1; comes at
the cost of reduced privacy protection for the subjects. With more options
for those with the non-sensitive attribute to be randomly assigned, there is
a greater likelihood of a subject possessing a sensitive attribute having their

privacy violated.

6.7 CONCLUDING REMARKS

The main goal of this chapter was to apply (€, 6)-differential privacy to RR
and determine the optimal mechanism that minimises estimator error, which

was achieved in Theorem 6.3 for é < % Other contributions include:

* A comparison of the efficiency of the Warner and Mangat RR tech-

niques using the DPV metric (Theorem 6.5);

¢ The error implications of applying Mangat’s model to database saniti-

sations, when error due to sampling can be eliminated (Section 6.5.2);

* The extension of Mangat’s model to non-binary questioning, and the
derivation of a closed-form MLE for estimating the proportion of each

distinct attribute in the population (Section 6.6).



CONCLUSION

We complete this thesis with some brief concluding remarks and present directions

for possible future research arising from the problems considered thus far.

OVERVIEW

7.1 Summary 139
7.2 Contributions 140

7.3 Future Work 141

7.1 SUMMARY

The purpose of this thesis was to conduct a mathematical examination of
various aspects of differential privacy. In keeping with that purpose, the pri-
mary goals were to (i) develop an abstract mathematical framework for diff-
erential privacy, (ii) investigate the privacy/utility tradeoff associated with
differential privacy, and (iii) provide for a practical implementation of diff-
erential privacy.

We first set about formulating a single, unifying framework for differential
privacy, and this allowed us to prove results in a general setting without
having to specify the type of data, query or perturbation. Some of those
results, such as those relating to the identity query (Theorem 3.4) and the
product sanitisation mechanism (Theorem 3.5), opened further avenues for
research. For example, many results that we presented have been proven to
hold for the identity query, and consequently hold for all other queries too.

We also focused on various error functions on differentially private mech-
anisms. Our initial focus was on the max-mean error, and the max-mean

Hamming error, which represents the worst-case average error we can ex-
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pect from such a mechanism. By examining the extreme points of the poly-
tope of locally private mechanisms, we presented results relating to linear
error functions. Utility was also considered in the case of Randomised Re-

sponse (RR).

By examining RR, we also gave a differentially private implementation of
a privacy-preserving technique that is already widely used in practice. We
presented results that allow for the optimal use of differentially private RR
mechanisms, although this analysis was limited to mechanisms defined by
diagonally dominant matrices for ease of analysis. We also extended our
investigation of RR beyond differential privacy, to include the relative ef-
ficiency of the Warner and Mangat RR models. Finally, we extended the

Mangat model to non-binary questioning and derived closed-form MLEs.

7.2 CONTRIBUTIONS

The work of this thesis addresses a number of shortcomings in the literature
on differential privacy thus far. To the best of our knowledge, our framework
is the first that unifies all of the types of data, queries and perturbation
methods considered in the literature. This allows for seemingly different

implementations of differential privacy to be investigated uniformly.

In the thesis we gave a demonstration of the framework’s versatility: (i) data
types considered included numerical, categorical and functional; (ii) points
in the data lifecycle at which perturbation was applied included local pri-
vacy, dataset sanitisation and output perturbation; (iii) perturbation methods
included noise addition and value swapping; and (iv) the only limitation on
queries was that they are required to be measurable. This adaptability will
hopefully be useful in the future to researchers looking to implement diff-
erentially private mechanisms for new types of data or perturbation that

have not yet been considered in the literature.

We also introduced new techniques for checking mechanisms for differen-
tial privacy. Results were presented for sufficient sets for general mecha-
nisms (Theorem 3.3), and also with specialisation to mechanisms on categor-

ical data (Section 4.3). This additionally allowed us to concisely formulate
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necessary and sufficient conditions for differential privacy on categorical
data, and describe resulting error bounds.

Although the geometry of differential privacy has been studied in the past,
we presented new results on the polytope of local e-differential privacy. In
particular, we presented unexpected results relating to the extreme points
of the polytope, namely that loose entries can occur. This means that the
optimal mechanism does not always have to be tight.

One significant contribution was the formulation of the optimal RR mech-
anism for (g, §)-differential privacy. We found some unexpected results, in-
cluding that the optimal mechanism is not guaranteed to correspond with
the optimal mechanism for local differential privacy in general.

Beyond differential privacy, our results on the extended Mangat model

may prove useful in applying RR to non-binary questioning.

7.3 FUTURE WORK

A number of avenues for further research naturally arise from the results in

this thesis.

* Unanswered questions remain on the question of extreme points of
the local differential privacy polytope. We do not yet have a com-
plete characterisation for extreme points with loose elements for e-
differential privacy. Nor have we investigated the polytope for local
(€, 6)-differential privacy. Studying these topics further may give added
insight into optimal mechanisms and into the geometry of differential

privacy in general.

¢ In the case of differential privacy in RR, we have presented the optimal
mechanism for (g, §)-differential privacy when § < % Conditions to

determine the optimal mechanism for § > 1 have yet to be determined.

* Our analysis of RR models only considers Warner and Mangat’s mod-
els. Using the same mathematical techniques, other models could simi-

larly be analysed and a comparison made on their relative efficiencies.

* The Super-Binary Mangat model prescribed that those not in the sen-

sitive group would randomise their response uniformly at random. It
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may be that uniformly randomising their responses does not optimise
utility. This question requires some investigation. Also worth investi-

gating is the case where there is more than one non-sensitive attribute.

Nevertheless, it is argued that the work in this thesis provides a firm math-
ematical foundation upon which future differential privacy techniques, and
privacy techniques in general, can be constructed, investigated and imple-

mented.



APPENDIX: MATLAB CODE FOR EXTREME POINT
ENUMERATION

The following MATLAB code is used to enumerate all extreme points of the
local (e, d)-differential privacy polytope. Parameters include (i) the dimen-
sion m of the m x m polytope, (ii) the number ¢ of non-zero columns, (iii)
privacy parameters € and 6, and (iv) the number of constraints which we
wish to enforce to improve efficiency.

Extreme points are enumerated as vectors in R”("~1)

using vtxenum.m.
The function DPconstraints populates all (¢, §)-differential privacy constraints
in the appropriate vector format as per (5.3c). The vector format of extreme
points can be converted to the usual matrix format using vert2stocmtx.

The code runs on MATLAB version R2o15a and makes use of the Toolbox

Manager, details of which can be found at www.tbxmanager.com, with the

following packages enabled:
1. cddmex (Version 1.0.1);
2. lcp (Version 1.0.3);

3. mpt (Version 3.1).

A.1 MAIN PROGRAMME
vtxenum.m is the main programme for enumerating the extreme points of the

local (g, 6)-differential privacy polytope. It makes use of DPconstraints.m

which follows in Section A.2.

Listing 1: vtxenum.m
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1 %% Set-up variables for programme
3% Set-up variables for programme
2
3 m = 5; % Dimension of the matrix, m x m
4 ¢ = 4; % Max number of non-zero columns in the matrix,
5 = 2; % p = exp(eps)
6 = 0; % delta
7

8 [A,b] = DPconstraints(m, c, p, d);

9

1o % Pick m random constraints to enforce, or enforce all
1 % (m takes precedence)

12 n = 4;

13 r = [];

14

15 if n > 0 || size(r,2) > 0

16 ifn >0

17 r = ceil(rand(l,n)*size(A,1));
18 else

19 n = size(r,2);

20 end

21

22 Ae = zeros(n, size(A,2));

23 be = zeros(n,1);

24

25 for i=1:n

26 Ae(i,1l:size(A,2)) = A(r(i),l:size(nr,2));
27 be (i) = b(r(i));

28 end

29 clear i;

30 else

31 Ae = zeros(l, size(A,2));

32 be = zeros(1l,1);

33 end

34

35 % Start Toolbox Manager 1if not already started

36 if (exist ('Polyhedron') == 0)
37 startup;

38 end

39

o3

40 % Initialise the polyhedron
41 PQ = Polyhedron('A', A, 'b', b, '"ARe', Ae, 'be', be);

42

1 < c

4

<= m




43
44
45
46
47
48
49
50
51
52
53
54

55

56
57
58

59

60

$% Evaluate polytope

if PQ.isEmptySet () >
disp ('Polyhedron

else

X
°

[

tic;
vert = PQ.V;

toc;

$ Add zero

if c <m

vert (l:size(vert,1l),size(vert,2)+l:m*x (m-1)) =

columns to

A.2 DIFFERENTIAL PRIVACY CONSTRAINTS

-~ vertices

is empty');

vert for

vert,1l),mx (m-1)-size (vert,2));

end

o

$ Display result

disp(['Found ',

', num2str(n), '

end

s to terminal

num2str (size (vert, 1)),

constraints.']);

valuate vertex—-representation of polyhedron

standard form

zeros (size (

' vertices satisfying

A.2 DIFFERENTIAL PRIVACY CONSTRAINTS

The following code defines the function DPconstraints which populates the

(e, 6)-differential privacy constraints for use in vtxenum.m.

Listing 2: DPconstraints.m

1

10

function [A,b] =
$DPconstraints

onstraints

Q

oo

A and right

S exp (epsilon)

% Set defaults

if nargin == 1
c = m;

end

if nargin <= 2

Returns a

DPconstraints( m, ¢, p, d

matrix of all

—hand-side b for an m x

7

=p and delta=d.

m design matrix,

)

differential privacy

where
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11
12
13
14
15
16
17
18
19
20

21

22

23

24

25

26
27
28

29

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

49

p=2;
end
if nargin <= 3
d = 0;

end

Do some error-checking
error ('Dimension n of the matrix must be at least 1');
elseif c > m
warning ('Number of non-zero columns c¢ must be at most n
resetting ¢ = n)"');
c =m;
end
if p <1
warning ('Privacy parameter p must be at least 1 (
resetting p = 1)'");
p=1;
end
ifd<0 || d>1
warning ('Privacy parameter d must lie on the unit

interval (resetting d = 0)"');

d = 0;
end
A = 0;
$ Add constraints for first col

for i=1:m

A(l+(i-1)* (m-1) :i* (m-1),1i) = ones(m-1,1);

for j=1:m
if g<i
A((i-1)*(m-1)+3,3]) = -p;
elseif j>i
A((i-1)x(m-1)+3-1,3) = -p;
end
end

end

(




50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

66

67
68
69
70
71

72

73
74
75
76
77
78

79

end

A3 VECTOR FORM TO MATRIX FORM

Hy

% Add constraints for middle columns
if c>2
for k=2:c-1
A(l+m* (m—1) x (k=1) :m* (m—1) *k, 1+m#* (k—1) :mxk)=A2;
end

end

for k=1l:c-1

A(l4m* (m—1) * (c—=1) : (m—1) »m*c, I4+m* (k—=1) :m*k)=—A2;

end
if d>0

A((m-1)*m*c+l: (m—1) *mx* (c+1l),:) = —eye(mx(m-1));

for i=1:m-1

A((m-1)*mx (c+l)+1: (m—1)+*m* (c+l)+m, 1+ (i-1)*m:ixm)=eye (
m) ;

end

end

o Tt prra 1
¢ Initialise RHS b

b = dxones ((m—1)+m*c,1);
b(l4+mx (m—1) % (c—-1) : (m—1)*m*xc) = (p—-1+d)*ones((m—1)*m*xc—-m* (m—1)

*(c-1),1);

if d >0
b((m—=1)*mxc+1l: (m—1)+*m*(c+l)) = zeros (m* (m-1),1);
b((m=1)*m* (c+1l)+1: (m-1)*m#* (c+1l)+m) = ones(m,1l);

end

A.3 VECTOR FORM TO MATRIX FORM

The vert2stocmtx function is used to convert an extreme point in vector

form to a stochastic matrix for ease of examination.

Listing 3: vertz2stocmtx.m
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10

11

12

13

14

15

16

function A = vert2stocmtx( vert, m )

$vert2stocmtx Returns a stochastic m x m matrix from vector vert

end

listing

(m-1) colums

% Find the dimension of our matrix if not given
if nargin == 1
m=round ( (1+sqgrt (1+4*max (size (vert))))/2);

end

A=zeros (m) ;
for j=1:m-1

A(l:m, j)=vert (((j-1)+*m+1): (j*m))"';
end

A(l:m,m) = ones(m,1l)-sum(A,6?2);
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