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Abstract

Comparedo fixed networkssuchas the Internet, mobile ad-hoc
networks (MANETS) presentthe routing protocol designerwith
manymorechallengesln this paperwe examinesomeof thetools
used by designersto test their protocols. We propose that
emulationof a mobile wireless network reducesthe amount of
time and effort in testinga routing protocol comparedwith either
field testingor full simulationof a protocol stack. We presenta
system that emulatesthe wireless layer of a protocol stack,
describehow it operatesandcommenton the userexperience.

1. INTRODUCTION

The emergingfield of adhoc networks has given rise to a
plethoraof routingprotocolsandarchitecturesPresentlythereare
far more protocol drafts and designs than there are
implementationsas testing a wireless ad-hoc network requires
significant organisational skills and human resources [1].
Simulators such as NS [2] give the protocol designera very
detailedaccountof eventsthatoccurin a given simulatedscenario.
However,oftenthis level of detailis not requiredandthe protocol
designerwould favour a more handson simulator that would
allow them to interactively engage with their protocol.
Furthermorejf a protocol mustbe implementedtwice, one time
for the simulatorand againfor the deploymentstack,this addsto
the implementationworkload. In this paper,we presenta wireless
ad-hoc network emulator that allows the protocol designerto
interactivelytesttheir algorithmsandimplementatiorin place.We
observethat for the ad-hoc routing protocoldesignerat theinitial
designstage a macrolevel view of a scenarias moreusefulthan
themicro-level view offeredby non-realtimesimulations.

Researctat Trinity Collegeinto 4" GeneratiorNetworks[3] has
focussedon a scenariowherethe core high-speednetwork using
evolvedIP protocolsservesto connectvery large populationsof
mobile users, many of whom are equipped with wireless
communicators. Users who are physically close to this
infrastructurewill beableto communicatenot justwith eachother,
butalsoto any otherusersvia awirelessaccesgoint.

Our prototypecommunicatorsre basedon commercialoff-the-
shelf handheld devices running the Microsoft Windows CE
operatingsystem.On thesenodes,and alsoon the fixed nodesin
our infrastructure,we have developeda generic protocol stack
which allows a nodeto be configured, either in-advanceor on-
demandto deal with whatevercommunicationgnvironments in
force.We havedevelopedayersto run acrossa variety of wireless
communicationlinks including IEEE 802.11, Infrared (IrDA),
Bluetoothand our own custombuilt VHF radios.At the network

level, we have a working implementationof Dynamic Source
Routing(DSR) andotherad-hocroutingalgorithms,andat the top
levels, a voice telephony application as well as wireless Web
browsing.Our experimentaketupallows us to experimentwith a
real, fully functionalad-hoc network. However,at the debugand
protocol designphaseswe have a greatneedto be able to test
particularmobility scenarios.

Thefollowing sectionsoutline the commonsimulationtoolsthat
are available to designersof ad-hoc networking systems,the
challengedaced by ad-hoc protocol designersand the designof
our networkemulationtool, JEmu.

2.EXISTING SIMULATION SYSTEMS

Network Simulators are frequently used by ad-hoc network
protocoldesignerso testnewrouting algorithms.The IETF havea
working group whosefocus is to evolve mobile ad-hoc network
(MANET) protocolsinto future InternetstandardsTwo simulators
thatareusedmostfrequentlyby the IETF MANET communityare
GloMoSim [4] andNS. This sectionoutlinesthe featuresof both
and their suitability for use in the designand testingof routing
protocols.

2.1.GloMoSim

GloMoSim is a simulation library for wireless and wired
network systems developed by UCLA's Parallel Computing
Laboratory as part of DARPA's Global Mobile Information
Systemsproject. One of GloMoSim'’s key strengthsis its use of
Parsedb], a parallel discreteevent language When simulating
large numbersof nodes, GloMoSim divides the network into
gridded areasand these areasare simulated as Parsecentities.
When a network node sendsout a messageit will at mostonly
have to be sent out to the eight neighbouring areas. The
dimensionsof the gridded areasshould be set such that the
transmissiomangeof a nodewill fit within it andits neighbours.

A simulation is set up in GloMoSim by creating an easily
readabldextbasednputfile. Variousparametersreenteredsuch
asthe size of the areabeingsimulated powerrangeof the nodes,
overall simulation times, node placement patterns, simulated
bandwidth MAC type,routing protocol,transportayertype (TCP
or UDP), traffic generatorsand many other parameters.A
visualizationtool is alsoprovided,andthis allows the userto step
thoughsimulationtraces.

Thefollowing points summariseGlomoSim'ssuitability for ad-
hocnetworks:

¢ GlomoSimis very scalable:By using Parsec,GloMoSim is
very suitablefor simulationsinvolving high numberof nodes
dueto Parsec'parallelprocessingapabilities.This would suit
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Figure 1. A mobile adhocnetworkwith eighthandhelchodesThe shadedegionaroundeachnodeindicatesits transmitrange,andthe
thick linesindicatenodeconnectivity.Eachnodeis runningwith afour layerprotocolstackshownto theright.

somead-hoc networksinvolving largenumbersof nodes such
asSmartDust[6].

¢ GlomoSimoffers implementationof many different wireless
layers(802.11,MACA, CSMA) andad-hoc routing protocols
(DSR,Fisheye]P with AODV to nameafew)

¢ GlomoSimhasa Javabasedvisualizationtool that allows the
user to control the executionof a simulation, view packet
transmissionsyiew statisticsand also to edit configuration
files.

¢ GlomoSim does not directly supportemulation, although a
separateresearcheffort, the Dynamic Network Emulation
Backplane Project [7,8], offers plug-andplay facilities to
interlink differentsimulationsystemsBy plugging GlomoSim
into this commonbackplane emulationfacilities provided by
anothersimulatoror applicationcouldthenbe utilised.

2.2.NS

NS is oneof the mostwidely known networksimulators.t is an
evolvedvariantof the REAL Network Simulator[9] from Cornell
University and has been extended by a number of other
institutions. It is a discreteeventsimulatorand providessupport
for the simulation of TCP, routing and multicast protocols over
wired and wirelessnetworks.NS is a very flexible systemthat
allows simulationsof a wide variety of network scenariosirom
fixed wired networksto orbiting satellitenetworks.

Simulationsin NS are written in C++ with an OTcl (Objective
TCI [10]) API: C++ classesare usedto implementthe simulated
processegnetwork protocols,sampleapplicationlevel processes,
propagatiormodelsetc.)andOTcl is usedasthe userinterfaceto
theseclassesTheusercreatesatextfile in OTcl thatdescribeghe
layoutof the networkandalsowheneventsareto occur,suchasa
node moving or an application transferringdata. NS generates
detailedtracefiles,which can be filtered with a patternmatching

program(such as 'grep’) and inspectedby hand, or fed into a
visualizationtool.

It is possibleto use NS as a network emulator at the network
layer through the use of the Berkeley Packet Filter. Traffic
recordedrom thetracefilesgeneratedby NS canbepipedbackon
to alive networkusingthe BerkeleyPacketFilter [11], which will
readin andwrite out framesto andfrom the fixed network- think
of NS emulating a transit network. NS usesits own internal
network layer node addressscheme,so incoming IP addresses
mustbe convertedto this nativeformat on the fly [12] beforethey
canbehandledby the simulator.

There are a few visualisationtools of interestto the ad-hoc
network protocol designer.First, there’s the Network Animator
(NAM) which is availablealongsideNS. NAM is an animation
tool for viewing network simulationtraces.lt supportstopology
layoutandhasvariousdatainspectiontools. Unfortunately, NAM
is not able to represeninode mobility yet [13]. A more suitable
choice for the mobile ad-hoc network designeris Ad-hockey
which is part of the Monarchprojectfrom CMU. Ad-hockeyis a
Perl/TK scriptthat is mostuseful for generatingnobile scenarios
for NS. The user can draw paths of node movementand Ad-
hockeycangeneraténputfiles for NS from this.

The following points summariseNS's suitability for simulating
adhocnetworks:

¢ NS canoffer a very detailedsimulationof a wirelessad-hoc
network. It hasaccurateémplementationof the IEEE 802.11
standarda full TCP/IPstackandtherearea wide rangeof ad-
hoc routing protocolsimplementedfor NS. However, many
NS usersworking on ad-hoc routing protocolsdispensewith
the detailed radio propagationlayers, opting for a simple
‘null/mac'layerwhich is quickerto simulate



¢ NS doesoffer someemulationcapabilities thoughonly at the
IP level. IP packetscan be passedinto and out of an NS
simulationwith theuseof the BerkeleyPacketFilter.

¢ NS'svisualisationtools for ad-hoc mobile networks(suchas
Ad-hockey)lack a degreeof interactivity neededor real time
reconfiguratiorof anad-hoc network.

Both GlomoSim and NS provide many tools for the Ad-hoc
protocol designerto simulatetheir protocol in greatdetail. The
next sectiondiscusseshe needfor network emulationasopposed
to networksimulationandthe challengegacing an ad-hoc routing
protocoldesigner.

3. THE NEED FOR EMULATION

There have beenmany protocols and algorithms proposedto
addressthe wide range of issuesthat a mobile ad-hoc network
presentsTo aid comparisorof differentad-hoc routing protocols,
a framework document contatining qualtiative properties,
quantitative metrics and network contextsthat can be used to
assessmobile ad-hoc network protocols was created and this
becameRFC 2501 [14]. Examplesof qualtiative propertiesof a
protocol include distrubuted operation, loop-freedom, demand
basedor proactive operation, security concerns,sleep modes
(essentialwhen consideringportable battery poweredunits) and
unidirectional link support. Quantitative metrics of a protocol
include endto-end throughput, percentageout of order delivery
andseveralefficiency ratios. The network contextparametershat
describethe network include network size, network connectivity,
link capacity topologicalrateof changeetc.

Eachad-hoc network protocolconcentratesn differentmetrics
andcharacteristicsSo, while one protocolmight performwell in a
high mobility, low node,low connectivity context, it might not
perform so well in a high node, low mobility context. Recent
protocolssuchasthe Zone Routing Protocol[15] or Fisheye[16]
haveparametershatcanbetunedaccordingto networkcontextto
improve protocol performance. Being able to invent new
mechanismsn ad-hoc routing protocolsto overcomethe many
challengesof a mobile network is as important as tuning an
implemented protocol to achieve optimum efficiency. At the
designstage,it's importantnot to get consumedn the detail of a
simulation but insteadto focus on the broaderissuesof the
problem.For example,a protocol which is very efficient in one
highly testedscenarianight sufferfrom a high level problemsuch
as looping messagesor inability to detail with unidirectional
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Figure 2. Six nodesconnecto the JEmuNetwork Emulator.
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nodes[17] arguesghanwhenan ad-hoc networkprotocoldesigner
is exploringa newareawheremanyissuesareunclear the needto
quickly explore a variety of alternativescan be more important
thata detailedresultof a specificscenaricandthata moreabstract
simulation can also make the effects of a changein algorithm
distinct,wherethey would be obscuredby othereffectsin a more
detailledsimulation.
Insteadof simulatingthe entire stack,which would requirethe
duplicationof a large amountof code, it is possibleto simulate
only the physicallayer of the stackandleavethe restof the stack
untouchedThis way, the actual network protocolswhich reside
higherup in the communicationstackremainin placeandcanbe
testedin real time with real applicationson it. And since the
simulationis runningin reattime with realdata,it canbecalledan
emulator.
At Trinity College, we have implemented a flexible
communicationsstack, ad-hoc routing protocols and hardware
radios that togetherform our mobile adhoc network testbed.
Implementingthis stackin a simulatorwould have beena large
amountof work but comparedto the personhours requiredto
physically move aboutthe nodesinto the variety of patternsand
positionsneededo experimentwith andvalidatead-hoc network
routing protocols,a simulatedversionwould havebeenpreferable.
However, instead of simulating the whole stack, a real time
simulatorwas madeto replaceonly the radio componentof the
stack.This allowedus to continueto developour stackcodebase,
andthe ad-hoc routing protocolsthatrun on it, without havingto
reimplementthem for a simulator. Using NS with its emulation
capabilitieswvasconsideredbut its lack of interactivevisualisation
toolsand'IP datagramlevel of emulationdid not really lend itself
suitableasa straightforwardradio replacementWhat was needed
was an emulator that offered real time emulation of the radio
environmentat a detail level of interestto ad-hoc routing protocol
designersand with an interactivevisualisationtool that would be
designedfor their needs.It is not our intention to create an
accurateaadio environment- sucha systemwould be slow to run
in real time and not be of immediateinterestto thosedeveloping
higherlevel protocolsand applicationsdevelopersigherup. (If a
highly accurateradio simulationis required,the use of NS-2 or
GlomoSimis still recommended.)
Thekey featuresnecessaryor a usefulnetworkemulatorfor us
were:
¢ Easeof nodeplacemenandmovement.
¢ Realtime emulationof theradiolayer.
¢ Integrationinto the NTRG stack without any changesto the
layersabove.

e Ability to correctly handle hidden node and exposednode
situations.

¢ Unidirectionallinks andpernodetransmitranges.

To meet these needswe createda radioreplacing emulator
called JEmuand the following sectionoutlinesthe designof the
system.

4. DESIGN OF JEMU

In a typical test scenario,a number of laptopsand palmtops
runningthe NTRG protocol stack are eachconnectedo a small
custombuilt VHF transceiver.The nodesare then spacedout to
createthe desirednetworktopology.In orderto minimisechanges
to the networkstack,the layer of the stackthatnormally interfaces



X y tx range
nodel -18.2 7.2 24.0
node2 1.0 4.2 24.0
node3 19.6 -4.0 24.0

Table 1. Positionsandtransmitrangesof thenodes.

with theradiohardwards replacedwvith alayerthatcommunicates
to the JEmunetworkemulatorshownin figure 2.

The JEmu wireless network emulator is a stand alone
applicationthat acceptsconnectiondrom JEmuclients which are
usually the lowest layer in the NTRG stack.To allow multiple,
independentstacksto connectto it, the emulation engine was
designedaround a client/servermodel: each stack has a radio
emulationlayer (that replacesthe existing layer that connectsto
theradiohardware)asa clientthatconnectgo the emulatorserver.
If the emulatoris run on the samemachineasa client stack,this
connectionis local, but if the emulatoris run on a different
machinethe client can connectto the emulatorremotely over a
TCP/IPnetwork.Obviously,to keepthe emulationascloseto reat
time as possible the connectiometwork shouldhavelow latency
andhigh bandwidth suchasfastethernet.

Messages,isually someform of datagramsare sentdown into
the JEmu Radio layer in a stack and this layer sendsthese
message®n to the JEmu emulator.Messagego and from the
emulatorandinsidethe emulatorare calledfragmentsasthey may
only be part of a longer packet. The emulator sendsfragments
backto the JEmuconnectiorlayer shouldtherebe a fragmentfor
it to receive. This closely mimics the behaviour of the radio
interfacelayer and the radioswe use. The following sequencenf
eventsis a more detailed descriptionof what happenswhen a
packetis sentdown the stackto the JEmulayer andthis sequence
is illustratedin figure 4. The nodesare positionedasindicatedin
table 1 by the userdraggingthe nodesinto positition, shownin
figure 3.

Step 1. A messagés passedlown the stackto the JEmuRadio
layer.

Step 2. The JEmuRadio layer prependshis messagewith the
sourceNode ID andthenis sentby UDP to the emulationengine.
Figure4 showsnodesl and2 sendingragments.

Step 3. The emulator receivesthis messageand adds on a
timestamplt alsolooks up the NodelD in atableand stampsthe
X position, Y position and currenttransmit power of that node
onto the messageThis stampedmessageas called a fragment.In
this example the fragmentfrom nodel is stampedwith (x=-18.2,
y=7.2, tx range=24.0timestamp= 226) and node 2 is stamped
with (x=1.0,y=4.2,tx range=24.0timestamp= 224).

Step 4. The fragmentis addedto the fragmentpool. Another
thread working slightly behindcurrenttime, t, scansthe pool for
the fragmentswithin a fixed time periodt, to t;+q, wheret.is the
startingtime of thattime periodandq is lengthof thetime period
to be consideredThe emulatorensureghatt+q will lag t. by at
leastq so that eachtime period s just slightly in the past.If the
emulatorbecomesover burdenedby an influx of data, this lag
betweert, andt, will becomemorenoticeable.

Step 5. The emulatoriteratesthoughthelist of receivingnodes
andchecksto seeif they areableto receiveany of the fragments
found within the time periodt, to t;+q. In this example t is 220
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Figure 3. Thethreenodesaredraggednto position.

andq is 10 so the two fragmentswith timestampf 224 and 226
canbeconsidered.

Step6. If anodeis ableto receiveafragmentthenthatfragment
is sentto thatnode'sIEmuRadiolayer.If anodeis ableto receive
more than one fragmentthen thereis a collision; dependingon
howthe userhasconfiguredthe emulator the fragmentscaneither
be scrambleddroppedor evendeliveredback sequentiallyto the
JEmu Radio layer as if the collision did not occur. Finally, the
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Figure 4. Sequencef eventsnsideJEmuasnodesl and2 each
broadcasa fragment.



emulatorexpiresall processedragmentgie. with atimestampess
thant+q) from the pool andt, is advancedy g. In figure 3 we can
seethat only node 3 can receive the tranmissionfrom node 2.
Node 1 and node 2 hear collisions as both of those nodesare
within each other'stransmissionrangesand have transmitteda
fragmentat the sametime (or more correctly,with the sametime
period). The emulator can be configuredto sendto the node's
JEmu Radio layers both the fragments (collisions ignored), a
corruptedragmentor no fragmentsatall.

This design allows for hidden and exposed node packet
collisionsandalsofor collisionsto be 'turnedoff' sothatareceiver
sequentiallyhearsboth (or more) collided fragments.For some
testing of high level routing algorithms,we have often found it
usefulto usethe emulatorwith collisionsturnedoff asat thatstage
of designthis level of detail is not of immediateconcernto us.
Sincethe designof the emulatoris receiveroriented,in that the
emulator iterates over each receiver and decides which
transmissionsit is able to receive for a given time segment,
broadcastransmissionsre handledimplicity, asall transmissions
by radiosare broadcastlt is up to layershigherup in the stackto
differentiatebetweenbroadcastyunicastor multicasttransmissions
(adatagramayer suchas|P cando this). It is alsothereforetrivial
to make a packetsniffer than can be placed anywherein the
network— areceiversimply displayseverypacketit receives.

5. USEREXPERIENCE OF JEMU

JEmuhasbeendesignedto enablethe ad-hoc routing protocol
designerto createand manipulatewirelessscenarioswith ease.
After startingthe JEmuemulator,client stackscan connectto it.
As a stack connectsto the emulator, a node appearsin the
emulator's main console window; figure 5 shows a typical

screenshobf the console— the userhereis setting someof the
visualisationoptions.

The user can place nodesby draggingthem with the mouse.
Doubleclicking on a nodeallows the userto alter a node’sradio
parameters,such as transmit power level. JEmu has basic
automaticmovementoptions (suchas drunkenwalk) and explict
controlsfor unidirectionalradiobehaviour.

For traffic visualisation purposes,JEmu allows the size and
shapeof eachnodeto changeas networktraffic passeshoughit -
as a nodetransmitsdatait getsfatter, asit receivesdatait gets
taller. On a network with many nodesit is useful to seewhich
nodesarebeingactivewith a quick glanceat the consolewindow;
one can see waves of streching nodes as a routing protocol
performsa broadcasbr is establishinga pathbetweertwo nodes.

6. IMPLEMENTATION & FUTURE WORK
The JEmuemulatorhasbeenimplementedn Javal.3 and has
beentestedunder both Windows 2000 and Debian Linux. Java
1.3’s HotSpotoptimising bytecodecompiler and virtual machine
offers enough computationalpower to comfortably emulate a
twelve node network on a 400MHz Intel Pentium Il with all
visualisationoptionsturnedon. The JEmulayerin the JEmustack
iswrittenin C andcompiledfor aWin32 or WindowsCEplatform.
JEmuhasbeenusedto emulatel2 nodenetworksrunningDSR
and ZRP with endto-end streamingtraffic. On a 700MHz Intel
Pentiumlll the CPU usageof JEmuwas much less than 10%
indicatingthat it cancopewith larger network emulations.JEmu
has also beenusedin the developmentof an applicationlayer
pointto-point distributednameresolutionsystembeing developed
by the NTRG. Emulatinga network in real time will alwaysbe
boundedby availableprocessopower.Whereprocessointensive
higherlevel layersin a stackare to be used,suchas CODECsor

x]

I.LI:||L'ILI|I ;IEILI

File
15 activein| M Show background map

[JShow range ring s
O Show Network Activity

Run | View |

node 3
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strongencryption,thereis an advantage having JEmunodeson
individual computersnsteadof on the computerunningthe JEmu
emulator.

Futurework on JEmuincludesparallelizingthe main emulation
engineandaddingmorefacilities for nodemovemenpatternsand
traffic visualisationtools. To speedup the emulatorand allow
much larger numbersof nodesto be emulated parallelizationof
the core eventprocessolis an option. Due to the way the JEmu
Emulatorworks by iterating though eachnodeto seewhat they
can 'hear'in a given time period, as opposedto sequentially
processingand resolvingevents,it is possibleto unroll this loop
into multiple parallel threadsand simultaneouslyresolve which
fragmentscanbe heardby which nodesandwhich nodeswill hear
collisions.On a networkwith a large numberof nodesit may be
advantageouso run the emulatoron a computerwith multiple
CPUs as the threadscan be executedin parallel. Visualisation
tools might include colouring node connectorines dependingon
traffic direction,or simplegraphingtoolsto recordtraffic between
nodes.

7.CONCLUSIONS

Being able to dynamically and interactively test an ad-hoc
network'srouting protocolat a high levelis essential At theinitial
designstagesbeingableto quickly try outnewconceptandideas
is more important than analyzing the minutae of a protocol's
performancen a givenscenarioThe NTRG havefoundthatJEmu
meetsthis need,more so than using exising simulatorsand user
feedback from routing protocol designerswithin the NTRG
towardsJEmuhasbeenvery positive. While detailedsimulations
areessentiafor debuggingandperformanceanalysisof a protocol
and the stack that it residesin, using a real stack but only
emulatingthetheradiolayerachievesealisticresultsin realtime.
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