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Abstract— and power consumption requirements. These unique qualities
Mobile networks typically involve a variety of network pro-  mean that certain protocols and systems that work well in more

tocols and devices, in many cases coupled with quickly evolving gtatic homogeneous topologies (of which the best example is
topologies (as devices are turned on and off and devices move, '

across network boundaries). In this context, resource location the Internet) m'ght perform badly or not work at all in these
and discovery becomes a difficult problem. Current large-scale Kinds of networking scenarios.

systems designed for IP-based networks such as the Internet rely  Resource location and discoveiy a common problem in
on static, hierarchical name resolution and resource location sys- networking. On static or slowly evolving (e.g., IP-based) net-

tems such as DNS or LDAP, or on limited autoconfiguration sys- S . .
tems such as DHCP, that are not well-suited to quick updates works, resource location is managed by a variety of hierar-

and changes in topology because of their dependence on a centrachical, centralized services. Our algorithm should be able to
server and its static, hierarchical nature. A resource location and provide resource location at many different levels and eventu-
discovery system for mobile networks must be able to adapt to an ally replace the functionality of most of those centralized ser-

evolving network topology and maintain correct resource location yices. Of those services, resource location and discovery ser-

even when confronted with fast topological changes. It should also _ . .
work in an ad hoc network environment, where no central server is vices such are extremely important to bootstrap the network

available and the network can have a short lifetime, and it should Communication process. Throughout this paper, we will look
connect across networks that might be operating on different net- at the the problem of resource location for mobile heteroge-
work protocols or be connected through a third network (e.g., the neous networks in the context of name resolution as a starting
Internet) as long as the nodes in the network implement the sys- point, because it is the lowest level of logical-to-physical map-

tem. To avoid redundancy, the system must be suited to resolve _. . .
the location not just of node names but of any resource, such as ping on the network and the most basic service necessary. Our

services, people, etc. work, however, can be easily applied to any resource-location
In this paper, we presentNom, a resource location and dis- and discovery/autoconfiguratibtask in networks with highly

covery system based on a Peer-to-Peer protocol that fulfills those dynamic topologies such as ad hoc netwérks

requirements. We an.alyze the protocol and we discuss how On the Internet, it is the Domain Name System [9] (DNS)
a testbed implementation of the protocol was used to provide !

name resolution for a completely distributed, self-organizing that provides the lowest level of name resolution service avail-

voice-over-data application. able. Name resolution creates mappings of easy-to-remember
names to physical nodes. In the case of the Internet, this means
KEYWORDS mapping service names to IP numbers. DNS is hierarchical and
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Name Resolution, Self-Configuration, Self-Organizing Networks highly static, and requires propagation of names from a root

name server to a series of slaves across the network. Each IP
subnetwork has a fixed static reference to the physical location
| INTRODUCTION of the local name server node, using it to resolvg thg names
] ] ] ) ~of all other nodes into IP numbers so that communication with
Mobile networks typically have highly dynamic topologiesihem can be established. In a mobile network, this scheme fails
not oply in terms Qf frequennembership chan'ge(se., nodes ot only because nodes might quickly change their physical lo-
entering and leaving the network), but also in terms108e  4tion or disappear, but also because a node might often find

mobility (i.e., changes in the physical location of a node ange|f in “unknown” networks where the physical name server
its relation to other nodes in the network while maintaining it§yde is not known.

logical identifiers and resources). For example, devices in a mo-

bll_e network mlght b,e turned onlor off ar!d mOb”e pho.nes mlghtlIn general, autoconfiguration can be considered a subset of the resource lo-
quickly switch locations, sometimes switching to environmentstion problem if resource location provides a “bootstrap” mechanism that can
where a central server is not directly accessible or might riBen initialize a node’s operating/connectivity parameters. These parameters

. . . . . would normally be found in centrally managed locations but in a mobile net-
be available. Additionally, typical scenarios for mobile COMgork they might be distributed across nodes or even networks, or they might

puting include a mix of devices (e.g., handhelds, embeddeépend on the network topology at the time the node is initializing.
base stations, desktop computers) that use different physicé‘h several instances, we will mention specific solutions to the problem of

- roviding these services in an ad hoc network, which provide the most common
Iayers (SUCh as Bluetooth, IEEE 802.11b, Ethemet) with dﬁiample of wireless self-organizing network that don’t depend on servers at any

ferent protocols, depending on various factors such as locatj@imnt in the network’s lifetime.



The most common solution for node mobility in IP net-

works [14] uses autoconfiguration methods such as DHCP [1]
to assign temporary IP addresses and provide IP addresses for /
name servers, gateways, etc. Autoconfiguration methods, how- [

ever, still rely on a static server properly configured and main-
tained within the range of the ad hoc network. While this is not
unreasonable in an office or home environment, it is not fea-
sible in a completely autonomous ad hoc network with a short
lifetime or where the setup of permanent or semi-permanent
base stations is not possible (e.g., when a network is formed for
emergency crews at a disaster site).
Even in cases where Mobile IP is an acceptable solution to
provide name resolution between nodes and to the Internet, as-
suming an appropriate gateway is available, it doesn’t address
the need to resolve node names from other nearby networks.
Currently, autonomous wireless networks (ad hoc networks)
have no way of referencing each other’s nodes, and Internet- —— Query Path
based nodes have no way of referencing nodes within an ad hoc
network, even if Internet connectivity is available to the net-
work nodes themselves. For example, a Bluetooth node k&g 1. A sample P2P Network and Query
no way of referencing a handheld device that might be running
on a wireless network (e.g., IEEE 802.11b) even though the
Bluetooth node might have a connection path available through \yorks regardless of their type.

a desktop computer connected to it. This kind of functional- Two-way resource location between distant networks as

ity would be useful for global communication systems, such as \ye|| as between ad hoc and Internet-based nodes by using
Internet-based VoicelP phones or SMS (Short Messaging Sys- |nternet-based P2P networks.

temsl) de5|g_ned éobn:cn on TOb'Ie ad hoc networks.d_ln the X The system we describe could eventually be used to support
ample mentioned before, of emergency crews at a disaster siiqy, iy de of different applications, from basic network ser-
even if a b{ase station was set up to provide connectivity W'tr\'ﬁbes, such as (as mentioned before) name resolution, to find-
;[he nodes lr(ljon(;: networkt()e.ga, I]or Paramelihc crewls:)_ ang tof 8 public information for the owner of a particular network
nternet, nodes from nearby ad hoc networks (e.g.', e _eparﬂide, to finding other network resources such as base stations
ment) and from the Internet (e.g., a government official trying tg_ | printers. More importantly, our system supports this kind

contact somebody on site from a remote location) would not B? communications across heterogeneous networks, allowing

ablebTodIocalfe Lhose nOdIZS' Irt1 S smtlrletr sfge(r;ano, a glluettoo mote server-based or server-less networks to communicate,
enabled cell phone would not be able 1o find a non-Liuetoo eating a truly global framework for communications.

device such as a handheld computer. Using simple resource lo-
cation, the cell phone might be able to determine that the hand-
held device is in range and therefore it should not display apll- PEER-TO-PEER TECHNOLOGIES AND RELATED WORK
pointment reminders, since a device that is better suited for itPeer-to-peer protocols and applications are distributed sys-
(the handheld) is active in the vicinity. tems without centralized control or any kind of hierarchical or-
The problem is then how to provide resource location bganization, where the software running in each node is equiva-
tween nodes running on different networks, and on networlgnt in functionality and capabilities to any other node. Nodes
without a central server that can provide the resource locatipnthe network form a graph; each node in the graph is an indi-
service. vidual computer or a program and an edge between two nodes

Peer-to-Peer [13] (P2P from now on) provides a solution f@fplies that information can be exchanged between those two
this problem. P2P is the name given to applications and prossmputers or programs.

cols that create global behaviors from a set of local node-base@entralized network topologies (such as that defined by
rules. P2P networks thus avoid reliance on centralized manapats) restrict information access to resources only to that avail-
ment and provide support for highly dynamic topologies at thghle in servers (in the case of DNS, name-to-address mappings).
cost of potentially reduced performance and higher processingontrast, P2P networks and applications take advantage of re-
requirements on each node. sources —storage, processing, content— available anywhere in
In this paper, we preseiom a P2P-based system that adthe network. Global behavior in a P2P network (be it of appli-
dresses the resource location problem on heterogeneous ggfions or protocolsgmergesrom the sum of local behavioral
works. Our system is designed to address the issues mentiopgflerns in each of the nodes, as opposed to a centralized net-
above, by providing: work where behavior is the result of policies set and enforced
« Local resource location within a single network, includindgpy a server. P2P has been used for several different applica-
networks with no central server, such as ad hoc networkisons, from persistent distributed storage to data search on vast
« Resource location between nearby heterogeneous naternet-based networks.

——— Node Connectivity

—— > Query Result



Figure 1 illustrates a simple P2P-style search. In the figure,» Support for nodes changing their physical location within
nodeN1 is requesting the value associated with a string located the network.
in N4 (and for which onlyN4 can provide the value). The « No special configuration requirements to provide resource
query is transmitted across the network while the result returns location capabilities for nodes joining the network.
directly to the node requesting the information. In a sense, thes Correct results for queries for the remaining nodes of the
network itself resolves the resource mapping requested. Once network when one or more nodes leave the network or are
the lookup has been solved, it can be cached by the requesting switched off.
node so future requests will resolve faster. Additionally, inter- « No special protocol configuration requirements for nodes
mediate nodes can cache it as well. moving between heterogeneous networks.

The P2P scheme described in the diagram is the one used No dependence on any particular node or underlying trans-
by the Gnutella Network [7]. In Freenet [2] the query returns  port protocol to provide resource location.
through the same node-to-node path established by the request, Two-way resource location between heterogeneous net-
therefore guaranteeing local anonymity (i.e., each node only works that might be physically out of range, might use
knows the next node in the chain, though access to the complete different routing protocols, or both.
network traffic would still expose the origin and destination of « Two-way resolution between other network nodes (par-
the information). ticularly Internet nodes) and mobile (including ad hoc)

Chord [19] uses a variant of hashing callsmhsistent hash- nodes.
ing to create “buckets” of name-to-location mappings. Chord’s The last point in particular underlies an interesting problem.
hashing scheme can be proven to provide consistent, scalalyigile many applications of mobile networks focus on provid-
performance, and it is an example of a new type P2P seilig internet access to mobile nodes, little emphasis has so far
organizing networks, commonly referred to as@werlay Net- been placed on supporting the opposite: resolution of mobile
work Other examples of Overlay Networks are CAN [15] anglodes’ name$rom Internet nodes. This might be useful in a
Pastry [17]. Overlay Networks create a topology where neighariety of situations, including two-way communications that
bor nodes are defined by content values rather than physigah't depend on a particular server or infrastructure. In looking
location. In doing so, they turn the problem of search fromfar generic solutions to the resource location problem, we have

graph-traversal problem into a set of steps that evolve accogdnsidered this as an important requirement to be fulfilled.
ing to a mathematical function, reducing the load in the network

and making queries deterministic. However, because of their IV. Nom
nature, Overlay Networks can’t perform substring queries (i.e.

only full strings can be searched). We will come back briefly (e T simple P2P protocolNom operates in completely dis-

this in the_conclusmns of this paper. . . . tributed fashion, with each node running a copy of Nhem
Interestingly, P2P networks have a lot in common with wire- Lo .
: . . . code, monitoring its local node network traffic to detect re-

less ad hoc routing algorithms, which are also designed to func-

tion without a central server and must deal with highly Olynamsource location queries and using standard messages to resolve

network topologies (i.e., topologies with frequent membershg]pfse gueries and provide resource location to application-level

changes, or where nodes are mobile thus often changing

connectivity/routing patterns). Ad hoc routing protocols, how- . .

: . . . : monitors messages coming both from the network and the ap-
ever, deal with actual physical mappings (i.e., physical path t?lcation level code (i.e queryquery-replymessages from the
get information to that node) while P2P networks act based on €4 query-repy! g

alogical topology that doesn’t necessarily map to the physicQFtwork andquery-initiatemessages from the application) and

; reacts according to the message type received, either forward-
topology and are therefore free to implement more complex or

. - . INg the message received if it doesn’t apply to the current node,
more efficient connectivity or caching schemes. creating and forwarding an appropriateery-replymessage if
While all of the P2P methods mentioned above share comj- 9 9 bprop y-reply 9

mon features with the system we propose here to our know node S.hOUIC.i regp_ond to the query, or creatingery mes-
e and inserting it into the network.

edge there is no other system that_ prowdes resource location he following set of steps describe the balsiamalgorithm
heterogeneous networks, both within each network and acrgss

networks that might or might not be in range with each other.runnlng on'ever)NomenabIed node:
1) ReceiveNommessage. If the message has already been

processed (i.e., its Message ID is found in the internal
Message IB) list, ignore it.

_ Before setting out to solve the problem of resource location 7y Retrieve a list of neighbors (obtained from the underlying
in ad hoc mobile networks, we will first mention the main re- routing protocol). Alternatively, in a mobile environment

quirements ;uch a system _should_ satisfy. Specifically, a1 4 direct broadcast can be attempted.
source Iogatlon system, and in particular a name-resolution SYS3) If message is @uery-initiatemessage, build the query
tem must ideally provide: message and send it to the neighbors.
« Support for fast membership changes, providing resource
location for the new nodes and maintaining validity of the _3Message IDs must be globally unique. Universally unique IDs can be ob-

Its. i idi Its that to dat tained by concatenating a variety of data including current system time, node
query results, I.€., providing results that are up to aate fB, and other elements such as ethernet address. Some operating systems (such

terms of tOpOlOgy. as Microsoft Windows) allow creation of globally unique IDs via API calls.

"Nomis a fully decentralized resource-location system, based

The Nom algorithm is therefore composed of a loop that

Ill. RESOURCELOCATION IN MOBILE NETWORKS



4) If message is guerymessage, check whether this node « Its network has wide reach across the Internet.

contains the information requested on the query. If so, while Nomis a new P2P protocol, its low-level primitives
create ajuery-replymessage and send it to the neighborgre easily translatable to Gnutella primitives. Several Gnutella
so it can go back to its destinatidn If the message’s features thaNomdoesn’timplement are tied to assumptions on
number of hops is past the TTL limit, ignore it. If thetopology and network behavior that apply well to the Internet
information requested is not in the current node, incrgut do not apply to a protocol that must to run both on mobile
ment the number of hops in the message and re-send {itluding ad hoc) and Internet-based networks. Despite those
query message to the node’s neighbors. After re-sendigigferences, Gnutella nodes should be able to rdlaqueries
the query message, store the Message ID in the ID listithout knowledge of the particulars of tiomalgorithm, al-
(for use of the list see step 1). lowing resolution between distant networks as long as both are
5) If the message is guery-replymessage, check whetherconnected to the Internet and they are within range of each other
the request was sent by this node (see Step 3). tftieey in the Gnutella topology.
was sent by this node, return the result to the application
layer that made the resource-location request. If the query
was not sent by this node, increment the number of hops
in the query-replymessage and re-send it to the node’s As with any service that will be used frequently by network
neighbors, storing the Message ID in the ID list (for usgpplications, it is important to understand both its performance
of the list see step 1). Note: the query-reply contairignpact on the network and the performance on the algorithm
the original query information, making storage of querieigself under different circumstances. To that end, we are cur-
unnecessary. Since the query also has a timestamp, i@etly working on a detailed theoretical analysis of the algo-
node is able to determine that a timeout on the query hagim and on a simulation to obtain statistical data for the al-
already occurred (and only cache the query for future ugerithm’s performance under different network configurations
instead of passing the result to the application). (number of nodes, average number of neighbors) and network
The above steps describe the basamprotocol. Nomis a loads. Elements of this problem have already been analyzed for
library that exposes a set of functions to be implemented for ttiee Broadcast Storm problem, in [6].
particular underlying platform (Operating System and Routing Nom much like Gnutella and Freenet is an example of a P2P
Protocol used). Once implemented for a particular platformetwork that performs TTI-controlled flooding. While it is
several optimizations are possible, including caching of neigblear that flooding-based schemes present scalability problems,
bors’ physical addresses (depending to the dynamics of the rnhe size of networks such as Gnutella, with hundreds of thou-
work), return of the query messages directly to the requestzinds of nodes operating concurrently, makes it clear that they
(using the underlying routing protocol, such as DSR[8], anchnwork, and this is certainly true for the typical network sizes

V. ALGORITHM ANALYSIS AND SIMULATION

others). encountered in ad hoc mobile networks.
The three main factors to take into account when analyzing
A. Nomand Gnutella the algorithm are:

A resource location system for heterogeneous mobile net-» The total traffic it generates depending on the number of
works is useful in its own right, but we are interested in using nodes in the network.
an Internet-based P2P network to create connectivity betweent The traffic it generates within a node’s range, which could
mobile networks that, while not within connectivity range with ~ Potentially limit the bandwidth available to each node if
each other, might be able to use the Internet to route information  the local (i.e., in-range) traffic generated by the algorithm
between them, potentially creating a global resource location IS t00 high. o
system for mobile networks. Using one of the already runnings The speed with which an answer can be received is also
Internet P2P networks has the obvious advantage of providinga important. Thisquery-replyspeed is directly related to
readily available network of large numbers of nodes. As an ex- the average path length for the network. As mentioned in
ample, the Gnutella network has a minimum of 100,000 nodes [3] the average path length (number of hops required) for
within any other node’s “horizon” at any given moment, while @ given transmission between nodes is expected to grow
the Kazaa Network, on which P2P systems such as MusicC- with the spatial diameter of the network, that is, the square
ity.net are based, have a minimum of a million nodes accessible 00t of the area, 00(y/s) for a fixed transmission range
by any other node at any given momeént capacity per node.

Gnutella is a P2P network widely used on the Internet, In the paragraphs that follow we provide results that already
mainly used to exchange data (Digital Music, Software, etbjghlight some limits to the algorithm as well as potential points
[18]. We chose the Gnutella network for two main reasons: for improvement.

« It has several open-source implementations, which sim-Our simulator is built on top of the Swarm Simulation Sys-

plify access to the protocol if it were necessary. tem[5], a software package widely used for multi-agent simu-
lation of complex systems. The system allows one to emulate a

4In most cases, the reply could be sent directly to the requester as an ogjj it ;
' ; eras 0Wbrld consisting of several nodes, each runningNbbenproto-
mization. The basi®Nomalgorithm, however, makes no assumptions in tha 9 P

regard. col, each with a unique physical ID and node name.
5Gnutella and Kazaa Simultaneous usage average obtained through the
month of Nov. 2001. 6Time-To-Live



For each run of the experiment, a hode chosen at random in- VI. OTHERISSUES
serts query for another random node. In each cycle, every node .
processes the messages that arrived in the previous cycle. ﬁ“SSecurlty
simultaneous processing of messages is a simplification of theA key issue in resource location is security, particularly in a
real world case, but it allows us to find the upper bound of megecentralized network such as the one createbldmyp When
sages set by maximizing the number of simultaneous messaggslving the physical location of resources, a node should be
that could be theoretically be sent at any given instant. able to verify that the location resolved is valid and current.
Our measurements indicate that the main factor conditioniigithout security, a malicious network user that has access to
performance for a network runnimgomis not the total number the message flow in the network could:
of nodes, but rather the average number neighbors for a given impersonate other nodes and resources by answering re-
nod¢€. quests for them.
Based on the values of Table |, it is possible to find the max-« modify query results being passed along and change the
imum bandwidth “allocated” to resource location by using the values passed.
following formula: In DNS, security is largely an issue of trust between clients
and servers. Both of the problems described can happen in
DNS, assuming that a hame server (slave or master) has been
compromised (commonly called DNS “spoofing”). Addition-
ally, if a gateway has been compromised, the DNS requests
WhereB is the total bandwidth (in bytes per seconBljsthe themselves can be manipulated by a malicious third-party.
proportion of bandwidth to allocate to resource location (which In Nom the verification of the identity of the node location
can be configured by an end-user application or operating sg,gsult is currently left to higher level application layers with
tem setting) and is the average message size. As an exampgfough information to make these checks (for example, by ver-
assuming resource location was to be confined to a peak of 28919 signed security certificates), just like DNS does. In the
of bandwidth, for a 2Mbps system, it would mean a bandwidfhture, we plan to add capabilities to Nom so that initial veri-
usage limit of 45 KBytes. This value translates into 1800 mefications can be made directly at the resource-location level by
sages per second. Therefore according to tatNerhwould using cryptographic digital signatures. Similar modifications to
support at most 20 average number of neighbors for the systBiNS are currently under consideration at the IETF[16].
at the desired 20% bandwidth, allowing one query per second
at a constant rate. This result assumes a query-resolution cycle
of a duration of 250 msec. If the value is smaller, more queri€s TheNomNamespace
can be resolved per second at a constant rate for that bandwidtithe namespac®f a resource location protocol is the stan-
usage proportion. While this value might seem low, in genergfard used to identify resources in the network. In DNS, the
current mobile networks (and ad hoc networks in particulafamespaces are defined by alphanumeric combinations ending
rarely involve either a large number of nodes or large averagea particular string that identifies the registering organization,
number of neighbors (since other factors, such as power c@fich as “.net” or “.com” and they are part of the protocol defi-
sumption, limit the range available for transmission and thergition, i.e., DNS can only resolve queries for resources defined
fore the number of neighbors). The number-of-neighbor limj its namespace.
therefore pOintS to an issue that will have to be solved in futuresinceNomiS intended to operate in heterogeneous networks
VerSionS Of the algorithm SO that |t maintains ItS usefu|neSS ahd Support different app”cations (from person to person Ca”s
high-density networks. to machine identification), enforcing a DNS-style namespace is
BecauseNomin its current form is essentially performing anot acceptableNomcan therefore resolve any string stored as
controlled flooding on the network, large networks will create @ mapping in its internal database for a particular node. Appli-
performance problem both in the query resolution time and tbations can then make use of it in different ways, for example,
resources needlessly used throughout the network (i.e., by pre@ring DNS-style names or using SIP[10]. The application can
agating the query when it has already been resolved). While tBimply store the mapping desired and other applications run-
is not a problem for current mobile network sizes (consider tiéng on different nodes will be able to resolve it regardless of
total number of messages required to reply a query in table | fitie type.
networks of 20 to 30 nodes) it will certainly be an element to
consider for future mobile networks, which will be larger, or ap-
plications such as sensor networks where the number of nodes VIl. CASE STuDY
in the network can easily grow to the thousands. The conclu-
sion mentions this an other challenges to overcome bé&fore
can be used for networks of any size and characteristics.

BP
number of messages <

Nomis a generic library that can be used in any network,
provided that a set of functions are implemented for the under-
lying platform. To create a testbed fdom therefore, we chose
an already implemented network stack and provided it with re-
"On Table | the value “Peak Messages In Range” represents the average regfarce location capabilities that could be in turn be exposed to
imum number of messages within a range in the network, and it can therefore . .. . . S .
plications built using it, initially keeping the resource loca-

be used to calculate the “bandwidth cost” of tkemservice. This value is Qp ' i
obtained by averaging the peak number of messages per simulation cycle. tion functions for name resolution only.



Average | Avg. Total Cycles| Avg. Cycles Until Total Msgs. Peak Msgs.
Neighbors| Until Finished Reply Received | To Resolve Query In Range
3 22 13 715 16
6 14 9 1356 67
10 12 7 1990 145
15 9 5 3130 415
21 7 4 4191 791
26 7 4 5189 1304
33 6 3 6552 2315
52 5 3 10330 6724
55 5 3 10962 7396
69 4 3 13672 9604
79 4 2 15740 9801
95 4 2 18955 9801
99 3 2 19604 9801
TABLE |

SIMULATION RESULTS

A. Implementation « Message WaitForMessage()

For our Nomimplementation testbed we chose the ad hoc * Array GetListOfNeighbors()
network stack developed by the NTRG at Trinity College * Message BuildMessage(String msg)
Dublin[12]. The NTRG stack was chosen because of its sim-* String DecodeMessage(Message m)
plicity and extensibility, and the availability of different rout- Nomallows use of the resource location system using these
ing algorithm implementations as well as physical connectivigimple functions.Nomrequires no changes in its code as long
layers, including software radio and 802.11b. NTRG is alsts the library that implements these functions adheres to the
supported by the JEmu [4] radio simulator, greatly simplifyininterface specified above.
creating and running tests scenarios of several devices for deNomexposes two functions to the application-level layer:
bugging and evaluation. « Initialize(Array names)

The NTRG stack uses the conceptayfersto define abstrac- , String resolveName(String name)
tion boundaries behlnd which dlﬁergnt elgments of a completey .o the NTRG-compatible low-level implementation for
ad hoc stack can be implemented, including low-level connegyg, ) a5 completed, we integrated it with one of the appli-
tivity, routing an_d security, among others. Therefore, for th'@ations that uses the NTRG stack, the 4GPhone [11]. The
case.study, we |mple_mented the low-level ple_ltform deF)('mdelﬂﬁPhone uses an implementation of the NTRG stack on Mi-
functions of theNomlibrary to match the requirements of thecrosoft PocketPC to provide voice service over an ad hoc

NTRG layer abstraction. network that uses NTRG protocols for routing and security.
_ 4GPhone is designed to be completely independent of servers
B. TheNom Resource Location Layer or switches, creating a foundation for a global, voice-over-data

The current version of th&lom library is built for Win- phone system. The 4GPhone implementation used faxdme
dows operating systems. It uses the lowest common dendestbed was running on top of 802.11b in ad hoc mode, with an
inator of Windows-based API functions (Win32 base) so it igncryption layer to provide secure communications and a DSR
portable across a variety of Windows-based systems, incluguting layer for general packet routing. Figure 2 illustrates
ing Windows 98, Windows 2000 and Windows-CE based plaasample configuration of the ad hoc network used. Figure 3
forms such as Microsoft PocketPC. While the current implehows the particular NTRG layer-connection scheme used in
mentation of theNom library is Windows-based, porting thethe 4GPhone application.
library to other operating systems or platforms should not beln Figure 2, each of the dotted circles represent the wireless
difficult due to the simple nature of the operations requira@nge for the device at its center. A device is considered within
(i.e., thread management) and because most of the platforamge of another if the dotted circle that defines its range inter-
dependent functions are abstracted into a set of function caéscts or includes the other device. Note tNamwould also
that are implemented as necessary for each platform on whigbrk properly even if the devices were connected asymmetri-
Nomis deployed. cally, i.e., D2 within “output” range of D4 but D4 only within

The Nomtestbed was thus implemented as a library wheteutput” range of D3. Each of the devices included a stack con-
the platform dependent details interacted with the capabilitiéiguration as follows:
provided by the NTRG stack. In particular, theminterface The 4GPhone first initializes thBlom library to map the
functions that had to be implemented were: name of the owner of the device to the physical ID of the node

« SendMessage(Message m. Node target) in the ad hoc network. Bob can type “John” in the input dia-
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Fig. 2. A Sample Testbed Configuration

for mobile and highly dynamic topologies, exact results even
when confronted with network changes (i.e., a query will be sat-
isfied if a path exists between the origin and the target during
query-cycle time), and independence of routing protocols. In
. particular, ad hoc wireless networks, that don't rely on servers,
1 are also supported. We have also created a test implementa-
) tion of the algorithm that lays the groundwork to expand our
. research in other directions.
1 In particular, we are currently working on providing other

. ) message-conversion “gateways” that will enable routing be-
Routing (DSR) Layer . tween different network types and between ad hoc networks
) that are out of physical radio range, but that have connection
' to the Internet, as mentioned previously. We plan to use the
Gnutella network as an existing platform on which to route
queries between remote networks, to provide, at least initially,
Fig. 3. The NTRG Layer Configuration information regarding the location of the resource that is being
searched. Additionally, we plan to conduct more tests, looking

) ) for new ways to improve the performance of the system while
log box for who he wants to call, and the mapping will happel'?\aintaining its generality and portability.

automatically. The application can then make a function call We are also working on improvingonls security, to ensure

to the resource location layer with the string “John” as a query,; query responses are not tampered with along the way, and

and waits for thdNomlayer to return the result. In this way, they, ot malicious users are not able to impersonate other nodes
name John (the owner of the machine) is dynamically mappgghin the network

to the physical node ID for the device, in this case D4. With the . . : .
. . Since in many cases the query involves a specific name
physical address resolved, the ad hoc routing protocol (DS@% ! ! y query Invow pecit

4GPhone Application

PUARNY

Nom Layer

Encryption Layer

Physical Layer

: ) C 2] ther than a substring) we are investigating ways of integrat-
is now able to establish a route to that destination. The acty 9) gating way g

. o N the basicNomdesign with an Overlay Network, to provide
voice communication can then begin without the need for ceflq

tralized management of mappings or configurations t access with low network resource usage.
9 ppIng 9 ’ Further ahead, we plan to extemdbm to other domains

where physical to logical mapping is required for highly dy-

VIII. .C ONCLUSI.ONS ANDFU-TURE WORK- ~_ namic, mobile networks.
Today'’s variety of mobile network implementations implies

a lack of standard for resource location system, and there is
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